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VmWare Workstation 59, » g S Jole pommws cuai

1 3lme aiblo olxs| 092

3k @b 1y ilme cumiile Glasine 45051 Gl w6 axio 5O g puiSo il 1) New Virtual Machine... 4 35 File o 3

eiSne LSl [ CUStOM (6 4 35 pudd yuaitd

|Fle| Edt View WM Tabs Hep | b~

= ;
New Virtual Machine... kN ;
=®J e e — _ - Welcome to the New Virtual
7% New Window ' Machine Wizard
Open... Ctrl+0 _
What type of configuration do you want?
Close Tab Cri+W .
) Typical (recommended)
—ﬂ Create 2 Workstation 11.0 virtual
= Connect to Server... Ctri+L e S TATION e Y e
5 Connect to VMware vCloud Ar... 3
Iz . Create a virtual machine with advanced
ff_. VItuaiZE a PhYSlca| Mad"ne... options, such as a SCSI controller type,
virtual disk type and compatibility with
EXDUI[ to Ow‘ older VMware products.
(& Map Vitual Disks...
Ext
M ubu.ﬂ |)MQ@,J&¢,9»JALGWMGSBJGQ&M¢ Ab)aogj)o
S oLl |y Jol 4 35 wbL DVD (g9; p2 Jole o azxiliy @
S Gl [y 090 4y 35150 b ©yg0 41 Jole i azxiliy @
oS OLRG y p g aly 35 oS s 1y oliws (g3lmo piilo (55w oolof 5l o pudlatn axils @
Choose the Virtual Machine Hardware Compatibility Guest Operating System Installation
Which hardware features are needed for this virtual machine? A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?
Virtual machine hardware compatibility Install from:
Hardware | Workstation 11.0 v 3 :
: () Installer disc:
Compatible ESX Server
& DVD RW Drive (I:)
Compatible products: Limitations:
Fusion 7.0 64 GB memory
Workstation 11.0 16 processors
10 network adapters s e G
376 dick choe () Installer disc image file (iso):
N:\ehsan724\Software\Gerdooo 2014\DVD 4(Window
(®) 1will ingtall the operating system later.
The virtual machine will be created with a blank hard disk.
11 i
[ <gack || mNet> || concel | il L. Help

S QL [y T (5 s g 09 cuas Cawl H 8 (ilo (0] (595 22 &5 (ole i 98 alo yo (0 5o

eeSeo LI LINUX g4 51 (ole pommw S 9 38500 i (gl 1 4SS
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Select a Guest Operating System Name the Virtual Machine
Which operating system will be installed on this virtual machine? What name veould you like to use for this virtual machine?

Guest operating system Virtual machine name:

() Microsoft Windows [ Mikrotik Router 0S
(®) Linux
(7) Novell Netware Location:
| Solaris

() VMware ESX
() Other The default location can be changed at Edit > Preferences.

’G:\Virtualizution\VhWVare\test2 \ |Jrowse... l

Version

[Other Linux 2.6.x kernel 64-bit

S (o0 aTiin |y e (plass ! g5lme ubile 4 pablaS (0 4 (gl 0310y (ol e

oS 0 patnies |y (g5le padle (6l 5LS 3,50 RAM (yl 5o vy alo o 5o

Processor Configuration Memory for the Virtual Machine
Specify the number of processors for this virtual machine. How much memory would you like to use for this virtual machine?
Processors Specify the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 M8.
Number of processors: [1 v I
; : [ 3844
Number of cores per processor: g; 2: Memory for this virtual machine: I 384 -5 i MB
Total processor cores: 1 16 GB
3 22 9 @ Maximum recommended memory:
268 6312 MB
1GB
512 MB 254 4 Recommended memory:
256MB 384 M8
128 MB
64 MB 1 Guest OS recommended minimum:
32 M8 J 32 M8
16 MB
8 MB
4 MB
| hep | | <Bock || Net> [<mk | [ et> | [ Goneel |

oS 0y oy ROUter 05 & yloogs Lol Jole pivuamw @4 b 3l puiles B pddono 1,8 Host Olny 1 asiils o)l g9

S SNy (P58 (i Gloalisd 03,5 (a1 (aelo Y S 65wy al> po 50



Network Type Select 1/0 Controller Types
What type of network do you want to add? Which SCSI controller type would you like to use?

Network connection /O controller types

(") Use bridged networking SCSI Controller: ) Bysiogic (Not available for 64-bit guests)

Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IP address on the external network.

®)LS!ILogic (Recommended)

{_JLSI Logic SAS
() Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

~ Connect the guest operating system to a private virtual network on the host
computer,

(_) Do not use a network connection

[ e | [ <Bck || Net> || cancel |

Gilme b S s LB 51 eadlass azmilir 9 puiSro Ll 1) Jgl aiy 55 i (321 (5932 M0 (53l S s S ol (gl
poiSome il 1) g3 diy 35w oliswl wily oo syl Jud 31 45

0 oolaiw!l Wb IDE Seusd 51 S g 15o i (61 puiSomo il 1) (5 5lme S d vy (5 ado o 50

< Mikrotik OS o JSCiwo oyl Lol 0,50 U5 IDE U hadd o cuisls JSino Sata,lIscasi slas b U s sl Mikrotik OS : aiss

ol 00l 28y Wi

Select a Disk
Which disk do you want to use?

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type Disk

(@) Create a new virtual disk
A virtual disk Is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

_)5csT (Recommended)
) SATA
(_JUse an existing virtual disk

Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

I < Back M Next > | Cancel I

L

sbad plod W yole jo bl cdl> 4 1) Allocate all Disk Space 4 35 axili . puisaw bl 1) g5lxe Sawws slad ol jme

WSS (0 933y S g 550 cuad b b (sl (ol pwaw (595 31 1y oud asiie
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Specify Disk Capacity Spedify Disk File
How large do you want this disk to be? Where would you like to store the disk file?
Moimum dsksze | 8.0/%] Disk File

One disk file will be created for each 2 GB of virtual disk capacity. File names for
each file beyond the first will be automatically generated using the file name
provided here as a basls.

Recommended size for Other Linux 2.6.x kernel 64-bit: 8 GB

[ ] Allocate all disk space now. G:\Virtualization\VMWare\test 2\Mikrotik Router 05.vmdk . Browse... ’

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

() Store virtual disk as a single file
(®) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

[ < Back H Next > I Cancel | | Help l I < Back H Next > I Cancel

Sgd (o0 0310 o lod ouds plonil Wloudiis j1 gl S alo o (pl yo

g HET i 9,500 Jole pimmmw cuai Jopo b puiSe LS Power on this virtual machine 4y 35 gy y o ado> yo 0

““IMikrotik Router S

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Other } Power on thi virtual machne
Linux 2.6.x kernel 64-bit.

: . . 2IEdt vitual machne settings
The virtual machine will be created with the following settings:

Name: Mikrotik Router OS .
Location: G:\Virtualization\VMwWareitest 2 el DeVlces
Version: Workstation 11.0 #&Memory 384 MB
Operating System: Other Linux 2.6.x kernel 64-bit (1 Pr 1
0CEeSSors
Hard Disk: 8 GB, Split =aHard Disk (IDE) 8 GB
Memory: 384 MB < ' .
RetworiABapts:  Host-only ~yCD/DVD (IDE)  Usng fie G:\Archi...
Other Devices: CD/DVD, USB Controller, Printer, Sound Card tg Network Adapter Host-oniy

& USB Controller ~ Present
¢ Sound Card Auto detect
& Printer Present
B Display Auto detect

Customize Hardware... J

I < Back II Finish Cancel J

VmWare s, » Mikrotik OS «ual
D0 (20 0018 LES 5 JSU alino (5] Ao e (59 3 S 9,50 Jolo i o glal 5o

Ak 5Lid 1) A ulds b S g S b Package plos ol gl @
S soliswl SPace wuls 1 uws okl 1y Package ;1 go 90 dublgky axiliy @
2,55l oot 1y S gy PaCKage 1 oo azkieo 9ylg0 | ouds 3l ooliiwl b @



Welcome to MikroTik Router Software installation

Move around mMenu using 'p’ and 'wm’ or arrow keys, select with “spacebar’.
Select all with 'a’', minimum with 'm'. Press 'i' to install locally or '
cancel and reboot.

ipuvb [X]1 routerboard
[X1 ppp X1 isdn [X] routing
[X1 dhcp {1 kum [X] security
[X] advanced-tools X1 lcd [X]1 v
[X] calea X1 mpls [X1

s -Manager
[X1 gps X1 multicast wireless
[X] hotspot ntp

system (depends on nothing):
Main package with basic serwvices and drivers

B0 (o0 S Fwly Jlguw (pl @Y aulS lesliiwl b g 09 (o0 ougm 3 (S Wloplisd Bid> (S (g dm Sl p0 50

9wy (0 1) )90 ol Y S lesliiwl b as 09l (0 0310 (yLiS Seud (59, o 0318 plod (s S 1 (oo (ool ol 5o
S (o0 dolol |y cuas Jol 0

g & )bty Hb S s 4 Sl 3L Package plod cuas wiylyd ad (b 5o

5515 Sig ySno 4y oS 313 1y (5305 45l (399 AAMIN (5 33,5 U 31 o0 lisian! b Sy ;5o Jolo priammus JolS ¢y ) 31 iz

(0, G0

MikroTik uS5.20
: admin

MAM MAM KKK TITTITITITIT KKK

MHMH NMHM KKK TTTTTITITIT KKK

MHM MMMM MMM D11 KKK KKK RRRRRR 000000 17T [IT KKK KKK
MAM MM HHM 111 KKKKK RRR RRR 000 000 1T [I1 KKKKK
MHM MM III KKK KKK  RRRRRR 000 0o0 1T [IT KKK KKK
MHM MHM IIT KKK KKK RRR RRR 000000 1T IIT KKK KKK

MikroTik Router(S 5.208 (c) 1999-2812 http:ssuwu.nikrotik.cons

ROUTER HAS NO SOFTWARE KEY
You have 22hZ25n to configure the router to be remotely accessible,
and to enter the key by pasting it in a Telnet windouw or in Winbox.

See wuw.mikrotik.com/key for nore details,

Current installation “software ID": WSEY-LHT9

Please press "Enter” to continue!
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(Console) Jgumas b5 & yb 31 Jlail-y
(Remotly),qs ol 31 Jlail-¥
Command Line Interface(CLIl) oo kuly-Y,)

Telnet v
SSH v
Winbox Terminal v/

Graphical User Interface(GUI) SC3!,5 Ll ,-Y.Y

Winbox Vv
Webfig v

(Application Interface) il> b ,l381 5 & b 31 Jlail-¥

S b 51 L]

| L-,T JowsS 3l ooliswl ¢ cdlo gy abl ailild 8929 S 9 ;S0 Ay padlionen (w yiwd ol a5 Jlbo)

9 00,5 Login cuwl cuai ‘;,T &9y Router 0S oS oduucow (59 3 WS (0 00l Ui g 5o Router OS 5 axils )15 (w6l
3 gurolS s 1y oBwd JgmusS b5 Wb wsSowo soliiw! i g ySo Routerborad 1 axilis g uss Jlosl 1y o6 4k 0 yg0 wlowkiid
DS Jlosl SS9 55w (595 1y Slowdisd 33 4k (! 31 9 wS Juako

M JU o g9 5590 Cooww 1 g 00,5 Juaio |y Routerborad ;I oS @9 4 1y Jguss b1 51 RG-45 S g )15 ol (gl 0
iSne huio 33 gunolS JU y 591 4 [y JguundS’

S 00l USB &y JU juw Joo 51 oy aiclolod JU yw 59 (6 55 g5 azmiliy : 4SS

JomsS b5 G 51 ol aiges Mikrotik RouterBorad ol5uws & 3l (5! aigod

(Remotly),qs ol 31 Jlail

69 2 Sloadiid Jlosl glyr 590 ol 51 a5 ol 5L As"lf 99,10 D929 g ySoro dy oo e Ol dlion c:ls ek

g pludl S g S0
10,10 0959 S Sano 51y 599 oy 31 JLail sl by 90

(Command Line Interface) (g ,gws Luly & yb 31-)
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Telnet-\

oolaw! TCP/23 Oy il SS9 u.alo).»im 138 ooliiw! 0 g0 ASUUl §O powasw 90 (i (oo B, (6518 1 5l Telnet JSS9

oS0

oS JUed 15 yanne 1 1y TeINEt 4y by o (559 CoadS peinw 595 2 b Telnet & ,b 51 i ;5o b bl 55058
Control Panel/Program And Features/Turn Windows Features On or Off

S Jled 1) Telnet Client & bys yo gy 10 ! 5 any

Programs and Features ‘ - o 1 X

. * 1 i » Control Panel » Al Control Panel Items » Programs and Features v ¢ || Sea j

Fie Edt View Tools Heb

Control Panel Home )
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair

& Tum Windows features on or |
off =
Organize ~ _ =~ @

e Turn Windows features on or off @ Insigfed On < e
 Acrobat.com corporated Y0/ Y/TY 1.1.377

8 'Ad Muncher vi§j To turn a feature on, select &s check box. To tum a feature off, Y ¥/ AWV s
8 Adobe AIR cear fs check box. A filed box means that only part of the feature 5 Bcorporated Yo ¥/ ¥/\V 3.9.0.103(
2 Adobe Fiash pff fumed on. \corporated Y10/ +¥/+5 6/00 MB 16.0.0.30!
R Adobe Photos! || Simple TCPIP services (i.e. echo, daytime etc) ~ corporated Y 0/YNh 0 2/81 GB 14.0

dobe Reade! v MB ES Fie Sharng Support ncorporated YO/ Y/YY 126 MB 11.0.04
dobe Shockw nc. Ye10/-1/vq 12.1.6.15¢

% Advanced IP Yo Y/ ¥/YA 17/2MB  2.3.2161
# |Advanced Porf L1k TFTP Clent YeV¥/+q/T¥

@Avp3 :: \:hndows Identity Founzauon 35 ™| A EAINE Hissise
laps Touwch Pl = u:;;g‘\: L‘;fz";;g?o o _| fo. Lo, YO/ N5 7.106.303
@ Ashampoo Bull | & 511 Windows Process Adtivation Service =| faco.ke YoN¥/-¥/a 336 MB 14.0.1

B ' Ashampoo M4 Windows TIFF IFiker & Co. KG Ye1¥/ev1a 2.0.2

& BlueStacks ] ). Work Folders Cient | B Inc. YoVF/ o5/ 276 MB 0.7.5.270(
Ml Broadcom Ca ) btion Y¥/-0NY 3/22MB 15.4.8.1
® BwWMeter OK Cancel ToV¥/<¥/TA 1/76 MB. 6.6.2

4 CCleaner Y ¥/ ¥ \V 4.08

# ' Cheat Engine 5.4 Dark Byte AERE /A3 VALY

' Cisco Packet Tracer 6.1 Instructor Csco Systems, Inc. Y0/ /M 338 MB

# "CloneCD SkySoft Y/ ¥V 5

=, Connectify 2015 Connectify Yer0/¥/) 2015.0.4.
nCyberLink PowerDVD 13 CyberLink Corp. AER S/ VALY 365MB 13.0.3105
EAcuhadink Youlam S Cihard ink Corn Y ar¥Lae 2MaMR S01170
< n >

o Currently installed programs Total size:  52/7 GB

Do 3519 1y 323 ygiuwd CMD (g 0,2y jo Telnet & ,b 51 gy i 43 JUail (51 oy p03 50

:\Users\bita computeritelnet 192.168.88.1

oS 3,9 1y 02310 1y (3T 4 (o 39 a4 (S g ;S0 plasns IP 0T Telnet jgiuwd 31 any g3lg 5o
bl o AT NFAAAY S yKs 30 IP 0T 5 y5 s s y3e0 4y © i
S,y 1y ol on Chy p2il SS9 ;o 53 45 (5 pkn0 O y9mm g o392 ML b o ST g S 4y LoD &5 Sloj Al o o 3l
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Secure Shell(SSH)-Y

g soliswl PULY wisle (ils 1581 05 Sy 5 SSH. 33,1 51 Sig o 4 JLail (sl

131380 e sl 3l o )1 el (6l

S 0519 1y T IP by g Sui'g ;50 i o Host Name(or Ip Address) cwowd ;o )
S oLl 1, SSH ¢ g5 Connection Type cuwoud jo .Y

qSese 3)lg 1y mr 9 buako (3 41 S5m0 ()T U peslginn 4 (g pkno Sy 9 (5501 pU bLI I (51,85 3l amy Y

Category
-|- Session
i Logging
Terminal
i Keyboard
Bell
Features
=-Window
Pl Appearance
Behaviour
Translation
Selection
Colours
Connection
Data
Proxy
Telnet
Rlogin
+-SSH
Serial

Basic options for your PuTTY session

Specify the destination you wantto connectto

HostName (or IP address)
192.168.88.1

Pon
(22

Connection type:
Raw Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on exit
Always Never

Open

Rlogin Sernal

®) Only on clean ext

| Load ‘
lr Save ‘

Delete ‘

Cancel
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Winbox Terminal-¥
38l oy 50 Cadil il 51 ooliiw! (gl p.ousiily ails ow yws Command Line lusxo 45 ouilei (o0 36 Winbox 1331 o 4 59 ,b
e 36 Terminal o yzy asCul U 00,5 Glisl 1; New Terminal 35 Lol go0 I Winbox

581,532 )b

Winbox-

S5 55en & p brasgh o> o 1381 5 (oalkily (g0 S S0 ROULer OS 5 RouterBorad <y o sl Sadl,5 5158 o
WWW.Mikrotik.com «Susg ;Ko colw (pwy0T.0usS 3510 Kud g ,Kuo (o y ool 51 dilginn 1y 51331 p 33 o3l camwl oo &1y

s Jeaio S g ;850 sl oliws 4 (ylgi o0 (095 99 & WINbOX 331 o 35 51 eolisuwl U

IP-Address v
Mac-Address v
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iy ol wil Lo Broadcast Domain jo igySow a5 giloj ks Mac-Address s ,b 5 Soig S 4 Jlail gl y 1 4SS
oot b w00 T (595 2 IP s 1 (g5l S ) Sam 5795 L bLI I (g2 (ot s oo 55 Y 43Y )0 MAC 4yl 4y 4z 95 b 9 Consl
s 3y 0l (ylgie g 4 Cdpiy! o Mac-Address (55 ,b 51 Sodg S Jlail!

3,13 Connect TO Coomd 10 1y 4k 5 yg0 olmws IP (4T 43 Jlail (5l 2ol Lol Broadcast Domain o <Sui gy olKiws azibiz
S S5 CONNect (59,5 903,55 3,3 15 oLt 53 oud iy j23 j9ae 0y 9 53y pU g 03,

bl (g0 a8 3oy 9 9AAMIN (551,15 U (53 (foy g

Connect To: | 192.168.88. 1|
| admin

Password: [

[V Keep Password
¥V Secure Mode
[V Load Previous Session

Note: [ Router-1

Address | user | nNote

ey ol syl 51z Winbox & yb 51 i ) a0 Jlail gl ool Lo Broadcast Domain jo i g S b olSiws azils

Ngih o glwlid a5 b g, IP-Address g Mac-Address susis jU oy )0 S 0 Mm codle 59y 2 I3l
el 00l G

© MioTkWrBoxloaderv2218. | = |B| X |

Connect To: I Connect | I - - -
MAC Address IP Address Identity Versi... Board Name
00:0C:29:12:DD:3C 192.168.88.1 Router-1 5.20 x86

Password:
Note:
Address




Webfig-v

Al (o0 S 9,50 (U s 9 oy )l 6l 2 09 52,0 Wl S

JUail 6l gy (3 1sS (oo ol a5 55 5950 S 0929 LT 3 Conmnd (5 4ol g i 4y (55 Weebfig 51 soliciw! (gl
..\..fab «° WebBased O ygo & &9)&0 LY

S LOGIN (53, 2 5908 70y 9 55 AU (30,5 3,l9 31 ox 9 03,5 3,5 15 K9 5K 4y bgs yo IP 395 159 0 0 p2xiy y0 )15 o0l 6l
g o0 001 s Lod Lo gl p9 Sl ySemo o5l yF Ll § 9 o0 WebFig azivo 3,15 00,5

‘;E" I&‘ hitp://192.168.88.1 IpL 2C | @ Routeros router configurat...
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MikroT ik
RouterOS v5.20
You have d to a router, i ative access only. If this device is not in your possession, please contact your local network
administrator.
WebFig Login:
Login: |admin 1 [ Login
Password: |® -
— ¥ s
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® mikrotik
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P »
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Tx Rx
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Tools » ol R ether3 Ethernet 0 bps 0 bps 0 0 0 0 0 0
New Terminal ol R etherS Ethernet 0 bps 0 bps 0 0 0 0 0 0
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KVM
Make Supout.rif
Undo
Redo
Hide Menu
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Safe Mode
Design Skin
Manual
WinBox v
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S 95500 s B et (1
Winbox & b 3!
20| o] [ see Mode | | tde Pessworts M
Intefaces
Brdge
i | Auto Upgrade
s ey
IPvG " | Console
MPLS | s
Fouting P! Heath
System '
Queuves Identty
Fles (Fico
Loy | LeDs
Radus | License (=] E3
::T " | Logong dertty: [Roer || [0k
emnal | NTP Glent
ISONChannels | \ro corer ool
Moke Swpoutsf | oo
Manual | “Ports
Bt | Reboat
Reset Configuration
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Routerboard
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Scripts.
Shutdown
Special Login
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New Terminal 3 ,b 3

[admin@Router-1] > system identity set name=Router-1
Si9,50 Figy 39 92 g0 b 4l )5 i Lo (Y
odalice ) b aslol wyls wuilei oo Interface List o,y 51 g 00,5 bl ) Interface Lol o 3l alcis @)5 g led sl

Interface | Bthemet  EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP Bondng LTE

|- vlxl a7
Name

[admin@Router-1] > interface ethernet print

Vo



aSd )5 ol i (V
shi 090 a8l w,5 g9,  Interface List o,y ;0 9 00,5 Gl 1) Interface a5 Lol (gomo 31 4l & y)l5 pb yuudi' (5l
S o0 0,lg [y a3 5,90 ol Name cwowd o Interface<ether> o iy ;o puiSore S5 5Lgo

Intedfacs List
| intertace | @hemet | EolP Tunnel 1P Tumnel GRE Tunnel VLAN VRRP Bondng LTE

vixar

: [00:0C:28:1200:3
- [enabled

[admin@Router-1] > interface ethernet set etherl name=Public
Al O 5 (40,5 Jled ol g JLeS(F

% e b g olkail |y 5 5 90 a5y &,15 Interface List o oy jls 00,5 wsliail |, Interface ol s 51,15 1 61y

S o0 (Enable) Jles 1 of ii] odle b g (Disable) Jled jus 1y o

inteface | Ethemet EolP Tunnel IP Tunnel GRE Tumnel VLAN VRRP Bondng LTE

[admin@Router-1] > interface ethernet disable etherl
[admin@Router-1] > interface ethernet enable etherl
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QQMM‘SBQ)UQ|P ol (b

0,5 Jos (lg (o0 g0 93 A S g S AL b 0yl 4 IP oluil ol

DynamicIlP v

StaticIP v
3 Ao Wloalisd @dlys (g 092 aiS (o0 Bl )d DHCP oLy (559w 51 1) ©lonlid 5395 &9 4 piww Dynamic g, 53
Ol o0 0010 bl wxy b Juaé ;o DHCP
A (plais g S 4 )l 4 1) IP 50T uwd @ yg0 41 4Kl e Static g 50
oy )0 g 0y 40 g S (oo Uil 1) Addresses ool b giey 3l g IP 4y 3F ol G I (cuws @y IP ols (gl
oS o0 SolS ADD cuodle (g9, 0 IP (40,5 adlal ol Address List

Address: (192 168.10.1/24
Netwo: | |w

Interface: |ether1 3|

D (B Hlade JSi Ho ouls asuine Option aw wb New Address o iy o

.M@b)" ‘))wé)’o IP QM)OTiAddress v
S o0 atinn [y IP 30T 6y 55 5,90 SubnetMask : Network v/
S o0 e [y Dgu 0010 plais T 4 IP oy wublgs o0 a5 1) ol 4% < yl5": Interface v/

[admin@Router-1] > ip address add address=192.168.10.1/24 interface=etherl
DS (o0 ool ) Heiws I Cawl oul pudisd Al ©)l5 59 p &S 2 IP oled gl (8-)
[admin@Router-1] > ip address print
(YL Hgws (29,5
[admin@Router-1] > ip address print
Flags: X - disabled, I - invalid, D - dynamic

& ADDRESS HETWORK INTERFACE
0 192.168.10.1/24 192.168.10.0 etherl

:IP Address (45,5 Jld e (b-Y

[admin@Router-1] > ip address disable numbers=0

:IP Address (4o, J3(d-¥
[admin@Router-1] > ip address enable numbers=0

:IP Address Gi>(b-¥
[admin@Router-1] > ip address remove numbers=0
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SlS ADD cuodle (595 2 User List o yoxiy 0. pus o0 Gl 1) Users 4y 38 ool 30 se0 ) 3l g System ay 35 Lol g9 3
S o0 Oyl |y was Wlasuico New User axins jl g00,5

Users |Groups  SSHKeys SSH Private Keys  Active Users

[#][=] [][] ] [w] [ am ]

B New User

oS (o0 QLR S 3590 1,15 gl |y (ol Name
oS (50 pSlin y1)l5 gl 1) A 9590 59 30, Password
453,08 3929 Sig Ko 5 ilisko G (o yiwd bog S ¥ (28 i OjganeS (o0 (i ) 1)l (o yiuws aw 1 Group
5l il @yles
19 1y Slonisd sunline o1 Ulgs i 09,5 ol gliac!: Read v/
510 5 1y e Slewdiid (40,5 43lo) g gt 3 Ulgi iloudisd sualine y 0gdle 09,5 (wl slac!: Write v/
10 1y S yKe gy kxS 9 Slowlild Jlosl o UlgF 09,5 (! slae!: Full v/

50590 it 1P (39 50T 09 uaiin SS9 350 41 (o5 it 3250 31 B po (552,15 45 oS atkideo adlgty aziliz: Address
M‘soé)"mo”)é ')
[admin@Router-1] > user add name=userl password=123 group= read address=10.10.10.1

Todud Gy i oyl 8 o led(P-Y
[admin@Router-1] > user print

Y0 Hews (295
[admin@Router-1] > user print
Flags: X - disabled

NAME GROUP ADDRESS

>:;: system default user

admin full

userl read 10.10.10.10/32

P S 05 Jled s (P
315 plaxil 1y 41 T (ylgi (o0 a5 0 lods &2 5b 31 b g 1235 U @2 3 51 o 1yl (30,5 Jlad (sl

YA



[admin@Router-1] > user disable userl
[admin@Router-1] > user disable numbers=1
Pl Se e S (F-Y

[admin@Router-1] > user enable userl
[admin@Router-1] > user enable numbers=1
2l S Bias(5-F

[admin@Router-1] > user remove userl
[admin@Router-1] > user remove numbers=1

S 9,500 (50,5 e Y 09 (Y
S o0 IMPOrt 5 511, o7 wisl Key @ yga Js6 51 >

Tl&.«crackblﬁ vc,HSea’chLG

Organize v New folder B~

& Pictures od Name Date modified

;Vdeos i raNNFT-SGNI YAY/sAIYS Vot
s Win Server 2012
ca Software (E:)
= Music (F:) &
s Network (G3) | |
s Fim (H:)
vi[<Z ‘ 2

File name: | IESETEE v| [Routeros key v

DS (0 ADD 1y (T 3 s 3l (e Job Wypa ST P
i Sn oS 1 05 ol

File Edt Format View Help

all level 6

BEGIN MIKROTIK SOFTWARE KEY -
PVV1e2RYXT/OMISZe90K/0ij5S5RIWZIYLLMF2DCnMY 1o
RbZUCWy +9YIVHRIUVEboasNXHTAQ/ IcHYiQrpBXvvA==
77777 END MIKROTIK SOFTWARE KEY---———-——————— -

Undo

Cut

Copy

Paste

Delete

Select Al

Right to left Reading order
Show Unicode control characters
Insert Unicode control character 4
Open IME

Reconversion
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§2°1%

PESTiEE

II1 IIT KKK KKK
11 IIT KKKKK

III III KKK KKK
III KKK KKK RRR RRR 000000 III KKK KKK

MikroTik Router0S 5.20 (c) 1999-2012 http://www.mikrotik.com/

[admin@Router-1] > f§

Bndge
PPP
Mesh

L MM III KKK KKK RRRRRR 000 000 T IIT KKK KKK
o MM III KKK KKK RRR RRR 000000 1T III KKK KKK

MikroTik Router0S 5.20 (c) 1999-2012 http://www.mikrotik.com/

FESTEEE

2 f
il

[admin@Router-1] >

[admin@Router-1] >

[admin@Router-1] >

[admin@Router-1] >

[admin@Router-1] > 79*—!(01!

syntax error (line 1 column 4)

[admin@Router-1] > -----BEGIN MIKROTIK SOFTWARE KEY-

line 1 of 2> -—-—-&GIN MIKROTIK SOFTWARE KEY- ~-rVV1e2RYXT/OM9SZe90K/01

f
{

--rVV1e2RYXT/OMISZe 90K/ 01 SSRINZIYLLmF2DCnMY

ZVV1e2RYxT/OM9ISZe 90K/ 01 SSRINZIYLLmF2DCnMY
1oRbZUCWy+9YIVHRJuVgb9asNXHTAQ/ IcHYiQrpBXvvA==: KROT
IK SOFTWARE KEY------=—==-===m
You must reboot before new key takes effect. Reboot? [y/N]: vil

M@U)M)UWPI)Q

L &5 Solagliis 4y olsws lagliis (ywils )5 (A

oS o0 ol 1y Reset Configuration suis jU g9y ) 3l 9 System ai 38 Lol sgiw 31 55 (ol (sly
[admin@Router-1] > system reset-configuration



Do you want to reset all your corfiguration and reboot?

o955 Restore g 3,5 Backup(d

pSno loiil 1) Restore L Backup aos's File List oy 51 9 ouisomo il 1y File 4y 35 Lol (sai 31 )1 ol 6l

é)l& Sy ') W) &;Backup JJB I"H:'b' asle OL&\),’ Mé Q)Lb 63)).!‘) IR M;Backup 45‘51.!‘& M',ﬁg;‘w
S o5 b Drag s

Mar/26/201521:14:01 |
Apr/12/2015 18:40:35 |
Aor/12/2015 18:40:35 |
Apr/12/2015 18:40:35
Popr/12/2015 18:40:35
Apr/12/2015 18:40:35
Aor/12/2015 18:40:35
Apr/12/2015 18:40:35
Apr/12/2015 18:40:35
Aor/12/2015 18:40:35
Por/12/2015 18:40:35
[=) hotspot/lv/armors bd 1 38108 Apr/12/2015 18:40:35
gl\dwﬁv/\owmd htmi file 34088 Apr/12/201518:4035 o

|2125 M8 of 8.2GB used |97%free

[admin@Router-1] > system backup save name=backup-10
[admin@Router-1] > system backup load name=backup-10.backup
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590 535695 3 o) o5 IMport g Sleglisy 51 (3,5 Export ()

[admin@Router-1] > export file=config-11
[admin@Router-1] > import file-name=config-11.rsc

: Package (4,5 Upgrade 5 cuai()

S (o0 (o Ceound (| 5o 1, Ld Package g 00,5 Gl [y File Lol g0 51 g pusS c0 0obils g 5o culw 31 1y s Package
g &yl ) o U piSne S5l 1) REDOOT 00l 5b (550 515 51 9 System 4y 35 Lol (ggi 31,15 ol 31 oy

Coomnd (9 0. S ol 1y Package ouis jU g 13 31 9 System a3 Lol ssiw 1 028 5 wai a5 o package o 5l
.05 Uninstall ; 4 Disable |, Enable 1, ¢ Package ssilsi oo Lo

;
i

Aug/15/2012 10:0553
Aug/15/2012 100510
Aug/15/2012 100553
Aug/15/2012 10:05:38
Aug/15/2012 10:05:33
Aug/15/2012 10:06:42
Aug/15/2012 10:06:48
Aug/15/2012 10:06:43
Aug/15/2012 10:0526
Aug/15/2012 10:06:04
Aug/15/2012 100550
Aug/15/2012 10:0519
Aug/15/2012 10:05:58
Aug/15/2012 100521
Aug/15/2012 10:05:08
Aug/15/2012 10:0451
Aug/15/2012 100552
Aug/15/2012 10.06:01
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Clock
Console
Drivers
q Heath
J Hstory
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LEDs
License
Logging
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Static Route v

Dynamic Route v
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Connected Routing

R1
ether2:192.168.10.1 gether&wz.w&mj

Lan Segment-1 ether1:Host Only Lan Segment-2

192.168.10.0/24 For Connect To R1 192.168.20.0/24
Client-1 Client-2

- i)

IP:192.168.10.2 1P:192.168.20.2
GW:192.168.10.1 GW:192.168.20.1

2 g bew (0l (g5lw 00l sl y
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(RS 9,500 95 50 Glonliis
hliko sl Lan Segment yo LsT ols 41,8 g VmaWare jo ygy 4 aSouds & y5 (40,5 adlsl

Hardware | Options

Device status

Device Summary

=5 Memory 256 MB Connected

[ Processors 1 Connect at power on

;Hard Disk-(IDE) i (_;B . i _ \ = For Connect To Router

+) CD/DVD (IDE) Using file G:\Archive Netwyi et Network connection
= O Adapte O O

%= Network Adapter 2 LAN Segment () Bridged: Connected directly to the physical network
etwork Adapter egmen Replicate physical network connection state

& Network Ad 3 LANS t [ | h | k

E USB Controller Present

&) Sound Card Auto detect () NAT: Used to share the host's IP address

= Printer Present (®) Host-only: A private network shared with the host

=i pisplay Auto detect () Custom: Specific virtual network

l VMnet0 v E

() LAN segment:

|
v
\ |

[ @Add || Remove

OK | [ cancel | [ Help |

:R1 yigy asls o w5 (ol IP Clucs!

o,

Address: |192.168.10.1/24
Network: 192168100 | &
interace: [eher2 [3]

Ztems
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S i 1P LsT (g1 g9 ylow b oo 51,5 Lan Segment-2 o1, ¥ coudls g Lan Segment-1 51,1 cog™S

+]=] [+ ][] [=] [¥]

/ | Network

Address

192168.20.1/... 192.168.20.0

PN G i 50 Wlogdass

Device

. Memory

[ Processors

L= Hard Disk (SCST)
£-)CD/DVD (SATA
E Network Adapter

Summary

1GB

1

20 GB

Using file N:\ehsan724\Software\Ger...
LAN Segment

Device status
Connected
Connect at power on

Client-1

Network connection
() Bridged: Connected directly to the physical network

\szs USB Controller Present
&) Sound Card Auto detect [ ] Replicate physical network connection state
& Printer Present
(@ pisplay Auto detect () NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
() Custom: Specific virtual network
[VMneto v
(®) LAN segment:
|LAN Segment 1 v|
Déiice Summary Device status
#% Memory 1GB Connected Client-2
[ Processors 1 Connect at power on
=AHard Disk (SCSI) 20 GB
CD/DVD (SATA Using file N:\ehsan724\Software\Ger... Network:connection
¥ Network Adapter  LAN Segment ) _ 1
0SB Controller Prosont () Bridged: Connected directly to the physical network
&) Sound Card Auto detect [ Replicate physical network connection state
=4 Printer Present
[ pisplay Auto detect () NAT: Used to share the host's IP address

() Host-only: A private network shared with the host
() custom: Specific virtual network

[VMneto v|
(®) LAN segment:
|LAN Segment 2 v |
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Internet Protocol Version 4 (TCP/IPv4) Properties
" General Client-1

‘ You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
‘ for the appropriate IP settings.

Obtain an IP address automatically
@) Use the following IP address:

IP address: 192 .168 . 10 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 10 . 1

@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[7] validate settings upon exit

| Advanced...

Iv OK I[ Cancel ]

1 CaudS Gl IP pudisd

|2 |[s23] InternetProtocol Version 4 (TCP/IPv4) Properties 2 |34
General | Client-2
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

@ Use the following IP address:

IP address: 192,168 . 20 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 20 . 1

g y

@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

| validate settings upon exit

Advanced...
[ OK | r Cancel ]

oo PING. 55085 a9 b a5 51 ol 51,8 2 bl 51 aSSul o (512 ol 5158 L coudS” (o bLS 5 b Oolondild (0l

C:\Users\LanSegmetlping 192.168.208.2

Pinging 192.168.20.2 with 32 bytes of data:
Reply from 192.168.280.2: bytes=32 time=lms

Reply from 192.168.208.2:
Reply from 192.168.28.2:

oo @ ) caos

27

Reply from 192.168.208.2: byteg=32 time=1ms

C:\Users\LanSegment>ping 192.168.18.2

Pinging 192.168.168.2 with 32 bytes of data:
192.168.18.2: bytes=32 time<lms

192.168.10.2: bytes=32 time=1ms
192.168.18.2: bytes=32 time=1ms
Reply from 192.168.18.2: bytes=32 time=1ms

L
TTL=127

N CaW 4 Y oS

TTL=127
TTL=127
TTL=127
TTL=127

il o Static Route ji ooliiul b cglike sls SUbNEt b aSuid 35 s b ) 51,85 92,k 1l Sua 1 T g9 yLw

Static Route

R1

Lan Segment-1
192.168.10.0/24

ether1:Host Only
For Connect To R1

Client-1

-

1P:192.168.10.2
GW:192.168.10.1

R2
ether2:192.168.10.1 f\g ether3:192.168.20.1 r\g ether3:192.168.30.1
. ether2:192.168.20.2 ‘

Lan Segment-2
192.168.20.0/24

ether1:Host Only
For Connect To R2

Lan Segment-3
192.168.30.0/24

Client-2

——

1P:192.168.30.2
GW:192.168.30.1
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oeidd LT gl 1) e, psciin a5 ol IP Lo ol 51 plaf yp s YU JSCi Gub 9 pudd o0 1,5 o0 43iS cls Lan Segment
S (0
‘R1 g, a8 g &)l (6l IP bl

Network: [192.168.100
bloface: [oher2 | ¥

| Address / | Network | Inted
192168101/ 192168100  ether2
°19216820.1/.. 192168200  ether3
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:R2 gy asuls sbo w5 ol IP Ll

Address: | , :[19216830.0/24 |
] 5168300 |

Network: 192168200 | a (192168300 | a

Intedace: ether2 3

[ether3 T3]

34 oo 223 3 9 TOONS iy 35 (Lol goio 3l anilys' (o0 LUl (o2 (3992 )18 o 512 consl )18 395 99 (e bLSHI HI gl U
Static 1 y5g, 59y » b oS 51,8 1y Lan asiud 90 oy bLI 1 4SSyl 6l p0usS o0 3,5 1y Jslio yig, IP g auss Sl 1, Ping ous
Dynamic Route wjyp 4 aldl jo g puS o0 ooliiw! Static Route ;1 ¢ Lo (w1 yo Lo.uusS sl | Dynamic Route U ¢ Route

S0 gy g 0
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:R1 4, 59, » Static Route slx|
S o0 oLl |y Routes ool 5 (goie 53 31 9 IP 4y 35 (Lol (soi 51 51 ol (sl
(<) admin@O0:0C:29:12:DD:3C (Rowter-1) - Winox v5.20 on X85 (+86) - ol x

([ cs] | Safe Mode Vi Hide Passwords Wl (5

Routes  Nexthops Rues VRF
=] [v][] =] [¥] a ¥
Dst. Address |Gateway |Distance | Routing Mark  Pref. Source | ¥

DAC P 1592.168.10.0/... ether2 reachable 0 192.168.10.1

DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1

Route
Gemrdlm

Dst. Address: |192.168.30.0/24
Gateway: |192.168.20.2

Check Gateway:
Type: |unicast
Distance:
Scope: 30

Routing Mark:
Pref. Source:

T T =

S 50 9,19 g yl8 1y T 4 Route was a5 o1 4wy 5 1P coomnd (w1 4o : Dst. Address

et 5 (0 1y o widlgd Jluyl LT 49 L iy 45" (gukrs e enunsd (3] 50 : Gateway
S (o0 9,lg Gateway ;o 1y jolxe yig) IP Ledd bl L)1 50 gy i b Lol Ja 0590 4l ) azpiliny 1 4SS

:R1 4, 59, » Static Route slx|

X | 4| | Safe Mode v| Hide Passwords [l ()
Interfaces =5
s es | Nexthops Rues VRF
PPP [#/[=] [«][=] [=] [¥] CINEd
Mesh | DaMdnm Gaway Dﬂm Rom'lgMak PvdSouw \V

|DAC P 192.168200/... ether2 reachable 0 192.168.20.2
P Ml ARP |DAC P 192.168.30.0/... ether3 reachable 0 192.168.30.1
IPv6 I Accounting Of x
MPLS Addresses |
General | Attributes K
Routing DHCP Clent ‘ ‘ Ol
System TR Dst. Address: 192.168.10.0/24 ||| cancel
Queues DHCP Server Gateway: |192.168.20.1 I3 1& | [ ooy
Fles DNS
Log Frewal ey | | v | | Disable
Radus Hotspot Type: |unicast “
Tes Prc - =
New Terminal Neighbors Remove
Scope: |30
ISDN Channels Packing
KYM Pool Target Scope: |10
Make Supout# | Routes Routing Mark: v
Manual SMB Pref. Source v
Bit SNMP
Services
Socks
TFTP f
|enabled
Traffic Aow v
UPnP
Web Proxy
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Internet Protocol Version 4 (TCP/IPv4) Properties

Internet Protocol Version 4 (TCP/IPvé) Properties
General Client-1 ‘ General Client-2
You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IP settings.
i
(7) Obtain an IP address automatically (7) Obtain an IP address automatically
@ Use the following IP address: (@ Use the following IP address:
IP address: 192 .168 . 10 . 2 IP address: 192 . 168 . 30 . 2
Subnet mask: 255.255.255. 0 Subnet mask: 255.255.255. 0
Default gateway: 192 .168 . 10 . 1 Default gateway: 192,168 . 30 . 1
Obtain DNS server address automatically Obtain DNS server address automatically
@ Use the following DNS server addresses: @ Use the following DNS server addresses:
Preferred DNS server: . \ . Preferred DNS server:
Alternate DNS server: o % % Alternate DNS server:
[7] validate settings upon exit [ validate settings upon exit Advanced...
Cox J(cna ] Lo ][ concel |
|

oo PING 555085 a9 b coudS” 51,8 5 byl 4SSyl o (g1 bl 158 5 L CoudS” oo bS5l el wloudiis b

‘ﬁy)Lu&

il oo Default Route & Static Route ;l colauw! b wgliso sla Subnet U 4ol 98 s b1 55158 11 a9 )L (il Bua

Default Route & Static Route

Lan Segment-1 Lan Segment-2 Lan Segment-3 Lan Se
gment-4

192.168.10.0/24 R1 192.168.20.0/24 R2 192.168.30.0/24 R3 192.168.40.0/24

ether2:192.168.10.1 ﬁ ether3:192.168.20.1 ﬁ ether3:192.168.30.1 ’ﬁ ether3:192.168.40.1
% ” Shl < h e
ether2:192.168.20.2 ether2:192.168.30.2
ether1:Host Only ether1:Host Only ether1:Host Only
For Connect To R1 For Connect To R2 For Connect To R3
Client-1 Client-2
. R 1

IP:192.168.10.2 1P:192.168.40.2
GW:192.168.10.1 (GW:192.168.40.1

D95l ol g5l 00l sl

el o0l a3 ) L5 )3 Ol yrn (s 49 S99y A >

oS (o0 G5l ol Al 5B )0 3920 Sl SIS ylgie & S s 9 P
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tR1 g, aseud gl &5 g IP Gl

|| Adaress: [192168.10.172¢ |

Network: [192.168.10.0 pr:
e Address: [192.168.20.1/24

tR2 g, aSud b &,l5 (sl IP Ll

Network: (192168300 | &
Intedace: |ether3

biadk:
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:R3 gy asll sbd w5 ol IP Ll

(0| cx| | sefe Mode V| Hide Passwords Ml ()

Intefaces =3
Wireless Find
Interface LV
:::‘ ddre 92 168 30.2/24> 0l x (=] E3
o= 71 are ‘ Address: (19216830224 || [_ok | || Address: 1521680012 | [ ok ]
Pv6 T Accounting Network: 192168300 | & Cancel Network: 192168400 | a Cancel
MPLS I | Addresses Inteface: |ether2 (3] ooy ||| rterface: [ether3 13 [ ey
Routing I DHCP Chent
System I DHCP Relay | Dsable |
Queues DHCP Server Comment
Files DNS Cooy | ==
Log Frewsl
enabled [ |enabled
Tools P IPsec m
New Teminal Neighbors
ISDN Channels ~ Packing
KM Pool
Make Supoutrf ~ Routes
Manual SMB
Bt SNMP
Services

¥ Hde Pasowords 3
Interfaces

e

Viirsless

Brdge

PPP #|[=] [¢][2] [=] ¥ Find _|
| Address + | Network

7°192.168.30.2/... 192.168.30.0  ether2
q°192.16840.1/.. 192168400  ether3

Mesh
IP
IPvE

MPLS

EX1 2| 72| 5 T2

FPE

Tools >
New Teminal
ISDN Channels 2items

Make Supout rif

ol Juog 590 1595 99 1 prudiinnd 5900 4 (392 ol 18 K0 5595 90 LR gy bl Slewkiid (I b 415 slxul G >
515 bl Lan aSed g0 b Js

\4
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tadd plxil oy 69y 2 1y ) Wleadisd b bl 41,8 5 Ol I soled 4SSyl (sl

Yy



:R1,ig, ,o Default Route <y =i
2008l o0 bgs b yuwmo I P 58 S a5 (0.0.0.0/0) il yio Hlz oMol Hlod (5,3 iy s b Default Route

O, o 43 [y 515 0590 Cawlgs 53 0,50 (o Lwlidds 1y duadio S5 a5 (Jloj U ads (o0 asiiio 339 5l 1) gumne S (058 ot ymanne
IS Jlf o iy 35 il 45 53

Routes | Nexthops Rules VRF
+ 3l | ¥

[Dst. Address /| Gateway
DAC P 192.168.10.07... ether2reachable
DA 3 B8 &l achab

New Route

Dst. Address: |0.0.0.0/0
Gateway: [192.168.20.2

Check Gateway:

:R3 iy, ,o Default Route <y

Routes | Nexthops Rules VRF
[#[=] [v][x] (=] (v ,
[ [Dst. Address Gateway |Distance | Routing Mark  |Pref. Source ||

[DAC P 192.168.30.0/... ether2reachable 0 192.168.302
[DAC! P 152.168.401... sher3 rachatie 0 192.168.40.1

New Route

General | Attributes

Dst. Address: [0.0.0.0/0
Gateway: [152168.301

Check Gateway: |

Type: |unicast

Distance: |
New Temninal Neighbors Scope: 30
ISDN Channels Packing

KVM Pool

N C—
Manual SMB

Bt SNMP

\RJ



©

0[] | sete Mose |

:R2 4, 59, » Static Route slx|

=
Routes | Nexthops Rues VRF
#]|=] [¢][] [a] [v] [T T
| |Dst Addess  / |Distance  [Routing Mark | Pref. Source ¥
AS P 192168.10.0/.. 192168.20.1 reachable ether2 i
DAC 92 168.20.0/, . ether2 reachable 0 192168202
-
e e
Dst. Address: |192 168.40.0/24 Cancel
Gateway: [192.168.302 3| |reachable ether3 & (| Aoy
T B} [ ose |
General | Attributes OK |[f] | [ Comment
Hotspot Det. Address: |192.168.10.0/24 || oy |
Tools I iPsec Gateway: [192.168.201 |3] Jeachable ather2 |& Remove |
New Teminal Neghbos M| bm—m— 1 =
ISON Cramels  Packing Check Gateway: | |v | [ Dsae |[]
KVM Pool Type: [anau ] ‘]
wosot [om N P
Manual SMB : TR
Eat SNMP Scape: |20 |
S Target Scope: |10 |
Socks Routing Mark: | I =
TFTP Pref. Source: | i |v
Traffic Flow
UPnP
Web Proxy

O&‘J 9 90g iz Yoy 9o

- Protocol Version 4

General Client-1
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(7) Obtain an IP address automatically
@) Use the following IP address:
IP address: 192,168 . 10 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 10 . 1
Obtain DNS server address automatically
(@ Use the following DNS server addresses:
Preferred DNS server:
Alternate DNS server:
[ validate settings upon exit R
ok J[ cancad ]

Coomw I Jlwyl o Packet a5 599 oyl 00,5 a y25 Static Route ( R2 yigy glp asCol Judo @ aisS

W 0 0018 Jexi Wb yigy 3l Sy 4 Packet axds pa clbls

Client-2

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192.168. 40 . 2
Subnet mask: 255,255 .255 . 0
Default gateway: 192.168.40 . 1

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server: ]

Alternate DNS server:

[ validate settings upon exit

J [ concel ]

[ ok
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il 0 OSPF JSGg s 9 Dynamic Route jf eolaiw! b wylaio by Subnet b asiii 90 (v bLI )1 (65158 10 99 5Law op2] B

OSPF
Lan Segment-1 Lan Segment-2 Lan Segment-3 Lan Se
gment-4
192.168.10.0/24 R1 192.168.20.0/24 R2 192.168.30.0/24 R3 192.168.40.0/24
ether2:192.168.10.1 ﬂ ether3:192.168.20.1 ﬁ ether3:192.168.30.1 ﬁ ether3:192.168.40.1
ether2:192.168.20.2 ether2:192.168.30.2
ether1:Host Only ether1:Host Only ethert:Host Only
For Connect To R1 For Connect To R2 For Connect To R3
Client-1 Client-2
R ESaanll
IP:192.168.10.2 1P:192.168.40.2
GW:192.168.10.1 GW:192.168.40.1

B9 (50 (b o OSPF JSG g 5 51 oolisiw! b g DYNAMIC & yguas 99yl (2] 45 glds' (af b abl (o0 ¥ g3 3L Jio g2 )buw oo
3105 0 By gy (2l sy 43 s puS (o0 el [P L gy Al (gba 5 (gl Jud g 5l wiilon

2.9 00 NEtWOrk i 4y sud 3l (5 0 2y 31 9 paiSne ool 1) OSPF ouh b (595 525 31 9 RoUting asu 357 Lol (9 51 51001 sl
MCSDADD ') é)‘é é’?’ )J’) S99 » AS‘S'LQ Network 9

as AweaRanges VitualLiks Neighbors NBMA Neighbors SIIU*!-I.SA Routes Asmm'...
1 [v] |

Network: |192.168.10.0/24
Acea: backbone

: 1192.168200/24
Area: [backbone

>
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v Hide Passwords Wl ()

OSPF
instances Networks | Areas  Avea Ranges Vitual Liks Neighbors NBMA Neighbors  Sham Links  LSA| Routes AS Border Routers

# =] o] [=] [¥

""Lii
192.168,100/24__backbone
#132168200/24  backbone

Network: | 192.168.20.0/24 |
Aea: [pacoone [¥]
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Network: | 192.168.30.0/24
Area: |backbone E]

Network:
Area: |backbone &3

OSPFv3
PIM

Prefix Lists
RIP

General Client-1

| General | Client-2

You can get IP settings assigned automatically if your network supports

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. | for the appropriate IP settings.
() Obtain an IP address automatically () Obtain an IP address automatically
© Use the following IP address: @ Use the following IP address:
IP address: 192.168 . 10 . 2 IP address: 192 .168 . 40 . 2
Subnet mask: 255 .255.255. 0 Subnet mask: 255,255 .255. 0
Default gateway: 192.168. 10 . 1 Default gateway: 192.168 . 40 . 1

Obtain DNS server address automatically Obtain DNS server address automatically

@ Use the following DNS server addresses: @ Use the following DNS server addresses:

Preferred DNS server: Preferred DNS server:
Alternate DNS server: Alternate DNS server:
Validate settings upon exit Vakdate settings upon extt  Advanced...
[ oc ][ cancel | [ ok || concel |
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NAT(Network Address Translation) : s,le> Jas

: Firewall

oS (o0 oo S0y s 1y a5 90 45 (Gloj.0,10 1) potte (e i 0 y1)l5 50 45 Al (o T 0yl500 (Sxe 4y e y0 Jlg 0
oLl iyl Jilio 5o aSuds SO 3l cdilas (sl (5590l L Jlgpls ST A5 01510 (6,500 4 Cond SOy clidls @ gl
Filtering 9 NAT slxy| i ,Sm Jlgpld sla sl 510,55 ooliiuwl 98 Jlgpld 4 gloie & oilgi (oo 1) g ySan.tiguions
05 P lgime

Jlgnloyls eage arly (o2, WMo 11y (AS1o 4l (Sblis 15 45 WiiS' o0 cuai Gateway (59 y2 1) Jlg 8 Yaomo Sl 5o
300 LT ol Z ghauw 3 4Sls £95 4 diamy 45 Wil a1 AliSo (S (551 pinsl Cemsl (o0

b colls 51 a5 Mangle  Filtering ow )y & axy b Juad )5 9 puiSn (o2 1) So950 5 NAT cokild Lo foad (5o
SNy e Wl (o0 SigKm Jlg 210

:NAT

it gl Ol gt 031 g ol (LMl iy S (2 jud )0 ki o118 wisl 0 Network Address Translation s Nat
S o0 0lm! 1y Nat 3

(6 3N WAN gLss 5 5 39 (o0 o0licias! e (ol aSeis 1 B IP (31 oS 0 o0licias! Private ol IP j1 s 1s ol aSuis 51yt Lo
8 ot il b g oS g0 531l o) 595 595 1) o 45 ol D929 4 Nt o o g s Sy b5 (ynod &) idiaansd (S yamno S8
Lo a IP oyl SaS b g i 4wz 55 Public ;0T IP 4 Iy Private ol IP g o] oS’ b uiilg (o0 Private gla 5 guls
WSS 1,8 0 bLI el s

:Nat glsil

10,10 9929 Nat gl sl b9y 99 bo (IS ok

(994 o Nat) WS (50 gt loeo IP w307 3g,y ¢yl ;o : Source Nat=Src Nat

End User
10.10.10.10

10.10.10.1 162.16.1.1
=@ i > Internet

Source IP:10.10.10.10 Source IP:162.16.1.1
Destination IP: <Google IP> Destination IP: <Google IP>

(094 oo Nat) wiS' (oo yudi wuaiilo IP w01 ig, ¢yl o : Destination Nat=Dst Nat .y

End User
10.10.10.10

10.10.10.1 162.16.1.1
pY @‘ Internet

Source IP:<Google IP> Source IP:<Google IP>
Destination IP:10.10.10.10 Destination IP:162.16.1.1
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F95 (P Valid) (55521 (307 b lase ()01 (NAT) (255 Soledos 090 g0 <l j0 9, (oomo 4 @)l (59, 45 (o diuy 2
(Source Nat)ogd oo Jlw,l daio 4 dduwn (yurw Sgd o0 plexil]

00300 4 1yl gy (3 i oy 4F duadio (0301 355098 (0 03Liuw B 579y 43 0 S tumns a1 diam (] Fmsly 5T 1 s
(Destination Nat)aas oo b 9265 ol pommmn 4 1) dims 1735 Culed 30 3 98D (o0 yndil 00 B ppisamns xo

: Y9, yo Source Nat wloukss

[admin@Router-1]>ip firewall nat add chain=[srcnat/dstnat] out-interface=etherX src-address=[source ip
address] dst-address=[destination ip address] action=[masquerade/src-nat] to address=[ip range]

g (oo solawl Nat EP 0y et gl chain(y
Sy o0 03wl fuo ASils (5 00 game (stine (5l yiolyly o) 31 : src-address (Y
:Src-Address ¢l o Jto
1 P e G (69 w2 NAt Oldoe Jlocl(Y-)
Src-address = 192.168.10.2

Pl SO by oS colod 59 p NAt Wldoe Jlocl(Y-Y

Src-address = 192.168.10.0/24
Pl SO 6 e 1 (g0loxi (95 w NAt Wldoe Jlocl(Y-Y
20,5 pudles gilw ool |y Oldos (ol Ao & ygua anlol yo
src-address jo woS Jluyl yg) Coomw 4 1) 995 (5o diw Wilgis lowo a5l 50 39290 b CaudS olod pudless azmilis @ &S

g o0 03l ] ualine s LT o 45 3 B it (59 2 NAL Sldos Jlos! gl : dst-address(f
S 1y Dst-address yiolyl wuis Nat 1y ksl « auadio 4 4> g5 9y Wigdd (o0 Z31 y9) 3145 b diwws plod pudlgsy azilinr : A5

WSS (o0 yous gy 3l B Ay (ooled (] pls. s 105 o0

D9 g0 el yiolyly ol bwgi 99 (o0 plnil b i 59 2 &5 (Flikess : Action (O
4 blo,l Cdls (pl 50,0848 o0 CooMS Cuouw 1 (Jlwyl dsus yo Source IP ulsd v 351> 459, IP o9y (ol yo : Masquerade (-9
g o0 oM TPy 30T (o 555> Source 1P uld 1o 159, IP (o yol a5 1)z .09u (o0 51,8 gy 095 bawgs (o)l a5y Canmw

693 S J S 9 ool (bl 0h (o0 (Jlw,l diny jo Source IP (3501 (o5 IP Wi b SO (g, (0 59 : STE-nat(8-Y
LS algs 095 Axo gl 4l

Gygo BIP ol 51 (S 5 ooliiw! b o 32 (5l NAt Wldos g 09 (0 aid )5 i jo IP golowi yiol )by w40 : To Address(s
Bgd o0 iy 335 POOIING b Cog™S a3 IP (30T Slu] (gl il 40.5 o

L0309 (0 0015 Cluil IP G 598 (0 00liw »3 Nat Router cuouw 4 a5 Request j» a5 wiil o W90 (wl 4 Pooling slw
S a5 Sloj Gogd o0 0,lg Wating cdl> & g w5 1,8 10 bl )l wilgi o0 goxs Request wd ,5 1,8 oolisuw! 5,90 b IP ol as
S adad 1y bLs,l LS sls Request

: Pooling calizee b <>
olod 00,5 asio p) Jlo 50.0,5 Lasieo [y IP G Lo b diws 59, w2 Nat Jloc! gl p oyl 0 To Address ol jo(5-)
g Nat 1Y IPA N oy0T 4y GG jgue 159y I wdlgs oo a5 b potwew
To Address : 192.168.10.1
5,5 asciio [y B IP 31 JolS 0ogume S Wb diws 595y Nat Jloe!l gl p oylg7 0 TO Address ol )b jo(5-Y
To Address : 192.168.10.0/24
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To Address : 192.168.10.1-192.168.10.25

(LIP3l psuin (5 00gumme ST (3055 Cyui (F-Y

Bl oo gy 5 SOUrCE Nat s 52,5l cnl plowl 31 Saa 1 Y g9 5l

ether2:192.168.10.1

Lan Segment-1
192.168.10.0/24

1P:192.168.10.2
S

GW:192.168.10.1
DNS:8.8.8.8

; >
~J

1P:192.168.10.3
GW:192.168.10.1
DN&S:8.8.8.8

R1 ether3:NAT Adaptor
IP:Dhcp Client

200.1.1.0/24 Internet

ether1:Host Only
For Connect To R1

WSS iy, (o g 5 iy g Wilgits ! 192.168.10.2 (T IP 45 UM 45 S o0 (g Sy (31 4gS s 1y 539 93 yLaw o3l 50

gy Nat (wisue 8l ;o DHCP Client 5 a5’ 5 1P) 200.1.1.5 4 T IP 07 45 dl> 40
:VmWare o oS o5 wloundiss
993k 31 30 Lo 585 IP w51 Dhep Client ;i ether3 asius & ,l5 publgzme bo 45 ol ¢y | sl 4ils dgs agb a5 ol 43S
S5 mod 53 5b 51 g oo bo cpuizron 9 01 pudlgS L 1y Sloadisd (3] o 40ld] y8 puid 45 415 ,5200.1.1.0/24 1,IP &,
AS 015 g S (g0 oy gl a4 1y lodss ool ks b3 51 Lo S (ol (8l 45 bl IS (s s 4yl 4y S
2 o0 8 Nat > jo 1, ether3

Edt(|View VM Tabs Hep Il -

Copy
Paste

Q Virtual Network Edtor...
Preferences...

Cut (tri+ X
ftfff(

Name Type External Connection Host Connection DHCP Subnet Address
€ ost-0 0 ected abled 9 8 0
VMnets NAT NAT Connected Enabled 200.1.1.0
< i >
d ork Remove Netwo
VMnet Information
Bridged (connect VMs directly to the external network)

:

NAT (shared host's IP address with VMs)

@) Host-only {connect VMs Internally In a private network)

v'| Connect a host virtual adapter to this network

Host virtual adapter name: VMware Network Adapter VMnetl

Use local DHCP service to distribute IP address to VMs

DHCP Settings... |

SubnetTP: | 192.168. 3 . 0 |

4\ Administrator privileges are required to modify the network configuration. | ' Change Settings I
Cancel Apply

Subnet mask: | 255.255.255. 0 |

Defaults oK



Network:
Subnet IP:

Starting IP address: BE. 1 .1 .3

Ending IP address: 200. 1 . 1 .254

vmnet8
200.1.1.0

Minutes:

Name Type External Connection Host Connectiol
VMnet0 Bridged Qualcomm Atheros ARSBWB22... -

VMnet1 Host-only = Connected
VMnet8 NAT NAT Connected

<| n

Default lease time:

VMnet Information

(") Bridged (connect VMs directly to the external network)

Max lease time:

(®) NAT (shared host's IP address with VMs)

() Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network

Host virtual adapter name: VMware Network Adapter VMnet8

Use local DHCP service to distribute IP address to VMs

SubnetIP: (200. 1 . 1 . O

Restore Defaults

Subnet mask: | 255 .255.255. 0

OK | | Cancel | [ Apply | | Help |

Hardware | Options

E Network Adapter 2
@ MNetwork Adapter 3

Device Summary

[ Processors 1

L= Hard Disk (IDE) 8 GB

£-) CD/DVD (IDE) Using file G:\Arch
= network Adapter Host-only

LAN Segment
NAT

- Memory 256 MB Specify the amount of memory allocated to this virtual
ve Network\el ol.s... Memory for this virtual machine:

m Controller Present
@) Sound card Auto detect
@ Printer Present
@ pisplay Auto detect

Memory

machine. The memory size must be a multiple of 4 MB.

MB
4 GB
2 GB
1 GB Maximum recommended memory
(Memory swapping may
512 MB occur beyond this size.)
2=emMR 1 a 6312 MR

kol oo 31 5 epl (s <l 4o IP wysT (Vmware) Dhep Client i asb Ether3 oss,5 jasin 99 3baw 50 45 jab oyled
390 pud i Dhep <5 51 9 Sl Add (595 32 00 3 02y 50 piSin L5l 1) Dhiep Client ooy 5L ggie 323 31 9 IP &y 35

NS

[0 |[ ] | safe Mode |
Intefaces )
Bridge

Radius

Tools I IPsec

New Terminal Neighbors

ISDN Channels Packing

KvM Pool

Make Supout rif Routes

Manual SMB

BExit SNMP
Services
Socks
TFTP
Traffic Flow
110D

[V! Hide Passwords M ()

Bl
| Release ][ Renew | - |

/|UseP..|Add D..[IP Address  |Expires Alter |Siw

Expires After
yes yes 200.1.1.5/24 00:23:16 bounc
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D  72001.15/24 200.1.1.0
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g (oo < el & BLS 1 (6158 52 51 G e e PiNG i i

oS o0 QL) PINg oo 5b (900 525 3 9 TOOIS & 357 Lol (9w 31 (49,5 Ping (sl

|Seq #/ |Host |Time  |Reply Size |TTL |Status
353ms

128
128
128
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128
128
128
128
128
128
128
128
128
128

04224
14224 278ms
24224 356ms
34224 388ms
44224 393ms
54224 3%4ms
64224 274ms
74224 369ms
84224 265ms
94224 256ms
104224 357ms
114224 357ms
124224 357ms
134224 268ms

8888838888388 88

1dtems |14of 14 packetsre... |0%packetioss  |Min:256ms |Avg:333ms |Max: 394ms
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G ] A SO g w61 NAT slew |
693 2 9 w9350 NAT <5 & 00 b 0y 50 puiSene ! 1 Firewall ool 5L (g9 5 31 9 IP aiy 35 Lol (g9 51 )5 ¢l (sl
o (o0 plil g5 ko [y Slowdadd oS o0 Suds ADD

[v| Hide Passwords M ()

(0[] | sefe Moce

RuEu Service Ports  Connections = Address Lists Layer7 Protocols
@i‘ Dj @ i | &= Reset Courters \onRuetNCounen ‘:“—1 LJE

[#]  [Acion [Chain |src JI?
[General | Advanced Bara [ Action | statisics

O\&\@
Src. Address: [ 1[192.168.10.2
Dst. Address: |

NAT fuie

Protocal: |
Src. Port: |
Dst. Pott: |
Any. Pot: [

In. Interface: |
Out. Interface: [][ether3

Packet Mark: | v
(& i Mik:[ "
Routing Mark: | |»
Routing Table: | v

i Type:‘ |v
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[Mangle Service Ports Connections Address Lists  Layer7 Protocols.

| [e1] [§] [ = Reset Courters || 00 Reset Al Counters |

# Chain |Src. Address |Dst. Address |Proto... Src.Pot | Dst. Pott in. inter...[Out. Int... Bytes Packets v
0 =Amas.. scnat e etherd

s2168102 S4kB 100

P jo IP wlendiss

Bt g 0- 6 Qe || Glent A
General -
Gl I i
You can get IP settings assigned automatically if your network supports et
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
Client
(7) Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192.168. 10 . 2
Subnet mask: 255,255 .255. 0 ‘ OO [e
Default gateway: 192,168 . 10 . 1

Obtain DNS server address automatically

©Useﬂ'efolowm0NSsewadd,:ﬁa—

Preferred DNS server: 8 : 8 8 8 St ll oot
Alternate DNS server:

4 Make Google my homepage
Validate settings upon exit
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LAN-1
192.168.10.0/24

;) ether2:192.168.10.1
e Lan Segment-1
S ether1:Host Only -
DNS:8.8.8.8 For Connect To R1
GW:192.168.10.1 R3 ther3:NAT Ada
ether2:100.1.1.1 @e e ( Internet
=
LAN-2 ether1:Host Only
192.168.20.0/24 Lan Segment-3 For Connect To R3
g 100.1.1.0/24
<2 . ether2:192.168.20.1
S5 gj Lan Segment-2
g) S ether1:Host Only
s e For Connect To R2
GW:192.168.20.1
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Addess [122168101/2 ]

Network: 192168100 | &

Interface: |ether2 &2
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Address: | 192.168.20.1/24
Network: 192168200 | &
00.1.1.3/2

Network: [100.1.1.0 5
nteface: [ether3 | %]

-

Ho&m:[—['

T
[v| Use Peer DNS
|v| Use Peer NTP

vl Add Defauit Route

Defout Route Dtarce: (0|
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:R1 ,ig, ;o Default Route slx|

V] Hide Passwords [ ()

AS__P0000/0 100.1.1.1 reachable ether3
DAC P100.1.1.0/24  ether3 reachable
DAC P 192.168.10.0/... ether2 reachable

100.1.1.2
192.168.10.1

Gateway: [100.1.1.1

O\eckGﬁeway:l

Type: lunicast

Distance: [1
Scope: |30

Target Scope: |10
Routing Mark: |
" Pref. Source: |
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Make Supout rif
Manual
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:R2 ,ig, ,o Default Route slx|

Dst. Address:

Gateway: [100.1.1.1

[3] [reachable ether3

Check Gateway: [

Type: [uricas!

Distance: h

Scope: \30

Target Scope: \JD

Routing Mark: |

Pref. Source: ‘

Src. Address: [1][192.168.10.0/24

Dst. Address: |

Protocol: [

Src. Port: [

Dst. Pott: |

Any. Port: [

In. Interface: |

|ou. intedface: [ ether3

YA




(][] [olfee] [

# |Action |Chain|
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Chain:
Src. Address: [ 1[192.168.20.0/24
Dst. Address: |

Protocol: ‘

Src. Port: [

Det. Pot: [

Any. Pot:
In. Intedface: [

Out. Interface: [[ether3

Packet Mark: |

jon Mark: |

ISDN Channels Routing Mark: |

KvM Routing Table: l

Make Supout sf

Manual ion Type: |
Ext
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Dst. ;
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Sem 5 Protocal: | v Comment
Queves Src. Pot: | |v Copy
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- o -
— - In. nterace: | | ¥ | [ Reset Al Courtes
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= Packet Mark: | v
Moke Scpout Connection Mark: | I
e Routing Mak: | |v
Ed Routing Table: | |v

ComedimType:[ l'
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To Addresses: [200.1.1.13 |a

To Potts: | | »
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@@@ V] Hide Passwords [l (5)

Intefaces
Firewa [=]{E3

— FiterRes NAT | Mangle Service Pods Connections Addess Lists  Layer7 Protocols
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e General | Advanced Extra | Action |Statistics 0K
P p Chain: I3 Cancel
IPv6 b e, Addeess:[1[100.1.13 |l ey ]
L Dst. Address: | v
——— i
System N Protocol: | v Comment
Queues Src. Pot: | v Copy
= Dst. Port: | |v Remove
Log
S Aoy. Pott: | |¥ | [ Resst Countes
- : In. Iteface: | | ¥ | [ Reset Al Courters
New Teming [out. e 1 [ethers 5]
SDN Channels Otems
= Packet Mark: | | v
e Connection Mark: | |~
Fri Roting Mark: | R4
Bt Roting Table: | Ihd
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Acton: | |+ |

To Addresses: [200.1.1.13 |a

To Ports: [ ]v

[#][=] [7][7] [E1] [7] [ Reset Courters |[ 00 Reset Al Courters |
- T s T e IR T R
0 "src-... e

srcnat 100.1.1.3
1 I*src-... srenat 100.1.1.2 ether3 12118

Intedfaces
Wireless
Bridge
PPP
Mesh
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IPvé
MPLS
Routing
System
Queves
Fles
Log
Radius
Tools
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: Destination Nat
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: y9, yo Destination Nat wlekss

[admin@Router-1]>ip firewall nat add chain=[dstnat] dst-address=[destination ip address] to address=[ip
For nat] protocol=[tcp/udp] dst-port=[router.destination port] to-port=[destination port]

A Ao ¢ o] A Cawlgd 3 A (o y 93900 3O pudlgd (o0 45 g 3 (ol Al 0,5 ylod T yielyl ol 4o : Dst Address()

S (o0 et 1y B prwo gt Al (SIS gy g Couw
oS o0 o |y Aoy Suaiio yiol )b (1] 5o : To Address(Y

3l adgs Nat acew) (0 19y @ a1 IS Caouw 4 45 b Al 4 @S askiio pudlgse azilis : Dst port,To Port,Protocol (¥
S o0 odlaiw! W ol )b (g
Ngd 0 Sl 3T Cooms 4y L i Dst-nat wiylys 51 eolisw! b 45 duadio g 53 5594 : TO POrt(Y-¥

oS o0 s |y SS9y 909 Udp b g Tep il )by ¢! 4o : Protocol (Y-

S gaze g oo a8 ,§ i o Full Port 1) & yes )l 4 o 51050 JL5 |, Dst Port,To Port,Protocol sl ol by azils : auis
2l 08,50 Jhosl b & ya9 (6150

P o0 O 3 @9 1) TO POt piol )y i’ asidio (oS 33 @ijguo as 1) b @9y pudlgty )51 4SS

PSS Wygeas b g S P
To Port : 23,22
1la &gy 3l (gl odgue o yguas b ygy S >
To Port : 1-5
@y 3l gl edgume 3 (ST g S8 >
To Port : 23,22,1-5
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Destination Nat

Internet

ether1:Host Only

Lan Segment-2 POAN
For Connect To R2
e

‘7. 7 Lan Segment-3
200.1.1.0/24

100.1.1.0/24

ether1:Host Only

For Connect To R1 ether1:Host Only

For Connect To R3

ether2:192.168.10.1
ether3:192.168.20.1
Lan Segment-1
192.168.10.0/24 Lan Segment-4
192.168.20.0/24
LAN-1 LAN-2
192.168.10.0/24 192.168.20.2
GW:192.168.10.1 GW:192.168.20.1
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Server Manager > Add Role & Features > Server Roles And Role Services
Ién Server Manager | - |o IS

WELCOME TO SERVER MANAGER

@ corigure e P
W File and Storage Senvices b
o s QUICK START

—

-

ROLES AND SERVER GROUPS

& File and Storage =,
g 9 1 e s 1
® Manageability (® Manageability (® Manageability (@ Manageability
Events Events | ESS | EES
Pertormance Senvices Services
BPA rasults Partormance Parformance
BPA results BPA results BPA results
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Server Manager

Server Manager » Dashboard

Dashboard WELCOME TO SERVER MANAGER

§ Local Server ||y Add Roles and Features Wizard [= o ]

BE All Servers
DESTINATION SERVER

ADIDS Select server roles 20C soomy
18 DHCP
E% DNS Before You Begin Select one or more roles to install on the selected server, _
§ File and Storag Installation Type Roles Description

~ Web Server (lIS) provides a reliable,
manageable, and scalable Web

Application Server
( application infrastructure.

Fax Server
Hide

Role Services I File and Storage Services (2 of 12 installed)

Confirmation Hyper-V
Network Policy and Access Services
Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

[ Windows Dgloyment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

Rioooooom Okl &0

= ]

‘M‘Fﬁ”g _. ‘[55‘?@(511%4

= Server Manager =-|g] x

Manage Tools View

Local Server [ Add Roles and Features Wizard I;I_ILI

All Servers
DESTINATION SERVER

—— Installation progress PO soomyin
DHCP

DNS View installation progress

File and Storad o Feature installation

Installation started on PDC.soony.ir

Web Server (115) -
FTP Server
FTP Service Hide

Management Tools

115 Management Console
Web Server

Common HTTP Features

Default Document

Directory Browsing

HTTP Errors

Static Content % “

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

‘ ‘ ‘ >
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Server Manager

Control Panel

Desktop

Windows.

PowerShell

o

Task Manager

Internet Explorer

Search

>

Everywhere
iis

k]

Internet Informatio
Manaker

&

Administrative
Tools

S Sl | Culw Cg S gl SO o
et AR A LR R UTE L)

CE] Internet Information Services (IIS) Manager - | & x
® |@ » PDC » Sites » Default Web Site » |m @ -
File View Help
Conmections L En s WwWwroot - [ax]
L-Rd LAl “ Home share View [ 2]
;‘”“_ﬁ ;t[?gFSaOgCE]N - 1T ‘ » ThisPC » Local Disk (C:) » inetpub » wwwroot » [ v} ‘ Search wwwroot L | prs--
- il P
-2} Application - F, Name Date modified Type Size
(& Sites - Favorites
1 49 Default B Desktop . websitel File folder
4+ Downloads . website2 File folder kions
=l Recent places Bl iis-85.png PMNG image 98 KB irectories
= | iisstart.htm TML Document 1 KB =
1% This PC
€ Metwork [%
Jsite
ttp)
ktings...
lishing...
4 items
Ready a3
== e 7 12:36 PM
‘ ‘ s ‘ = H b H \9\ ‘ < 15 B om0
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Sao il |y Add Website... g cowly s Site 595 1 colw wg cuc

(& » PDC » Sites »

File View Help

Sites _
G- |# |8 % @ Add Website...
- S Start Page - Filter: + v Go - GShowAll | Groupby: NoGrouping = Set Website D el
495 PDC (SOONTA ) P ——
L5} Application Pools Mame * D Status Binding Path
o 5 e Set FTP Site Defaults...
Web Site 1 Started (ht...  *:80 (http) FeSystemDrive it
4 (s @  Add Website... [ s ®
I Help
k& Refresh
@  AddFTP Site...
@] Switch to Content View
<l - T)i\rfale Windows
GO 1o Sy§tem in Control Panel to
Features View |/ Content View activate YVindows.
Ready o3

o
® 0 [.bPDC)Sitesbftpb

File View Help

| @ @

@i |& Ia Site name: Application pool: B eplore
'@ Start Page > . Edit Permissions...
q PDC (SOONYV\Admini " |websrte1 I |webs|te1
85 { Edit Site
@ Application Pools Content Directory e
4.8 Sites ot Bindings...
b€ Default Web Site LR - Basic Sellinge
. L IC:\lnetpub\wwwvoot\webSIte1 = =
DO websitel — View Applications
»@ fip Fass thioughauthentication View Virtual Directories
[ Connectas... | | Test Settings... Manage FTP Site ~
Restart
Binding Start
Type: IP address: Stop
|http vl |192,153,2o,2 Advanced Settings...
Host name: o Help

[Vl Start Website immediately

a 5 15| [ Festures View] - Conten View
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Ll Culw g ol : Site Name
WIS g0 o 1y gl g 4 bsy0 58 b (5585 1,8 (S 345 o : Physical Path
All 4y 55 i (yokae 45 j300 50 9 S et | Sl g (612 U255 15 9590 IP (ool 0igdd 3 e 51 IP Address
g 518 o (B iy Wlewdisd U wui 39 1)Unassigned
0315 41,8 o0y cyuwni Physical Path (o a5 wewd jo 1095 Colw g b o sl o1 4 CanndlS 9 Canwl Cadlnd o0lol yg yw g
s yrd (31 & 00 0018 yamasi 1P (w s 31 ol b aislgi (oo (ly 9 wuwpd 41,8 (T jo index.html ylge b1y Lol B o
Al Al
g,y S b )5 & IP Clus!
:R1 g,

[Interface 152
= 192.168.10.1/... 192.168.10.0 ether2
200111724 200.1.1.0 ether3

Address <192 168.10,1/24> {=[E3| 00

Address: Address:
Network: [192.168.100 |« Network: [200.1.1.0 -
Interface: [ether2 3 Interface: |ether3 k3

[ Hide Passwords [l (7}

Address: 200.1.1.2/24

Address: |100.1.1.1/24
Network: {200.1.1.0 -

Network: [100.1.1.0 -

Iterface: [ethe2 |3 Inteface: [ethers |3
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:R3 )J’)
oS 03lisiw! DSt.Nat (gl oudles (oo 1) W IP (S 45 Cowl (3] 03055 aukis IP o yoT oo Ether2 ol y gy cml yo 4SSyl Judo

l

°100.1.12/24  100.1.1.0
59100.1.1.3/24  100.1.1.0
%°192.168.20.1/... 192.168.20.0

Ad 1 A a8 N
Address: [100.1.1.2/24 Address: [100.1.1.3/24 Address:
Network: [100.1.1.0 a Network: [100.1.1.0 - Network: (192168200 | &
interface: |ether2 E3 Interface: |ether2 E2 Inteface: [etherd | ¥

ISDN Channels
KVM

Make Supout if
Manual

Exit

S oo 2 p5 Default Route o) g5 1 55 bL3 | cnl 6185 sl onni 5182 R3 9 R1 g, (o bLS I Ll U
:R1 ,ig, ,o Default Route iy y»5

)
Hide Passwords [l (%)

|Dst. Address /| Gateway
DAC P192.168.10.0/... ether2 reachable
DAC P200.110/24 ether3reachable

ISDN Channels
KVM

Make Supout ff
Manual

Exit
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Tools

New Teminal
ISDN Channels
KvM

Make Supout rif
Manual

Exit

b e ] [ 3 | B

:R3 ,ig, yo Default Route iy ,=5

Dst. Address: [0.0.0.0/0
Gateway: |100.1.1.1]

Check Gateway: |

Type: |ums

Distance: |
Scope: [30
Target Scope: |10
Routing Mark: |
Pref. Source: |

R2 yigy g9 )bw ol 50yl (o yiowd i yidul s Lan-1 ool 50 092 g0 (gL S Lol sl 51 )8 o o yigy oy bLI I 45 sls | G

oS dlig I NAt as b aschl alls cw yws o pidal s Lan-1 by CoodS ol gl p (ol ool aid )5 (L )0 Ca s ylgie &

1] 0 R2 ygy caomw a4 R1 yigy b yb 5148 sls aws Iy Nat wldos Jlos!

Rues NAT |Mange  Sewvice Ports Connections | Address Lists | Layer7 Protocols |
= ‘SZ Reset Counters ||no Reset Al Counters |

|Chain |Src. Address |Dst. Address |Proto... [Src. Pot  [Dst. Port  [In. Inter...|Out. Int... [Bytes |Packets ||+

Src. Address: [1(192.168.10.0/24
Dst. Address: |

Protocol: [

Sre. Pot: [ |~
Dst. Port: | | v
Any. Port: | |7 | [ Reset Counters
In. Interface: | | v | [ Reset All Counters
Ot nerface: [ [E I+ | &

Packet Mark: |
Ce ion Mark: | |+
Routing Mark: | | >
Routing Table: |

ion Type: |
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Fiter Rules NAT | Mangle  Service Ports  Connections | Address Lists  Layer7 Protocols |

IE”E‘ E |.,": Reset Counters Hoo Reset All Counters !

[v] Hide

Passwords [l ()

# | |Adtion [Chain

|Src. Address |Dst. Address |Proto...[Src. Pot  |Dst. Port  |in. Inter...|Out. Int... |Bytes |Packets || v

New NAT Rule

General | Advanced | Bxra] Action] Statistcs |

=1 E3

Action: || |

[enabled

——

SN

s R3 59y gR2 gy d wilgy' (oo (S oS (o0 Ty (o yiwd o il @ LAN-1 asiols 50 09290 sl LoD Wloglild (0l b

law sw yiuwd R3 yig) Webfig axio 4y 08 0 5)l9 945 15550 50 15 1P:100.1.1.3 coudS a5 Sloj wilediid ool Lol aiisls

S oy (ow piwd LaN-2 aSlll 50 09590 j9 3w 9 4 0,5 3,19 [ IP ol (SCuMS Sloy oS 0gs (ol bo Bud g 5Lew (] 50 &S 0
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Filter Rules NAT}mium;m\m“m}mﬂﬁm

sl o0 R3 gy Caomw 4 oy Byb 51 a5 9l diws 90,5 Nat olbdes Jlos!

Dst. Address: [(1(100.1.1.3

Protocol: [1[6 tcp)
Sre. Port: | | v Copy
Dst. Port: [[1[80 | a Remove
Any. Port: | [ 1 [ ResetCounters |
In. Interface: | |+ Reset Al Counters
Out. Interface: |

Packet Mark: |

C on Markc: | v
Routing Mark: | R4
Routing Table: |

ion Type: |
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Fiter Fules NAT |Mangle Service Ports Comnections  Adress Lists  Layer7 Protocols |

ed | Bra | Action | Statisics |
Action: R P

[192.168.20.2 |a

To Ports: [80 | &

20 (o0 plail g9 L asiles 1) CaudS 1P olodass
G & pudS 3,19 15 1P:100.1.1.3 CoodlS potuns 50 a5 Sloj pold plonil ayigy 69y p a5 (Flowdidd b g CaudS Ho IP Wlolass L
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this is for test Destination NAT
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: Filtering

9 WS (o0l B J AT Camd AT (0 e g il AT b e STy jonca] ST il ol Jlg U sl il 51 LS00 (S

§ Koy yilid IS ousld
WS B Jg)y a5 ans oo plxil 1y 6,1 59 9 Jlgpld (S ol ou Uy T (sl Jgy s w0l p2 Jlg 6
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gy 30 Koy yikd wleudiss
[admin@Router-1]>ip firewall filter add chain=[input / output / forward] src-address=[source ip address]
action=[drop / accept / reject] dst-port=[destination port] protocol=[protocol]

P Sy ik s Rule o ooliiw! 8590 (sl yiolyls

ol g S owd 395 HLibidatio a5 Cawl (g &G @ by o <l pl : INput()-)

Sl 500 ... 9 SSH g WINBOX ;I oolailus b Lol a5 Sloj b g g ,5m 195 40,5 Ping 510 ICMP by asius JLu )l : Jlo ok
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g o0 7y S 9,0 gyl AS Cawl o diis @ bgyyo cIl ol Output()\-¥
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General | Alternate Configuration Network Connection Details:

You can get IP settings assigned automatically if your network supports Property Value
this capability. Otherwise, you need to ask your network administrator . ¥
Tor i Sppronra e setings. Wmspedm DN... ,
Description Intel(R) PRO/1000 MT Network Connectif
' Obtain an 1P address automatically I Physical Address 00-0C-29-A7-FA-83
g SO Eee DHCP Enabled Yes |
© Foe feiohown [P ercvess Pvd Address 192.168.19
IP address: |Pv4 Subnet Mask 255.255.255.0

Lease Obtained Sunday, May 24, 2015 10:25:40 PM

Subnet mask:

Lease Expires Wednesday, May 27, 2015 10:25:40 PM
Default gateway: 5 o [Pva Default Gateway  192.168.1.10 |
|IPv4 DHCP Server 192.168.1.10
| © obtain DN server address automatically | IPv4 DNS Server 192.168.1.10
(7) Use the following DNS server addresses: IPv4 WINS Server

NetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address  fe80::917b:2552:cf91:686a%11

Preferred DMS server:

Alternate DNS server; . . . IPv6 Default Gateway
IPv6 DNS Server
[] validate settings upon exit _ Advanced... ' —
| =
e e =

Iy ail 00,5 <l ;0 IP 495w DHCP 1 a5 ola coudS Wlasuicno wiled (o0 08,5 (gjlail ofy DHCP oS g, yig)y 50 (yuidrod

V] Hide Passwords I ()

Options  Aletts
[=] [2][%] [e] [ 7] [ ake stac |[ creck staus |
| Address |MAC Address  |Client ID |Server |Active Address | Active MAC Addre... Active Host Name | Expies Ater /| Status
192.168.1.9 2d 23:58:48 bound
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D5 G2 5b 3l 59 DHCP (g5l ol 9 s

DS (0 0udlice p ) 30 AT dg (o0 0w 1 2] 039lo W yguas (69,190 iP dhcp-server setup jeiws 40,5 5,18 b

[admin@Router-1] > ip dhcp-server setup

Select interface to run DHCP server on

dhcp server interface: ether2

Select network for DHCP addresses

dhcp address space: 192.168.1.0/24

Select gateway for given network

gateway for dhcp network: 192.168.1.10

Select pool of ip addresses given out by DHCP server
addresses to give out: 192.168.1.1-192.168.1.9,192.168.1.11-192.168.1.254
Select DNS servers

dns servers: 192.168.1.10

Select lease time

lease time: 3d 00:00:00

[admin@Router-1] > ip dhcp-server print

:DHCP & bgs o wilondiss yolo Lis

DS o oubline 1y 3,15 41,8 (T 35 59w DhCP 45 o1 4 49 by po lowliid jgsmwd o] 31 oolisuw! b

[admin@Router-1] > ip dhcp-server network print

[admin@Router-1] > ip pool print

:PoOl & by po Wlouliss yols oyLid

1 P e S (610 IP SO (5055 955

[admin@Router-1] >ip dhcp-server lease add mac-address=<Mac Address> address=192.168.1.100
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Dynamic Servers: (200112 |
I || Alow Remote Requests

Max UDP Packet Size: |4096
Cache Size: [2048 KB

Cache Used: 3

IyDNS oyoT IP cide 1o & p,)l5 &5 590 40 Lol Sguiano plil (ol 43 IP b 5 IP &y psl Jsui)RESOIVE dng yy iloudisd (91 b
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Mﬂhm Service Pots Connections Address Lists Layer7 Protocols
[#][=] [“][2] [] [¥] [ Reset Courters ] 0 Reset M Courts
|

I

General | Advanced Extra [ Action ] Statistics

Chain: (R8T
Src. Address: [1(192.168.10.0/24
Dst. Address: |

I Protocol: (16 8cp)
Src. Pot: |
I Dt Pot: [1[53 [ —==  PortDNS
Any. Port: |
In. Interface: |
Out. Intedface: |

Packet Mark: |
Connection Mark: |
Routing Mark: |
Routing Table: |

Connection Type: 1
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[[2] (] [¥] [= Reset Courter || 00 Reset A Courtens |

DNS (58 iy 39 52553 9 oS (50 <y y25 1) 5T 9 0 o 0 (ot 4 LS (o0 Sy UDP 51 o2 s TCP 51 00 DNS (392 - aisS
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Chain: @
Src. Address: [ 1192.168.10.0/24
Det. Address: |

Protocol: [ |udp

Src. Pot: |
Dst. Port: [1/53
Aoy, Po: |

In. Interface: |
Out. Interface: |

Packet Mark: |
Connection Mark: |
Routing Mark: |

Routing Table: |

Connection Type: \
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You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
(7) Obtain an IP address automatically
@) Use the following IP address:
IP address: 192 . 168 . 10 . 2
Subnet mask: 255 . 255 255« 0
Default gateway: 192 .168 . 10 . 1

Obtain DNS server address automatically
@) Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 10 . 1

Altemgbe DNS server:

Validate settings upon exit
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Src. Address: 51192.16841040/24
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Protocol: |

Src. Port 1

Dst. Pott: [
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IO\!. Interface: [][ether3

Packet Mark: |
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Routing Table: |

Type: |

[#][=] [][=] |
# | [Action [Chain
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Change adapter settings @l & ] _ e Q See full map

Ch dvi d shari
set;:gi AENIRCECANIRG LANSEGMET1-PC Identifying... Internet
(This computer)
View your active networks Connect or disconnect
i Access type: No Internet access
Identifyi
o Connections: § Local Area Connection
Change your networking settings
g. Set up a new connection or network
V Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
'? Connect to a network
; Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
'Q Choose homegroup and sharing cptions
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnose and repair network p or get troubleshooting infi
See also
HomeGroup
Internet Options
Windows Firewall
- . — —
O@ v@ » Control Panel » All Control Panel ltems » Network and Sharing Center v | 44 | ’ Search Control Panel ,OQ(':
Control Panel Home . . . " . e
View your basic network information and set up connections
Change adapter settings @' § 0 See full map
Change advanced sharin f
e 4 LANSEGMET1-PC Unidentified network Internet
(This computer)
View your active s
Un| @ % Set Up a Connection or Network
™= pul
Choose a connection option
Change your nety
i.‘ Set up
= Set up 2 Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet|
s' Conite *. Set up a new network
Conneg -, Configure a new router or access point.
Q‘ Choose Connect to a workplace
Access Set up a dial-up or VPN connection to your workplace.
@ Troubld Set up a dial-up connection
2 Connect to the Internet using 2 dial-up connection.
Diagno:
See also
HomeGroup
Internet Options
Windows Firewall
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Ov@v|¥ » Control Panel » All Control Panelltems » Network and Sharing Center v|"” Search Control Panel ,OT

~

Control Panel Home x . < ’ .
View your basic network information and set up connections

Change adapter settings &" = S . @ See full map

Ch dvanced shari
z et:',"g: plvanced el LANSEGMETL-PC Unidentified network Internet
(This computer)
View your active rf’
Un (3 @ Connecttothelntemet
e Pul==
How do you want to connect?
Change your nety
W Setup
?, Setup i Broadband (PPPoE)
Connect using DSL or cable that requires a user name and password.
s. Conned
] Conned
“ Choosef
Access
@ Troublg
Diagno!
Show connection options that this computer is not set up to use
See also Help me choose
HomeGroup
Internet Options
Windows Firewall

S (0 O,lg 1y 90,5 L yai gy )0 AT (69 e 9 )i

=@E=]

O@v|¥ » Control Panel » 'All Control Panel ltems » Network and Sharing Center v |‘,I | Search Control Panel bl ‘

- )

Control Panel Home . " v . .
View your basic network information and set up connections

Change adapter settings w z § S ¥ ‘ ; b See full map

Ch dvanced shari
S LANSEGMETL-PC Unidentified network Internet
(This computer)
View your active rf
Unj @ 2@ Connect to the Internet
~ Pu =
Type the information from your Internet service provider (ISP)
Change your nety
gl Setup d User name: ehsan
= Setupg
Password: 123
G
§' I Show characters
Conneq
Remember this password
Q‘ Choosg 5
Connection name: Broadband Connection
Access
@ Troublg
Diagno: @ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
S Idon't have an ISP
e also
HomeGroup
p—y
Internet Options I Connect ' Cancel
Windows Firewall




% L4 I—E » Control Panel » All Control Panelltems » Network and Sharing Center - | 45 I l Search Control Panel pJ
Control Panel Home . . i . s @
View your basic network information and set up connections
Change adapter settings q pe— g x 0 See fullmisp
gt‘;""‘-;: giiancedstanyy LANSEGMETL-PC Multiple networks Internet
(This computer)
View your active —_————
Testing your Internet connection...
Change your nety
Set up 4
Setup 3
e | —
Conned
Conneq
Choosg
Access
See also Troublg
2
HomeGroup Diagno
Internet Options
Windows Firewall ——

| & » Control Panel » Network and Intemet » Network Connections » ~ | ¥4 ]| Search Network Connections ol
Organize ¥ & - ]
Broadband Connection | Local Area Connection
Broadband Connection 3 Unidentified network
= WAN Miniport (PPPOE) @7 Intel(R) PRO/1000 MT Network C...




Property Value

Connection-specific DN...
Description Broadband Connection
Physical Address
No
20.1.1.1
255.255.255.255
10.1.1.1
4224

IPv4 WINS Server

NetBIOS over Tepip En...  No

Linkdocal IPv6 Address fe80::ac42:53e3:8ca9:34d2%22
|IPv6 Default Gateway

IPv6 DNS Server

https://www.google.com/?¢ P~-ac I Google

Get to Google faster. Update your default search engine.  Sure No thanks

’ uns
Gmail Images == m

Google Search I'm Feeling Lucky

@ Make Google my homepage

Advertising Business About Privacy Terms Settings
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teraces
ndge
PP
Tesh
P ! X
VG r Intedace | Servers Secrets Profiles Active Connections
MPLS " #-]— [ ][] [&3] [7] | 7PP scamer || 7PTP Server || 5T Sever || L27P Server || VPN Server || PPPoEScan | [ |
Rotng | | [Name /[Tipe lomTu [t Re [TPac.. RxPac..Tx Drops [Re Drops [T Bros RxEros | v
S DR ¢b<pppoe-ehsan> PPPoE Server S686kbps 1405Kbps 15 11 0 0 0 0
Queues
Fies
Log
Radus
Tools P
New Temina
ISDN Crarnels
KM
Make Supout rf
Menual
Ea
Themouof 6

oS iy 35 Pool Sy Remote Address ol asly 0l gl cowl (g8 cibig 515 wily 3l 5 b oy slasi ,51 (b, o2l 59

oS (g0 Ll 1) POON ouds 5U (sgie e 51 9 IP 4y 35 ol (soio 31 51001 (6
oS o0 oLl [y 39 0010 b CoMS &y pudles o0 a5 IP &y : Address

Addresses: |192.168.10.2-192.168.10.100 B
Next Pool: |none El -




: Profile slx|
oS oo Sl Add (s, Profiles o

0923 ool 4islo DNS Server asuls )0 a5 (Jyg0 j0.puiS il 1) 090,55 45 s Pool . Remote Address cus )

S 03l 4 5] 5135 53 PUBINC (518 9,0 DNS 3l il (oo )90 0] 308 33 iSian 3, 15 T IP

Interface  PPPoE Servers s-atmc-m

[el=] (=] [v]

/ |Local Address

PPPoE-Profile 192.168.10.1

Local Address: (192168101 | % | &

Remote IPv6PrefixPool: | |w
DHCPY6PDPo: [ v

P —

B E—
O —

T E—

DNS Server: (38838

ol | Jd al> o jo a5 Lligy b ol 1, Default Profile g os,5 <CUs Add (g9, PPPOE Server iz jl sl om al> o o

S 5l 8 3,8

1480

[Max MTU [Max MRU [MRRU | Defouk Profie Autherticato
1480 1480 defaut

1480 PPPOE-P

L Co—
T —

Keepaive Tmeout: |10 Ja

—

LI One Session Per Host

Max Sessions: -

¥ pap

Iv| mschap1

v chap
v/ mschap2

enabled

A0



: bUser ¢l Acounting oy y=i
Bgy b iy Iy Profile g wus o <y y5 1,15 (gly 0 y9mm 5 aud )3 oid b oy 3l g 00,5 s Add (g9, » Secrets i 3
i 5158 30,8 slow | L 5l a8

Interface PPPQESI—I wlhﬁ Active C

[61] ] (o] 7] ot |

/[Password[Service [Caller D [Profie
= o0 P

QTest

Q@ehsan pppoe

Suviel:{ 08

| Profle: [PPPoE-Profle

Local Address: |
RemoteAddess: |  |w
Remote IPv6 Prefoc: | 1w

|

Limit Bytes In: Jj
P

enabled

: pusSeo 8 ,lg Remote Address cuoud ;o 1) IP ol 315 IP Valid cuwlgs 1o 5,5 S0 ) ausGn
[o][<]
Intefaces

er:

e —

Profie: |PPPoE-Profile [=]

Comment

Local Address: | |v | Copy
IRamdaMdau: 1111 Al Remove
Remote IPv6 Prefoc -

S —

T —

(enabled
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Remote cuound ;o 1) 1 IP ol ouiled (cod 1500 01 Cawlys 10 IP iy S U g cuisls IP Valid (o ois Cawlgs jo )5 511 Y ausn
oS 0 3 lg Routes cwowd (o [ L IP iy (pl Wb g oS 5,19 Address

Name: | [EVETR]

Password: l-.—]A
Service: [pppoe
Ce:[ v

Profile: | PPPoE-Profile

Local Address: v
Remote Address: !—/A
Pt Fvf e (—
Fkmte-:AI
Bt [ |+
Y —

enabled

5,15 cuxs I Profile 4 cuwui Routes g Remote Address : ¥ ausGs

i 4 B SO o yiwd sl Nat slx|

i Btra [ Acton | Statitics
Chain:

Src. Address: []192.168.10.0/24

Dst. Address: |

Protocol: [
Src. Port: ‘

Dst. Pott: |

Any. Port: |

In. Interface: |
|ou.mrface: [ |ether3

Packet Mark: |

Mak:‘
Routing Mark: |
Routing Table: |

Type: |
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PPTP VPN Server : x5890 Jad

VPN(Virtual Private Network)

010 41,8 ooliiwl 350 Sl yo VPN Server o ylge 4 (lei (o0 |y S g S

Tunnel ;1598 0 5,8 (Secure Tunnel) ol G < Vpn Server « Vpn Client ;1 ;7 buwgs 45 cowl guisly8 IS 55k Vpn
Connection (y (4355 31 0dld v s (! 31 9 S 0 Sl 1 1y ol BLS 1 S VPN Server 4 coudls 51 g 5lo asials bl G wiilo
Wil o S

SO 50 JUwo Heta ) wll 490 Vpn Server 10 g (ol Lan oG o) aib Vpn Server cGo3 o Ldlyie Bl 1 wilgi oo coodS
g 50 )l B CoNnection iyl yiuws 595 3 Wl bl (55158 sl Sl cul 30 o5 (Wbl (6,550 ;505 b 9 e

Q1S o yiwrd (650 Zab 4 wilgny Ll cilizie la duxd 45 WS o ooliiml Egdge cpl Glp VPN (5065 51 b oS pd
ol e b e Jlo ¢ il 4LB15 395 (5150 (ygmnlagil 59 4 ¢ S 2 Sy (535 y0 A 55 4T WS B Jle yolay il
S eoliiwl b ¢l 3IVPN JUait 651,85 b oilgi (oo ddwd (635 g0 s I 15590 o Ll 2 Blxd 3l oS s

:0gud g3lw ooly Alise o JSigy 3l ooliiw! L VPN yo Tunnel

PPTP

L2TP

IPIP

EOIP

GRE

-9
o2 18 eoliiwl 890 Sl Tunneling JsGg s asl 59w g CodMS < 390 51,8 10 (b bLS4I) L Connection (ol asCyl gl

VVVYVYYVYY

PPTP (Point To Point Tunneling Protocol)

&9 sITunnel axils J)le 4.058 oo oolaiwl b ools Encapsulation sl (Point to Point Protocol) PPP G g,y 5| PPTP
WD o0 00w 8 9 035 o0 1,8 PPP aius (49,0 W 0010 ¢ ulily (judds 4y yudii b alalii 4 alaiii) PPP

il o PPTP SGg (53w 00l g ybms ol 31 S £ ) g9y L

Point To Point Tunneling Protocol

ether1:Host Only

For Conneﬁt“To R1 Internet

R2
ether2:200.1.1.2 (S %l

Lan Segment-2
200.1.1.0/24

ether3:200.1.1.2

ether2:192.168.10.1 ether1:Host Only - 4 Lan Segment-3
For Connect ToR2 J ™~ 100.1.1.0/24
Lan Segment-1 R J \ R
192.168.10.0/24 - < 7 S ~ ethel,?."J
'\\53 0, 115
» Z) ether1:Host Only
Ve,
PPTP Tunnel @ For Connect To R3
| ether3:192.168.20.1
VPN Server Lan Segment-4
192.168.20.0/24
LAN-2
1P:192.168.10.2 192.168.20.2
GW:192.168.10.1 GW:192.168.20.1
N 98

N

\Y¥



(R3 yi9,) b yrmo 4 PPTP JSTg yy 3l oolistwl b alails 4y alalls & jgu &1 pol JULT Sy & ol @250 51 325« 925,L00 (50
Ll aplgs o piwd (LAN-2) duado oo a5l a4y Ga5b (w31 9 008 o0 518 9 ;K00 Al j0 9o 90

g,y S b )5 & IP Clusl

E@E

°192.168.10.1/... 192.168.10.0
°200.1.1.1/24 200110

Address <192 168.10.1/24> ] 00.1.1.1/24

Address: |192.168.10.1/24 Address: |200.1.1.1/24
- [192168100 | a Network: [200.1.1.0 -
Interface: [ether2 2 Interface: [ether3 s

1SDN Channels
KVM

Make Supout rf
Manual

Bxt

[
Mesh 100111724 100.1.1.0
°200.1.1.2/24  200.1.1.0

Address <200 4>
Address:
Network: |200.1.1.0
Queues “
Fies nteface: |ether2 [[¥]

=
o
&
= | 5Z| szl

Address: |100.1.1.1/24
Network: 100.1.1.0 -

teface: [eherd %]

VYO



i et e (el B

[

7 | Network

[+

1001.12/24 100110
°192.168.20.1/... 192.168.20.0

‘ether2
ether3

Address: |100.1.1.2/24

Network: [100.1.1.0 -

Moface: (ohe2 [3]

Add: 2
Address: |192.168.20.1/24
Network: |192.168.20.0 -

:R1 ,ig, ,o Default Route iy y»5

DAC P192.168.10.0/... ether2 reachable
DAC P200.1.1.0/24  ether3reachable

General

Dst. Address: [0.0.0.0/0

Gateway: [200.1.12

Check Gateway: |

Type: |unicast

Distance: |

Scope: |30

Target Scope: |10

Routing Mark: |

VY7



:R3 ,o Default Route iy ,=5

ot R T

Gateway: [100.1.1.1]

Check Gateway: I
Type: Itncas!

Distance: |
Scope: |30
Target Scope: 10
Routing Mark: |
Pref. Source: |

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 50 Nat ol

Elz . ] [7] |°- Reset Counters ||oo Reset Al Courters |

[Action [Chain |Src. Address |Dst. Address |Proto...|Src. Pot | Dst. Port |In. Inter...|Out. Int... ]Bm

General]| Advanced | Extra| Statitios |

Chain: |srcna
Sre. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocal: |
Src. Port: |

Dst. Port: |

New Teminal

ISDN Channels iy, P |
KvM In. Intefface: |

Make Supout1f |w-hefaoe: O N+ |

Manual
Exit

Packet Mark: |

Mark: |
Routing Mark: |
Routing Table: |

jon Type: |

VYV



[: Hide Passwords
Interfaces : (=5
Bridge Fiter Rules NAT | Mangle Service Ports  Connections | Address Lists | Layer7 Protocals |

| 7| [= Reset Courters || 00 Reset Al Courters |

|Src. Address |Dst. Address [Proto... [Src. Port  |Dst. Port |In. Inter...|Out. Int... [Bytes |Packets  ||v

JUail (gl « abgi o Slonkisd (s 9 oS Jled T (59,52 1) Censld ol sl Jgl e yo VPN Server & g So Jrod' sl
oS (o0 e 1 sg e 4 Ol

:PPTP gy s5lw JL2

9 ol |, PPTP Server 4 55 Interface < 3l ousis 30 0y 5 00,5 Glsiil [y PPP Lol (g900 31 (g o (0! (3lw Jld (51 0
) oo |y Enable &y 35 oo

2MTU ™ |Rx | Tx Pac... |Rx Pac... | T Drops | Rx Drops | Tx Erors | R Errors

Max MRU:
MRRU:[ |+

Keepalive Timeout: A
Defauk rofe: |defaut encrption |

[ pap [ chap
ISDN Channels mschap1 mschap2
KvM

Make Supout sif
Manual

Edt

VYA



}‘P' ‘SLQ)L:&n D9 M ¢ [SV-R) < 43‘)‘ .9 a ‘) bl.f.')‘ 6)‘)3)-3 Cﬂ.»)"")é ¢ 6-6.’3{5 W ‘n.\.}‘.!' tunnel éjLw OOL’% 6‘)-3
gt (o0 518 BLI 513 lg0 (ol Como Gy ual g0 5 9 LT (0 oy |y Wbl (0 Hee 30y 9 (53,1 pU Jold 45 b i g
P plal 1) Al (oo 25 35190 Joldh 45 59 puw 4 bgr yo Olondiid wuly dmy alo 50 53 (s

9 99 Juaio dualio 4Suls 43 Wilgi g0 (3T 1 yb 31 SIS 45 (5 puime IP L 00litunl 3550 JSTgyy ¢ pize y9u8 305 9 (530 U o e
B (o0 0318 ol T 4 ¢ cuMNS Jlail 3l wr a5 GIP cpizren
S 0 asminn [y VPN Server 4 ol y )5 Jlail 1w 5 izo jaue 30, 9 552, ob: Name And Password .
oS o0 il 1y Wigs Juasio VPN SErver 4 o buwgs wiilyi (o0 b caudls a5 SS9y : Service .Y
Al A1 03gummo dy byt po aSls WS ol 31 yb 31 b CoS A (uiS c0 astieo Caond ol jo : Local Address .Y
g Lan sylg T 59 b 31 L i pudlgd (o0 45 |y Sig 5o 31 (g1 4t &y5 1P jlae an.uibls aidils o s Lan
adinn 1y 39 o0 0315 Ll VPN Server 4 Jlai! jl oz caudls & a5 6P (w07 coomnd (01,0 : Remote Address  .f
deadio a5l 31l (gl odguo I p g Wl duade Al 00gumo I Wilsl (o 2 IP ol pedS (0

00 591 dualo a5l (5930 Iy ST 45 Cawl ] Wisle dgus ol duadio a5y GWIP sdguze 31 1) yiolyly ol & 5 yguo 5o @ At

Profles  Active Connectons

[#] ] [¢[[s]

Name  /|Password [Sevice |CalerD  Profie |Local Address |Remote Address |
ehsan potp defaut 15111 16112

Name: |ehsan
Password: |~ -
S I
Caller ID: v
Pofie:[idak  [3]

Local Address: |15.1.1.1 -
Remote Address: |15.1.1.2 a
ISDN Channels oo P v

KvM

Make Supout Fages v
Manual

o Y —
Y —

!enabled

L S Wlenkiss

a0 50 IP S 45 g9 )l Gubo
S 18y LAN-2 4l b LS ) joid Gloalidd (I b, slxial U
DA 3 ) yeanno &3 501 (61 eSSl | VN Connection oG wul coodS w0

Control Panel > Network and Sharing > Setup new Connection or network >

AR



@[5 » ControlPanel » All Control Panel tems » Network and Sharing Center 5 " Search Control Panel

Control Panel Home A i > A S
Lzl View your basic network information and set up connections
Change adapter settings @ § x» 0 See full map
f&h:i:g: Ahepced aeg LANSEGMETL-PC Network Internet
3 (This computer)
View your active Tk Connect or disconnect
Network Access type: No Internet access
Public network Connections: @ Local Area Connection
Change your king settings
4 Set up a new connection or network
o Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Diagnose and repair network probl or get troubleshooting inf
See also
HomeGroup
Internet Options
Windows Firewall

@v E » Control Panel » All Control Panelltems » Network and Sharing Center v |‘,| [ Search Control Panel PJ

Control Panel Hy : ; i i i
Adtiban: View your basic network information and set up connections

Change adapter settings See full map
ge advanced sharing
settings
Choose a connection option
Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.
; Set up a new network
«a, Configure a new router or access point.

Set up a dial-up connection

Connect to the Internet using a dial-up connection.
See also
HomeGroup
Internet Options
Windows Firewall

A
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O—év %% » Control Panel » All Control Panel ltems » Network and Sharing Center v | 4}|| Search Control Panel

Control Panel Home ” . « . .
View your basic network information and set up connections

Change adapter settings See full map
Change advanced sharing
settings
Viewyol @ & Connect to a Workplace
$ How do you want to connect?
2 Use my Internet connection (VPN)
Change Connect using a virtual private network (VPN) connection through the Internet.
< Dial directly
Connect directly to a phone number without going through the Internet.
What is 3 VPN connection?
See also
HomeGroup
Internet Options
Windows Firewall

)
@

[=@)]

0@vl¥ » Control Panel » All Control Panelltems » Network and Sharing Center v I‘,H Search Control Panel

Control Panel Home « . " - .
View your basic network information and set up connections

Change adapter settings Seefull map
Change advanced sharing
settings =
Wiy @ i Connect to a Workplace
; Do you want to set up an Internet connection before continuing?
An Internet connection is necessary for using a VPN connection.
Change
15. 9 Setup an Internet connection
" 9 I'll set up an Internet connection later
See also
HomeGroup
Internet Options
Windows Firewall

ol
@

V¥




S o0 9,15 1, Vpn Server (IP o1 : Internet Address

=&
G@v’:ﬁ » Control Panel » All Control Panelltems » Network and Sharing Center v |" | | Search Crgrro:' Panel P !
Control Panel H 3 i 3 ; 3 ®
A View your basic network information and set up connections
Change adapter settings A e ! See full map
Change advanced sharing
settings
@ I& Connect to a Workplace
Type the Internet address to connect to
Your network administrator can give you this address.
Chang T
Internet address: 100112
-
Destination name: PPTP-VPN|
[ Use a smart card
ﬁ’ @ [ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
E [7] Don't connect now; just set it up so I can connect later
See also [Jm [ Cancel ]
HomeGroup
Internet Options
Windows Firewall
oS (0 O)lg [y 23,5 SLmIR3 g, )0 45 (6055m 9 odyj92
[=[=@]=]
Gév|¥ » Control Panel » All Control Panel ltems » Network and Sharing Center v | ‘,l l Search Control Panel L ‘
@

Control Panel Home x " " . .
View your basic network information and set up connections

Change adapter settings See full map
Change advanced sharing
settings
’ @ ]E Connect to a Workplace
Viewy =
1 Type your user name and password
User name: ehsan
Chang
g Password: 13
. Show characters

Remember this password

Domain (optional): |

- S T4

(i1l

See also

HomeGroup

Internet Options

Windows Firewall

YYY



S Sls’ Connect g9, p 9 Cawly SdS o0l olxs| Connection g,

oo
v|@ » Control Panel » Network and Internet » Network Connections » v |‘,” Search Network Connections }J|
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection g: + [ 0
" | Local Area Connection : ' PPTP-VPN
Network - Disconnected
&7 Intel(R) PRO/1000 MT Network C... WANMinipd —  connect
Siate
Set as Default Connection
Create Copy
Create Shortcut
@ Delete
@ Rename
@ Properties
| - =9 L = o Ia 1
(el=]E=]
@Ov[@ » Control Panel » Network and Internet » Network Connections » v I‘,l | Search Network Connections L |
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection gy 0 O
™ | Local Area Connection "~ PPTP-VPN
] :
Network Disconnected
WAN Miniport (IKEv2)

&7 Intel(R) PRO/1000 MT Network C...

User name:
[To change the saved password, click here]

Password:
Domain:
Save this user name and password for the following users:

© Me only
@) Anyone who uses this computer

Comeat )| Concel | [ Propetes | [ Hep |

VFY



9 09w (o0 448 LaN-2 aslls b oo bLI 1 o ,s Sl connect ggy p a5 Gloj wusS o0 oolglin ) e j0 45 H5b lon
g o0 adad Lan-2 b bl ,l s disconnect a5 b

» Control Panel » Network and Internet » Network Connections »

€IOM

Rename this connection View status of this connection

[ PPTP-VPN
|
S5 PPTP-VPN

Disconnect this connection

Organize v

v‘(«"i Search N

Delete this connection  »

o [ &)
o
1 @

S PPTP-VPN Status

Network Connection Details =
Network Connection Details:
Property Value
E® C:\Windows\system32\cmd.exe | |[-= @ Comecton soechic DN,
= i : ! Desciption PPTP-VPN
Microsoft Windows [Uersion 6.1.76011] P | Add
Copyright (c) 2B0% Microsoft Corporation. All rights reserved. hysical eSS
DHCP Enabled No
C:\Users\LanSegmet1>ping 192.168.208.2 1Pv4 Address 15112
Pinging 192.168.28.2 with 32 hytes of data: IPv4 Subnet Mask 255.255.255.255
Reply from 192.168.208. bytes=32 time=8ms TTL=127 |Pv4 Default Gateway
Reply from 192.168.20. 2 time=2ms TTL=127
Reply from 192.168.20. v 2 time=2ms TTL=127 IPv4 DNS Server 15111
Reply from 192.168.20. bytes=32 time=2ms TTL=127 IPv4 WINS Server
Ping statistics for 192.168.20.2: NetBIOS over Tepip En... Yes
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss). Linkdocal IPv6 Address  fe80::8cf5:809:457d efb8%22
pproximate round trip times in milli-seconds: |Pv6 Defaul Gateway
Minimum = 2ms. Maximum = 8ms. Average = 3ms
IPv6 DNS Server
IC:\Users\LanSegmet1>_
l Close
o || B
@‘\/v‘ ® » Control Panel » Network and Internet » Network Connections » v‘v’}‘ S et g §e)
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection v il @

Local Area Connection

PPTP-VPN

D te

(WY

C:\Windows\system32\cmd.exe

C:\Users\LanSegmet1>ping 192.168.20.2

Pinging 192.168.208.2 with 32 hytes of
Reply from 28B.1.1.2: Destination net
Reply from 200.1.1. Destination net
Reply from 200.1.1. Destination net
Reply from 208@.1.1.2: Destination net

Ping statistics for 192.168.208.2:
Packets: Sent = 4, Received st

data:

unreachable .
unreachable.
unreachable.
unreachable .

= @ (Bz loss).
C:\Users\LanSegmet1>_
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009y o) y0Nigl uatio ;50U 4 widlgiy o aSl 90 PPTP JSGg 3 51 oolisiw! b a5 0udd (o0 158 (w0 0590 [y (oigy anlol jo
g g0 )18y a0 gl aSd L)l g wigdd g0 Juaie ;X008 4 VPN 315k 5l 4 99 sl i)

il oo PPTP S5 gy 31 yb 51 Site To Site i (s3bw 00l g2, o oy sl in = T g9 sl

Lan Segment-2
200.1.1.0/24

ether1:Host Only
For Connect To R2

Lan Segment-3
100.1.1.0/24

ether1:Host Only
For Connect To R1

ether1:Host Only
For Connect To R3

ether3:192.168.20.1

PPTP Tunnel

ether2:192.168.10.1

Lan Segment-1

192.168.10.0/24 " VPN Client VPN Server

Lan Segment-4
192.168.20.0/24

LAN-1 LAN-2
192.168.10.0/24 192.168.20.0/24
GW:192.168.10.1 GW:192.168.20.1
Branch Office Central Office

:n*if‘so‘sw)).g Iy 33 926w PPTP JSS9p 5l sslaw! U Site To Site Giw ool iy

Sy GLIP Sguzo 5IIP Valid <y )9 5w (2l 3510 9929 (510! (ygamlogil 59 jw Sy &8 2 S (535 0 dnrd 55 9iS (B 58 JUio yokas
Olow 5l osliwl L)wigd Jake 9w (nl 4 Wilgiy 1 CS pd Glb sl 4y )0 09290 G CdS eulas aziliy o)ls (A5
oS o0 oolaw! Site To Site oS 51 (Invalid IP

gy aSd b @5 4 IP Gl

:R1 g,

3m)|

|Interface [IE2
£192.168.10.1/.. 192.168.10.0  ether2
£P200.1.1.1/24  200.1.1.0 ether3

Address <192 168.10.1/24>
Address:
Network: [192.168.10.0 |«
Interface: |ether2 E2

VYo



el [l i & e 2

][] [a] [¥]
]Mﬁm

/]Ndwmk

100111724 100.1.10
9200.1.1.2/24  200.1.1.0

Address: |200.1.1.2/24

Network: 200.1.1.0 -

Interface: |ether2 2

enabled

New Teminal
ISDN Channels

Make Supout if
Manual

< | el it d

P 100.1.12/24

100.1.1.0 ether2

T192.168.20.1/... 192.168200  etherd

Address <10

Address: [100.1.1.2/24

Network: 100.1.1.0 .
Weface:(ahe2 3]

Address: |100.1.1.1/24

Network: [100.1.1.0 -

tefoce: [ohed _[¥]

Address: |192.168.20.1/24

Network: |152.168.20.0 -

Interface: |ether3 K

A4




Rades | Nexhops | Fues VRF

[#[=] [][] [e] [¥]

:R1 ,ig, yo Default Route iy y=5

|Dst. Address  / |Gateway

Distance [Routing Mark | Pref. Source || v

DAC P 192.168.10.0/... ether2 reachable
DAC P200.1.1.0/24  ether3reachable

Atbites

192.168.10.1
0 200.1.11

Dst. Address: (0.0.0.0/0

Gateway: |200.1.1.2

Check Gateway: I

Type: |unicast

Distance: |

Scope: I30

HRROAGE

Target Scope: |10

Routing Mark: |

=\ = | =Sz

:R3 ,o Default Route iy y=5

Gateway: [100.1.1.1]

OleckGaeway:l

Type: Itncas!

[l!mce:|

Scope: |30

Target Scope: 10

Routing Mark: |

Pref. Source: |
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el
&
=z | =zl 2 e

| Firewall

Wl Al o s Gyl 4y b CludS asCy! 61 R1 4igy 50 Nat olx!

Fiter Rules NAT | Mangle  Service Ports  Connections | Address Lits | Layer7 Protocols |

EIEI li’ |3: Reset Counters ||00 Reset All Counters l D@

#|  [Adion [Chain |Src. Address |Dst. Address |Proto...|Src. Port  |Dst. Port |In. Inter...|Out. Int... |[Bytes  |Packets || ¥

Sre. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocol: |

Src. Port: | |+ Copy

Dst. Pot: | R

|
Any. Port: | |~ I Reset Counters |

In, Interface: | LY | [ Reset Al Courters
|0u»mrfaee:DElA
Packet Mark: | | v
Connection Mark: | |~
Routing Mark: | |~

Routing Table: |

Type: |

Fiter Rules NAT | Mangle  Service Ports Conmections | Address Lists | Layer? Protocols
(=] [“][¢] [e3] [¥] [ Rese Couricr |00 Reoet M Courters | a3

# |  |Adtion [Chain |Src. Address | Dst. Address |Proto...[Src. Pot  |Dst. Port  |in. Inter...|Out. Int... |Bytes Packets || ¥

New NA o] ]

General | Advanced | Bxtra | Action] Staisics |

p—— O

YFA



Wl Al s Syl 4y b CludS asCy! 612 R3 4igy 50 Nat olx!

Interfaces ewal [=]|E3
Vireless FiterRies. NAT |Mangle | Senvce Pots | Connectons Addres Liss | Layr7 Potocols

= [#][=] [1[] [e] [7] [= P :

=]
E3

PPP
4] |Adion [Chan |Src.Addess |Dst.
il [ Jhcion Tchan | 0] e i i [ o ]
P P : K Cancel
Py p .
Sre. Address: [ 1[192.168.200/24 |2 Aoply
MiL U Dst. Address: | &2
- =
System » Protocol: | | Comment
Queues Src. Pot: | |» Copy
Fies Det. Port: [ |~ Remove
Log
- e -
= ¥ In, nteface: | |7 | [ Reset Al Courters
New Temina | Out, teface: [ [ether2 [¥]a
Oitems
SDN Channels
o Packet Mark: | |~
‘ Make Sipout i Connection Mark: | |~
Manua Routing Mak: | >
Bit Routing Table: | |~
: ComedimType:| |v

enabled

Wrclss FterRudes NAT |Mangle Senice P Comectons  Address Lt Layer?Protocols

= [#][=] [2][] [E] [7] [= ResetCon = —
#] [acton [Chan [ Address [Dst. : :
il General | Advanced | B | Action | =

Aeton: T + |

=
3
I

=) — | e —

1SDN Channels e

KVM

Make Supout if
Manual

Ext

&



ISDN Channels
KVM

Make Supout
Manual

Bt

:R3 yg, ;0 PPTP Server gy gilw Jled

]
[#][=| [#][22] [&] [7] | PPP scamer || PPTP Server | sSTP Sever || L2TP Server || VPN Server || PPPoE Scan | [Finc
Name 4

| Type [2mTU 1% |Rx

Max MRU:
MRRU:[ v

Kespaive Timeout: -
Defauk Frofe: |defaut encyption |3

[ pap [] chap

[v| mschap1 [V mschap2

R3 gy 50 somw 4 by po Olouliid

|Local Address | Remote Address |

172.16.1.1 17216.1.2

Name: |ehsan
Passwod: (™ |a
Sevoeppp %]
CllerD:| ¥
Pole: gk [3]

Local Address: |172.16.1.1 -
Remote Address: |172.16.1.2 -

Remote Pv6Pefic |  |v
e

e —
T —

|en#ed

VO



:R1 ,5g, ,5 PPTP Client .;Lw Jld

1, PPTP Client ouis 3L go0 4 3l 9 08,5 Sds Add (g, » Interface i ;1 ous b 0 2y 31 g @bl 1y PPP Lol gg00 I

oS o0 ol

iterface | PPPOE Servers Secrets Profies  Active Comections
[#=] =1 []2:] (] [ [ ppp scamer || pPTP Serer ][ S5TP Server || L2TP Server || VPN Server || PPPo Scan |
PPP Server 2wty [1 [Re [TxPac... [RxPac...[Tx Drops [Re Drops [ Tx
PPP Clent
PPTP Server
PPTP Clent
SSTP Server
SSTP Clent
L2TP Server
L27P Clent
OVPN Server
OVPN Cllent
PPPOE Server
PPPOE Cient
ISDN Server
1SON Clent

Utemsodors

1]

3
1

AR B

g1
i1

f
{

V] Hide Passwords I ()

[j [ PPP Scamner || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPoE Scan |
[Name / [Type [2mTu [ [Re | Tx Pac... |Rx Pac... T Drops | Rx Drops | Tx Emors |Rx Emors |

Type: PPTPClet |
L2MTU: |
Max MTU: 1460
Max MRU: | 1460
MRRU: |

Vo)



oS (o0 O y1g 1y il 45 (60 ygmws 9 iy 99 9 PPTP Server ( IP v ,oT Connect To cuwwd ,o Dial Out <5 4o

Itedace | PPPOE Servers Secrets Profies Active Connections
[#=][=] [ ][] [c1] [ 7] | PP Scamer || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPoE Scan |
[Name [Type [2Mru [ R [TPac..[RxPac...[Tx Drops [Rx Drops [Tx Erors [Rx Eros |

lew Irteace = £
General | D3l 04t [Status  Trafiic oK
Connect To: | IEINNE]

User: |ehsan
Password: =
Profile: |defautt-encryption

[ Dial On Demand
[ Add Defaut Route

iR3 yig; 0 b it (2L o

n.:.; «° é)" ‘) KWE-1Y M uﬁ)éi Coumd U"J )9 Dst.Address

JUail 3l oz (g 5lmoe & yguas 45 oaw yoT. S 20 319 1, VN Client & 4y bgs yo (6 lxo 4y &5 30T Cooundd ¢! yo : GateWay
g o0 0318 plazs| T 4 Vpn Server 4

0. 100.1.1.1 reachable ether2
DAC P 100.1.1.0/24  ether2 reachable

Gatevey: 1721612 3 Frre—

Check Gateway: |
Type: |unicast

Distance: |1

Scope: |30
Target Scope: |10
Routing Mark: |
Pref. Source: |

Yoy



R1 g, 50 b aswy (b yunno

) || (4| | Safe Mode v/ Hide Passwords
Interfaces
Bridge
PPP
Mesh
P (=B
IPv6 Routes | Nexthops Rules VRF
MPLS *| - ¥ al_|#
Routing 2 R
Al Route <192.168.20.0/24>
System oicl o
|
Queues DA ahill OK
Fles o Dst. Address /2] Cancel
Log Gateway: [172.16.1.1 s s Pooly
Radius 2 2
Took Check Gateway: v Disable
New Teminal Type: |unicast * Commemr
ISDN Channels Copy
Distance: |1 -
KM = Remove
Make Supout if o
Maval Target Scope: |10
Edt Sitemg  Routing Mark b
Pref. Source v
enabled active
o || B[ ER
Q\ /‘v‘ & » Control Panel » Network and Internet » Network Connections » v i&, |[s Co yel
Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection ~ » 0l Qw
l: Local Area Connection { PPTP-VPN
W ork % Diccon
7 Intel(R) PRO/1000 MT Network C... ‘
Internet Protocol Version 4 (TCP/IPv4) Properties 2%

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

¥ C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760811
Copyright (c)> 20889 Microsoft Corporation.

All rights reserved.
C:\Users\LanSegmet1dping 192.168.20.2

Pinging 192.168.20.2 with 32 hytes of data:
Reply from 192.168.20.2: hytes=32 time=1ms
Reply from 192.168.208.2: hytes=32 tim ns
Reply from 192.168.20. bytes=32 tim ns
Reply from 192.168.28.2: hytes=32 time=2ms

TTL=126
TTL=126
TTL=126
TTL=126

Ping statistics for 192.168.20.

Packets: Sent = 4, Received = 4, Lost = @ (87 loss).
Approximate round trip times in milli-seconds:

Minimum = ims, Maximum = 2ms. Average = 1ims

C:\Users\LanSegmetl>

Obtain an IP address automatically
@ Use the following IP address:

IP address: 192.168. 10 . 2
Subnet mask: 255,255 .255. 0
Default gateway: 192,168 . 10 . 1

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

| Validate settings upon exit T ‘

Lok J[ conce |
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@\/v‘ ) » Control Panel » Network and Internet » Network Connections » v ‘ 4 I C P
Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection 1l ®
Local Area Connection
e IT Network
Internet Protocol Version 4 (TCP/IPvd) Properties 2=

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtai 1P add tomaticall
Microsoft Windows [Uersion 6.1.76011] e
Copyright (c) 2089 Microsoft Corporation. All rights reserved. © Use the following IP address:

C:\Users\LanSegment>ping 192.168.10.2 IP address: 192.168. 20 . 2

Pinging 192.168.10.2 with 32 hytes of data Subnet mask: 255,255,255, 0
8.10.2: bhytes=32 time= IBm" TTL 126
Default gateway: 192,168 .20 . 1
time 2m<‘
Reply from 192.168. 1B 2: byte*“32 time=1ms

Ping ..tatl..tlc., fDl 192.168.108.2:

Pack Sent = 4, Received = 4, Lost = @ <@z loss), @ Use the following DNS server addresses:
ﬁpp»oxlmate round t1~1p times in milli-seconds:

Minimum = ims. Maximum = 1@ms, Average = 3ms Preferred DNS server:

C:\Users\LanSegment>

Alternate DNS server:

Validate settings upon exit W'\
L OK. ‘ Cancel ,‘

! o0 )|)§).3 PPTP J&»g‘u ‘5.’)]9 3 Site To Site Oy Ao 9o O Ll
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L2TP VPN Server : x5 juww Juad

&y cdlg ;o g gaSuwnmw p 3 Jool> a5 39l o0 ax5 Ll L2TP ylgsc cxi Layer 2 Tunneling protocol b & ¥ ¥ Lgi JsGg
P90 @ ol (o0 Wged leie 401 (o0 00 PPTP &y G (g yiudien (ol b (S529 51 L2TP.L (oo 5 (ol JLaiT icils
SO IL2TP frcomon.0,S o,Lil (ylai (oo Cawl o 0uilS L2TP (0 g 0 (o0 0 50 (5185 30 55 ouuzem s v 59! 31 a5 IPSec
oSl g CaVFA JSTg 3 ol (6,185 30, & 5.0 50 (0 0 542 o2 Pre-Shared Certificate U ool ailds ' pil 4 iy 51 4ol o21g
0,18 35 o > 5o 90 4o b 45 cowl 3DES ]

g oo o3liiwl b ools Encapsulation sl PPP JSGgy I PPTP uiilos 35 L2TP

il oo L2TP S5y 51 03lisaol U 1 o 45 &) gD itancsns L 5l 2925 92w (ol (g 51 n & ) g9 3L

L2TP Over IPSec

Lan Segment-1
192.168.10.0/24

Internet ether2:192.168.10.1
T —
7 %) ether1:Host Only
—— L2TP Tunnel @ For Connect To R1
e ] o
4 g ther3:192.168.20.1
1
VPN Server
IP:192.168.10.2
(GW:192.168.10.1 LAN-2
192.168.20.2

GW:192.168.20.1

S8
)

45Ul L2TP Over IPSec (ylgic 4y g 998 (o0 (53w 00ly IPSEC JSGg 0 b (538 sy & yguo 49 L2TP bLJ 1 joucu g Jole poivwnmw o
6992 L2TP SS9 (s 398 (55l 0Ly IPSEC JSTg 1 ol foial bl aitols 59uin g Jos i Coa S azilizr (] oo (o0
gl o0 g3l ol y IPSEC i

9 oS (0 5l 8,0 ALl 50 092 90 Sl yumo 4 L2TP JST g 5 31 ooliw! b s opol JUI S o s ] Gy 51 52,5 ¢ g0 500 o] 50
Lol aalgs  ow yiwd (LAN-2) wado oo a5l a1 39,0 (! 3

Wiy, a5 b @)l5 & IP ol

:R1 g,

ARAYA



#[=| []%] [a] [¥]
Address + | Network nter
°192.168.10.1/.. 192.168.100  ether2
192168201/ 192168200  ether3

2y 4 B SOy o yiwd sl Nat sl

Src. Address: [1][192.168.10.0/24
Dst. Address: |

Protocol: |
Src. Port: [

Dst. Port: |
Ary. Pott: |

In. Interface: [
|om. interface: []|ether3

Packet Mark: |

Mark:[
Routing Mark: |
Routing Table: |

o Type: |

YoF



:LT2P .9 ‘Sjl.w JL'J
5 @bl ) L2ZTP Server 4 35 Interface i 3l ooy 3b 0 yxiy 50 00,5 ©liil 1) PPP Lol (soow 31 (g yw o (g3bw Jlad (gl
) oo |y Enable &y 35 S

PPPoE Servers Secrets Profiles  Active Connections

[ ][] =] [ 7] | PPP Scanner || PPTP Server || SSTP Server | L2TP Server || OVPN Server || PPPoEScan | [Fir0
i +[Type Jemu [1x [T Pac... |Rx Pac... T Drops [Rx Drops [T Erors [RxEmors | [

Max MRU:
MRRU: -
Defaut Profie: [defaut encyption | ¥

[v| mschap1 [v] mschap2

a9 4 by pe Olagliss
oS (o0 psinn | VPN Server & ol 1,5 JLail gl (6 iz jeus 30y 9 652, ol : Name And Password .0
S o0 S [y Wighd uasio VPN SErver 4 o gy wiily (oo b coudS a5 IS5 g, : Service  .#
Al 15 03gammo 4y bgy po Al )5 plaS 594 3 b CoudS 4 (S 0 aSiee Cuound o) 5o : Local Address .Y
Wi Lan o1y T 33 yb 51 das pudlgs (o0 45 1y S g 55w 31 (5 a8 &5 P jlae an.0uisly 4ol (o yiawd LaN
aSinn |y 39 (50 0315 wlwcs! VPN Server 4 Jlas! 5wz couMS a3 45 6IP ()0 cuomnd (0] ,5 : Remote Address A

deadio aSul 31l (gl ooguo I pd g Wbl duate ASuh oogume I Wilsi (o w2 IP (S 0

Active

ohe Connections
[#]=] (][] | PPP Authentication & Accourting |

Name  / |Passwod |Service |CallerID Profile
@ehsan 12p default

Password: l"'

Service: [12p
Caller ID: |
Profile: |defaut

Local Address: [192.168.30.1
Remote Address: |192.168.30.100
Remote IPv6 Prefix: |

Routes: I

Limit Bytes In: |
Limit Bytes Out: |
[enabled

Yov



D 399ig slo clydS (sl IPSec sl
Gloalisd g m19) (o0 POET s 005U 02y 9 puiSne LI 1 IPSEC 00y 5 g0 525 51 9 Ll ) IP (Lol (g9 51,041 (sl
2 (0 plml ) 325
oS 50 3,19 1y 3,10 1, Vpn Server ol 4 Jlail ojlal a5 sooMS 1P ol ol )l ow! 4o : Address
Gl dw Coomnd (1] S (0 p5uine |y Authentication Method U (4,5 cugn 51,1 g,y Cuound (! 4o : Auth-Method
1ol

el Sy, Jado g i (o 45 goudS : Pre-shared Key

28 0 plxil [y Pre-shared Key 59, » (5,05 30, Jloc!: RSA-Key .Y

28 0 plxil ) Pre-shared Key (g, y Jluzws baol g 6,185 30, Jloc! : RSA-Singature .Y

MS‘SAO)" ') u\.:lb"so LS).».KL.O %%S)S)Muﬁdséﬁ)mua‘)ésecret
w.».’a: <° uﬂ#&&.& ') ‘S}Lm )0 M)’i" P u." Jo Hash Algorithm
oS (o0 s |y L 0015 (5,135 3oy iy 598l Cuound (1] 50 : Enc-Algorithm

o] o | st s |

er;

Exchange Mode: |main 12p
V] Send Initial Contact Remove
[] NAT Traversal

My ID User FQDN:

New Temina Ttem (1 selected)
ISDN Charnels Proposal Check: |obey E
KM Hash Algorthm: |sha [#]
Make Supout i Encryption Algorthm: | des 5]
Manual SMB DH Group: |modp1024 52
Eet SNMP V] Generate Polcy

Services

Socks Lifetime: | 1d 00:00:00

TFTP ebtes: | |+

DPD nterval: 120 |3ls
DPD Maximum Faiures: |5
[enabled

T Sl wlendiss

23 50 IP CapdS & g9 sl b

G 58 LAN-2 Sl b bLS | 590 Clodisd ol b )1 slxul U

1A ) o 4 HIC51 (6l euaS Sl VPN Connection o wul oo ot o

Control Panel > Network and Sharing > Setup new Connection or network >

YOA



[+ Control Panel » AllControl Paneltems » Network and Sharing Center = ] Search Control Panel

Control Panel Home i A 5 A ~ o
G View your basic network information and set up connections
Change adapter settings @ § % q See full map
fe";i:?; ademcsd st LANSEGMETL-PC Network Intemnet
(This computer)
View your active k Connect or disconnect
Network Access type: No Internet access
Public network Connections: § Local Area Connection
Change your king settings
@ Set up a new connection or network
T Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
Connect to a network
- Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
Seealso
HomeGroup
Internet Options
Windows Firewall

@Bv ﬁ » Control Panel » All Control Panelltems » Network and Sharing Center v |$,| [ Search Control Panel p]

Control Panel H : ; . . .
S View your basic network information and set up connections

Change adapter settings R See full map
ge advanced sharing
settings
View
i . .
| Choose a connection option
Chang] Connect to the Internet

Set up a wireless, broadband, or dial-up connection to the Internet.

' Set up a new network
«a, Configure a new router or access point.

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

See also  Net || Cancel |

HomeGroup
Internet Options

Windows Firewall

Vo4



IEE=]

0@v|¥ » Control Panel » All Control Panel ltems » Network and Sharing Center

Control Panel Home " . . . .
View your basic network information and set up connections

- | 6,' | Search Control Panel

Change adapter settings See full map
Change advanced sharing
settings
Visisi @ |u; Connect to a Workplace
i How do you want to connect?
2 Use my Internet connection (VPN)
Change Connect using a virtual private network (VPN) connection through the Internet.
.EI “
< Dial directly
Connect directly to a phone number without going through the Internet.
What is a VPN connection?
Seealso
HomeGroup
Internet Options
Windows Firewall

ol
@

O@vl¥ » Control Panel » All Control Panelltems » Network and Sharing Center

Control Panel Hom " . s . .
AR View your basic network information and set up connections

v I‘, l | Search Control Panel

Change adapter settings Seefull map
Change advanced sharing
settings =
Viewyo @ &,y_]&onm{ttﬂ a Workplace
i Do you want to set up an Internet connection before continuing?
An Internet connection is necessary for using a VPN connection.
Change|
?. 9 Setup an Internet connection
™ 9 I'll set up an Internet connection later
See also
HomeGroup
Internet Options
Windows Firewall

Y7




S o0 9,15 1, Vpn Server (IP o1 : Internet Address

E=E]E]
O@v‘? » Control Panel » Network and Internet » Network and Sharing Center v | 5 l ‘ Search Control Panel P |
Control Panel Home i s s . 5 0
View your basic network information and set up connections
Ch dapter setti | A " See full map
Ch:ngead:p er: ;n?s &‘ s 5_. % ‘ b
a
b EHSAN-PC Network Intemet
(This computer)
View your active networks Connect or disconnect
Network Access type: No network access
Work network
@ & Connect to a Workplace
Change your networking settings
*5' S o OO Type the Internet address to connect to
Set up a wireless, broadband, dial-up,
‘§- Connecttoanetwork Your network administrator can give you this address.
Connect or reconnect to a wireless, wil
Internet address: 192168101
Ch hi d sharit ti
'% cose. omegrm{p and sharing optid ——— L27P Vpn Connection
Access files and printers located on ot}
E] Troubleshoot problems
Diagnose and repair network problem: [7] Use a smart card
@ [7] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
[V] Don't connect now; just set it up so I can connect fater
See also
HomeGroup
Internet Options
Windows Firewall

S (o0 0,9 1y 20,5 Sl R3 59, 40 45 (69 59mm 9 iy 390
=]

Ue-

Control Panel Home : i ¢ J
View your basic network information

:;: » Control Panel » Network and Intemet » Network and Sharing Center

2]
®

v ‘ 4 ‘ Search Control Panel

and set up connections

Ch dapter setti 1 A w A See full map
ange adapter settings LLN A !.. ® Q
Change advanced sharing EHSAN-PC Netwiork i
S g
o (This computer)
View your active networks Connect or disconnect
E Network Access type: No network access
Work network :
@ ity Connect to a Workplace
Change your networking settings
ﬁu Set up a new connection or network T)’PE your user name and password
Set up a wireless, broadband, dial-up,
G Connect to a network User name: ehsan
Connect or reconnect to a wireless, wi
Password: 123
Choose homegroup and sharing optid Shicwi chifictass
Access files and printers located on ot .
Remember this password:
@ Troubleshoot problems Domain (optional):
Diagnose and repair network problem
See also
HomeGroup
Internet Options
Windows Firewall
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oS 0 oSl | Properties g cowly SolS ouls sl | Connection gg,
=loEs |

'E' » Control Panel » Network and Internet » Network Connections » v I +5 ‘ ' Search Network Connections L ‘
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection &~ O @
.: L2TP Vpn Connection :E Local Area Connection
'\‘sw Disconnected >  Network
g2 WAN Mini G ) PRO/1000 MT Network C...
Status
Set as Default Connection
Create Copy
Create Shortcut
% Delete
@ Rename
@ Properties

S0 Suds' Advanced setting g 3 9 o2 (0 51,8 L2TP iy 1, Type of Vpn g w19, o0 SeCUrity i as onlis 3 oy
w3 0 OK g s (o0 1,8 020 )5 @ulidd' 59 yo a5 Secret b iy 1, Key ouds 50 0 2y 519

EE]

@Qv‘ @ » Control Panel » Network and Internet » Network Connections » v]‘,” Search Network Connections p\

v A @

En

Organize v Start this connection Rename this connection Delete this connection Change settings of this connection

.: L2TP Vpn Connection ~ Local Area Connection
\,!j Disconnected * Network

&> WAN Miniport (IKEv2) & Intel(R) PRO/1000 MT Network C...

§ L2TP Vpn Connection Properties @—]

General | Options | Securty | ing | Sharing |
Tipaci AR
(Layer 2 Tumneling Prtocol wi IPsec (L2TP/PSec) -

Data, i

I Require encryption (disconnect if server declines) v I
Authentication
() Use Extensible Authentication Protocol (EAP)

Propetties zn

© Allow these protocols ©) Use preshared key for authentication
Key: | 12345

[F] Unencrypted password (PAP) () Use certificate for authentication

allenge Handshake Authentication Protocol (CHAP)
icrosoft CHAP Version 2 (MS-CHAP v2)

[7] Automatically use my Windows logon name and
password (and domain, ff any)

Verify the Name and Usage attributes of the server’s certificate

\RAl



S Sds’ Connect g9, p 9 Cawly SdS o0l olxs| Connection g, »

=3 B8

@uv! &/ » Control Panel » Network and Internet » Network Connections » v ‘ 4 I[ se e
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection v 0 @
l’\ L2TP Vpn Conn onnection

Sem Disconnected Connect
VAN Miniport (L] Status I

Set as Default Connection
Create Copy
Create Shortcut

B Delete

% Rename

%  Properties

Sg o0 51,8y LaN-2 4K b caydS b )l 43,5 SS connect 95 p a5 Sloj wusS oo ol ) e 55 45 5ab o

o (&=

xR w = [ f
@\jv & » Control Panel » Network and Internet » Network Connections » v", e two P
Organize v Disconnect this connection Rename this connection View status of this connection Delete this connection Change settings of this connection =y A @

L2TP Vpn Connection Local Area Connection
/pn Connection
g Miniport (L2TP) ork C.
Network Connection Details P

Network Connection Details:

Propetty Value
— i« Connection-specific DN...
C\Windows\system32\cmd.exe Description L2TP Vpn Connection
Microsoft Windows [Uersion 6.1.7661]
Copyright (c) 2089 Microsoft Corporation. ALl rights reserved. ;:’z‘;aéni‘:z“ 2.
C:\Users\ehsandping 192.168.20.2 |Pv4 Address 192.168.30.100
Pinging 192.168.28.2 with 32 bytes of data: P4 Subnet Mask 255.255.255.255
Reply from 192.168.28.2: bytes=32 time=3ms TT IPv4 Defautt Gateway
Reply from 192.168.20.2: hytes=32 time<ims TT 1Pv4 DNS Server
[Reply from 192.168.20.2: bytes=32 time=1ms TT
Reply from 192.168.20.2: hytes=32 time=ims TT IPv4 WINS Server
- i . . NetBIOS over Tepip En...  Yes
B pathetas Santim 4. Tecsiad =4, Lostr=a' @7 1ossY, Linkfocal IPVG Address  fe80:b0d543d8ed28:8836%18
Approximate round trip times in milli-seconds: IPv6 Defautt Gateway
Minimum = Bms, Maximum = 3ms, Average = 1ms |PvE DNS Servers fec0:0:05:1%1
C:\Users\ehsan>_ fec0:0:01fff::2%1
fec:0:0ffff::3%1
[ Close
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bl o0 L2TP IS5 g5y (31 yb 51 Site To Site i (s3bw 00l g2 o (smyp sl e = T g9 sl

1.1

Lan Segment-2
200.1.1.0/24

ether1:Host Only
For Connect To R2

Lan Segment-3
100.1.1.0/24

ether1:Host Only
For Connect To R1

ether2:192.168.10.1

ether1:Host Only
For Connect To R3

ether3:192.168.20.1

L2TP Tunnel

Lan Segment-1

192.168.10.0/24 Lan Segment-4

" VPN Client VPN Server
192.168.20.0/24

LAN-2
192.168.20.0/24
GW:192.168.20.1

LAN-1
192.168.10.0/24
GW:192.168.10.1

Branch Office Central Office

DS o0 owyyt 1y 1) 9L L2TP JSGg y 3l ooliiw! L Site To Site (g3lw ooly (sl

aSls GLIP Sguzme 51IP Valid <y g5 ol 3,1 9929 (510! (ygamlagil 9 jw Sy <8 5 S (535 0 darid 55 9 (558 Jlio yobas
Oled 5l osliiwl L)wigh Juake jgpmw crl &1 silgts jui <8 2 (Glb dnnd s 55 9290 G SN bl aziliz oyl JAS1
.S o0 oolawl Site To Site oSS 5l (Invalid IP

gy aSd b @ )5 4 IP Gl

R1 )43)
1

Address Network Interface IRe
7" 192.168.10.1/... 192.168.10.0 ether2
£°200.1.1.1/24 200.1.1.0 ether3

Address <192.168.10.1/24> | Ad 1

Address: Address:
Network: [192.168.100 | Network: [200.1.1.0

Interface: [ether2 2 Interface: [ether3 *
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el [l i & e 2

][] [a] [¥]
]Mﬁm

/]Ndwmk

100111724 100.1.10
9200.1.1.2/24  200.1.1.0

Address: |200.1.1.2/24

Network: 200.1.1.0 -

Interface: |ether2 2

enabled

New Teminal
ISDN Channels

Make Supout if
Manual

< | el it d

P 100.1.12/24

100.1.1.0 ether2

T192.168.20.1/... 192.168200  etherd

Address <10

Address: [100.1.1.2/24

Network: 100.1.1.0 .
Weface:(ahe2 3]

Address: |100.1.1.1/24

Network: [100.1.1.0 -

tefoce: [ohed _[¥]

Address: |192.168.20.1/24

Network: |152.168.20.0 -

Interface: |ether3 K
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Rades | Nexhops | Fues VRF

[#[=] [][] [e] [¥]

:R1 ,ig, yo Default Route iy ,=5

|Dst. Address  / |Gateway

Distance [Routing Mark | Pref. Source || v

DAC P 192.168.10.0/... ether2 reachable
DAC P200.1.1.0/24  ether3reachable

Atbites

192.168.10.1
0 200.1.11

Dst. Address: (0.0.0.0/0

Gateway: |200.1.1.2

Check Gateway: I

Type: |unicast

Distance: |

Scope: I30

HRROAGE

Target Scope: |10

Routing Mark: |

=\ = | =Sz

:R3 ,o Default Route iy y=5

Gateway: [100.1.1.1]

OleckGaeway:l

Type: Itncas!

[l!mce:|

Scope: |30

Target Scope: 10

Routing Mark: |

Pref. Source: |
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=
el
&
=z | =zl 2 e

| Firewall

Wl Al o s Gyl 4y b CludS asCy! 61 R1 4igy 50 Nat olx!

Fiter Rules NAT | Mangle  Service Ports  Connections | Address Lits | Layer7 Protocols |

EIEI li’ |3: Reset Counters ||00 Reset All Counters l D@

#|  [Adion [Chain |Src. Address |Dst. Address |Proto...|Src. Port  |Dst. Port |In. Inter...|Out. Int... |[Bytes  |Packets || ¥

Sre. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocol: |

Src. Port: | |+ Copy

Dst. Pot: | R

|
Any. Port: | |~ I Reset Counters |

In, Interface: | LY | [ Reset Al Courters
|0u»mrfaee:DElA
Packet Mark: | | v
Connection Mark: | |~
Routing Mark: | |~

Routing Table: |

Type: |

Fiter Rules NAT | Mangle  Service Ports Conmections | Address Lists | Layer? Protocols
(=] [“][¢] [e3] [¥] [ Rese Couricr |00 Reoet M Courters | a3

# |  |Adtion [Chain |Src. Address | Dst. Address |Proto...[Src. Pot  |Dst. Port  |in. Inter...|Out. Int... |Bytes Packets || ¥

New NA o] ]

General | Advanced | Bxtra | Action] Staisics |

p—— O
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Wl Al s Syl 4y b CludS asCy! 612 R3 4igy 50 Nat olx!

')
Interfaces enal (= E3
Wireless Fiterudes. NAT |Mangle  Sence Pots | Comnectons Address Liss | Layer7 Potocos
Bidge = =
PPP [#][=] [2]] [] [¥] [ rese EE
#| [Adion [Chain  [Src. Address [Dst. i 1
Mesh General |Advanced  Bira| Action | Statistics | oK
P p Chain: K2 Cancel
IPv6 ¥ Sre. Address: [ 1[192.168.200/24 |4 Aoply
MPLS P
Dt Address: | B4 >
oA
System r Protocal: | |v Comment
Queues Sre. Port:[ " Copy
: Det. Port: [ | Remove
3 Ay, Pot: | | | [ Reset Courters
— 7 In. Interface: | L7 | [ Reset Al Courters
New Teminal Ou. nterface: [ ether2 [3]a
Otems
SDN Charnels
| P Packet Mark: | g
1 Meke Supout f Connection Mark: | >
Manual Routing Mark: | v
Bt Routing Tabe: | v
: CmnedimTwe:[ "
enabled

Pots Connections  Address Lits | Layer? Profocols

SDN Channels
KM

Make Supott rf
Manual

Bxt
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:R3 59, ;0 L2TP Server g s3bw J2é

[v| Hide Passwords [ ()

| PPP Scanner || PPTP Server | SSTP Server [ L2TP Server || OVPN Server || PPPoE Scan | [Finc

Name / [Type [2mTu [T [Rx T Pac...|Rx Pac... T Drops |Rx Drops T Ermors R Erors| | v

T —

MRRU: [ |+
Defauit Profe: |defaut-enci| ¥ |
- k“m it —_—

vl pap chap
v mschap1 vl mschap2

0items out of 3

R3 yigy 30 y9,m 4 b po Slouliss

Local Address: |192.168.30.1

Remote Address: |192.168.30.100

Titem (1 selected)
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:R1 g, ;5 L2TP Client g;Lw Jlsd

1, L2TP Client suis 3b sg0 y 3 31 9 00,5 Sods Add 59, » Interface <o jl ous 5L oy 31 9 il 1) PPP Lol g0 I

#-] = [ ][] [c1] | 7] | PP scamer || PPTP Sever || SSTP Sever || L2TP Sever || OVPN Server || PPPOEScan | [Fr0 ||

|

PPP Server [L2MTU [Tx I [T« Pac... |Rx Pac... T Drops |Rx Drops | Tx Erors [Rx Emors | |
PPP Clent
PPTP Server
PPTP Client
SSTP Server
SSTP Client
L2TP Server
L27P Clent
OVPN Server
OVPN Clent
PPPOE Server
PPPOE Clent
1SDN Server
1SDN Clent

oS 50 O,y 1y pusiS L 45 (68 yomu § pi 399 9 L2TP Server (IP w7 Connect To cuwowwd 4o Dial Out <o 4o

Intefface | PPPoE Servers | Secrets | Profles | Active Connections

[#~|[=| [~] /2] (] ] | PPP Scamer || PPTP Sewver || SSTP Server || L2TP Server || OVPN Server || PPPoE Scan | [Finc

[Name /| Type M1y [T [Rx |Tx Pac... |Rx Pac...| Tx Drops |Rx Drops | Tx Emors [RxEmors | |+

New Interface

User: [ehsm
Password: |~
Profile: |ddademzywon

[ Dial On Demand
[} Add Default Route

v chap
v mschap2
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R3 g, 50 b diwy (1l ynno

oS o0 3yl 1y duailo A8l g 0T Canundd o3| 4 : Dst.Address
JLGS' )" C] LS}L?‘° Sy as (ﬁ)é‘i'ﬂ'ﬁ“; «® é)" ‘) Vpn Client o -b,g).b Ls}l&o M Q)U uﬂ)é"— Coumd U"‘ o GateWay
B o0 0318 plais! ;T 4 Vpn Server &

=) 1] (] 1

/ |Gateway

100.1.1.1 reachable ether2

ether2 reachable
[ 168.10.0/... 192.168.30.100 reachable d2tp-ehsan>
|DAC P 192.168.20.0/... ether3reachable

Dst. Address: |[EZRIERIN0EL
- [192.168.30.100

Check Gateway: [

Type: |unicast

Distance: [1
Scope: [30
Target Scope: [10
Routing Mark: |

Pref. Source: |

R1 ig) ;5 b sty (b yrumno

200.1.1.2 reachable ether3

DAC P 192.168.10.0/...
AS P 192.168.20.0/...
DAC P 192.168.30.1
DAC P200.1.1.0/24

ether2 reachable

192.168.30.1 reachable |2p-out1
12tp-out1 reachable

ether3 reachable

192.168.10.1

192.168.30.100

Dst. Address: |IERRLS:PONVPL]

Gateway: [192.168.30.1

Check Gateway: |

Type: |unicast

Distance: [1

Scope: [30

Target Scope: [10

Routing Mark: |

Pref. Source: I
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Organize v

o || B[R
Q &) < & » Control Panel » Network and Internet » Network Connections » Se e el
Disable this network device Diagnose this connection Rename this connection View status of this connection ~ » v i ()w
Local Area Connection
Internet Protocol Version 4 (TCP/IPv4) Properties ? =

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011
Copyright (c) 2889 Microsoft Corporation.

All rights reserved.
C:\Users\LanSegmet1dping 192.168.20.2

data:
=ims
ns
=2ms
=2mns

Pinging 192.168.20.2 with 32 hytes of
Reply from 192.168.20.2: hytes=32 tim
Reply from 192.168.20. hytes=32 tim
Reply from 192.168.20. bytes=32 tim
Reply from 192.168.28.2: hytes=32 tim

TTL=126
TTL=126
TTL=126
TTL=126

Ping statistics for 192.168.20.

Packets: Sent = 4, Received = 4, Lost = @ <(B% loss).
Approximate round trip times in milli-seconds:

Minimum = ims,. Maximum = 2ms. Average = 1ms

C:\Users\LanSegmet1)>

Obtain an IP address automatically

=3 R

@ Use the following IP address:

3 IP address: 192 .168. 10 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192,168 . 10 . 1

© Use the following DNS server addresses:
Preferred DNS server:
Alternate DNS server:

| Validate settings upon exit R ‘

! OKij i Calcil

ol &/ » Control Panel » Network and Internet » Network Connections b

€10

Organize v Disable this network device Diagnose this connection Rename this connection

Local Area Connection

o |IB ]S
v'\v,Hff:" C R

View status of this connection Change settings of this connection v 0l ®
Internet Protocol Version 4 (TCP/IPv4) Properties S7l IS

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

B C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011
Copyright (c) 2009 Microsoft Corporation. All rights reserved.
C:\Users\LanSegment>ping 192.168.10.2

Pinging 192.168.10.2 with 32 hytes of data:

Reply from 192.168.10.2: hytes=32 time=1Bms TTL=126
Reply from 192.168.10.2: hytes=32 time=2ms TTL=126
Reply from 192.168.10.2: hytes=32 time=2ms TTL=126
Reply from 192.168.18.2: hytes=32 time=1ms TTL=126

cs for 192.168.108.2:
st Sent = 4, Received = 4, Lost = @ (B% loss),
Approximate round trip times in milli-seconds:
Minimum = ims, Maximum = 1@ms, Average = 3ms

C:\Users\LanSegment >

o | &R
Obtain an IP address automatically
@ Use the following IP address:
IP address: 192.168.20 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192.168. 20 . 1

0 Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Validate settings upon exit ‘W‘

Lo J[

sl 00 153 L2TP S5 g, 31, 31 Site TO Site & ygas 450 95 oy bLS |

Cancel |
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IPIP Tunnel : 2o,k Juad

Open JSGgy cploisl o Tunneling b SS9y 51 550 S g Internet Protocol Internet Protocol aols iz IPIP

i ot Jilio e 30 Jole i E43 9 0 15 (0 48 oolasiul 3550 b Jolo poiwamw plod jo 45 Jxo o] & <l Standard

0oly i Cd yul jo s (sl 50 9 09 (oo ooliiwl S aSHL W yig, bLI I gl 0,10 0,15 i yul dumo o b ST gy o0

Dy (o0 S5l

JSG g5 3 oolaiw! L.osS oo Jiito 9 wdd o0 518 O IP g iy (950 15 1P (gl diun &5 ol W yguo (ol 4 ST g (ol 0 ySlos
S o0 42 LSS 1y i 590 (Ll yre Bl 5l a5 aslll 90 ( IPIP

WS Wyl5 SO gy pB 69y e 9 S (o0 o2l y8 Route G bilie ig) Coomw d lal SS9y o2l (53w 00by (sl (IS seku
bl 2 sl yig) ooy opl a0gid (o0 0010 ol IP S (g 5lome a5 oyl & Lylkd g 9940 (o0 iy 325 IPIP g3 51 (5 5lxo

g (o0 Jato SRuuSo 4 gilme LT S 5l eslisul

il o IPIP S5 gy (530w 03y « g2l ol (g 3 £ ) g9 yLw

Internet Protocol Internet Protocol

Internet
R2

~

ether2:200.1.1.2

Lan Segment-2 L1

200.1.1.0/24 ether1:Host Only Lan Segment-3
For Connect To R2 100.1.1.0/24
S .
J etherz'_ 10

ether1:Host Only

S .
ther1:Host Onl
For Connect To R1 =1 eiheri:Host Unily

For Connect To R3
ether3:192.168.20.1

IPIP Tunnel

ether2:192.168.10.1

Lan Segment-1

192.168.10.0/24 Lan Segment-4

192.168.20.0/24

LAN-1 LAN-2
192.168.10.0/24 192.168.20.0/24
GW:192.168.10.1 GW:192.168.20.1

- s
_ g

R1 R3
P 172.16.1.1 172.16.1.2 &

192.168.10.0/24 192.168.20.0/24
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New Teminal
ISDN Channels
KVM

Make Supout rif
Manual

Bt

200111724 200.1.1.0

Address <192168.10.1/24>

Address: |192.168.10.1/24

Network: |192.168.10.0

-

hofce: ez ]3]

New Teminal
ISDN Channels
KVM

Make Supout if
Manual

Exit

=z | =z| L TR

g,y S b )5 & IP Cluss!

Address: |200.1.1.1/24

:R1 g,

[v] Hide Passwords l@\

Network: 200.1.1.0

7 [ Network

| Intedface

=P 100.1.1.1/24
P200.1.1.2/24

100.1.1.0
200.1.1.0

Address: |200.1.1.2/24

ether3
ether2

Network: [200.1.1.0

r'S

Inteface: |ether2 lil

Address: 100.1.1.1/24

Network: [100.1.1.0

-

ierace: [ahe3 ||
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=
o
7
7| IS

New Temninal
ISDN Channels

Make Supout fif
Manual

| Address / | Network

10011224 100.1.1.0
P192.168.20.1/... 192.168.20.0

Address: 100.1.1.2/24

Network: |100.1.1.0

Reface: (e  [3]

R3 )J’)

V] Hide Passwords [l (51

Address: |192.168.20.1/24
Network: (192168200 |

:R1 ,ig, yo Default Route iy y=5

DAC 192.168.10.0/... ether2 reachable
DAC P200.1.1.0/24  ether3reachable

Dst. Address: (0.0.0.0/0

Gateway: |200.1.1.2

Check Gateway: |

Type: |uncast

Distance: |

Scope: |30

Target Scope: |10

Routing Mark: |
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:R3 ,o Default Route iy ,=5

ot R T

Gateway: [100.1.1.1]

Check Gateway: I
Type: Itncas!

Distance: |
Scope: |30
Target Scope: 10
Routing Mark: |
Pref. Source: |

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 50 Nat ol

Fiter Rules NAT | Mangle | Service Ports  Connections | Address Lists | Layer7 Protocols |
EE llllmese«ceum o0 Reset A Couters | [ @8]

|Src. Address |Dst. Address [Proto...[Src. Pot [Dst.Pot [In.Inter..[Out. Int...[Bytes  [Packets [|v

Chain: |ma
Src. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocol: |
Sre. Port: I

Dst. Port: |
Any. Port: |
In. Interface: |

|m.mrfwe: O N+ |

Packet Mark: |

Mark: |
Routing Mark: |
Routing Table: |

jon Type: |
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erf: Firewall

Bridge Fiter Rules NAT | Mangle Service Ports  Connections | Address Lists | Layer7 Protocols |

e [#][=] [ Feset Courters || 00 Reset Al Courters | a sl
::“" D # |  [Action |[Chain |Src. Address |Dst. Address |Proto... [Src. Pot [Dst. Port [In. Inter...[Out. Int... [Bytes |Packets  [|v
1Pv6 r

MPLS » | Advanced | Bxra| Action] statistics |

Foutng ! —— 0

System »

Queues

Files

Log

Radius

Tools P

New Teminal

ISDN Channels

KVM

Make Supout rf

Manual

Ext

Lol

Sl Al o i Sy | A b CoudS 4SSyl 610 R3 5gy 50 Nat ol

Bidge P = =
] ool ¥ s T
#] |Adion [Chan |Src. Address |Dat
= [ Jretin | | (1 s Advanced Bt Action |Statisics oK
P ¥ Chain: 3 Cancel
Py r S, Address: (1[192.168.20.0724 |2 Aoply
MPLS i
Dst. Address:
e | F
System N Protocol: l |v Comment
Queues Src. Pott: | ¢ Oy
z: Dst. Port: I |' Remove
| B Aoy, Pott: | | % | [ Reset Courtes

— 5 In. teface: | 17 | [ Reset AlCountens
New Terminal Out. nterace: [ |ether2 [#]a
1SDN Chanels b
= Packet Matk | |~
Make Suport Comnecion M | 7
Manudl Routing Mark: | |'
Ed Rouiing Table: >

Connection Type:l |'

enabled
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FiterRues NAT |Mangee Service Pots Connectons  Adcress Lits | Layer? Protocols|

:R1 yigy ) IPIP (g5lme aSCols )l iy o3

9 oS oo Sls Add (g, » aid, IP Tunnel oo a ons 3L oy 51 g 00,5 SIS Interface 59,0 Lol 5o 3 501 6l y
Dk (o0 el ]y 15 Olenlils

oS 50 S IPIP (g5l a5 &S <l o Ky : Name

Nigd oo Lyl Jlo 5y 4 @3 yb o] 31 L diun 45 g, 51 (3] dSeals 5 4 bgy po (IP Valid) IP s 57 : Local Address

g oo aine Juddio gy 49 bgs e IP w,5T : Remote Address

ntefface | P ' RE Tumnel VLAN VRRP Bondng LTE
(&=

‘_ [Name [Type [MTU  J2MTU [T [Rx | Tx Pac... |Rx Pac... | Tx Drops | Rx Drops | Tx Emors |Rx Erors |
R RIR3 P Tunnel 1480 Obps  (Obps 0 0 0 0 0 0

Trfic

| Name: R1-R3
Type: [IP Tunnel
MTU: [1480

L2MTU: |

Local Address: [200.1.1.1
Remote Address: [100.1.1.2

DSCP: [0
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:R1 g, 0 gilome &l )5 s IP lusl

v Hide Passwords [l ()

| Address 7 |Network
1721611724 1721610
P192.168.10.1/... 192.168.100
F2001.11/24 200110

Network: |172.16.1.0

Intedface: |R1-R3

o o] s B s 0

Interfaces nterface ,D X
Virelss nteface  Ethemet EolP Tunel | IP Tunnel |GRE Tunnel VLAN VRRP Bondig LTE.
= v
i [Name 7 [Type MU [2MTU[Tx  [Rx [T Pac..|RPac..|Tx Drops |Fx Drops T Erors | Eroms v
Mesh R @RIRI IP Tumel 1480 Obps  Obps 0 0 o0 0 0 0
P p
IPvé P
MPLS r .
Roting | oK
Sgen | =
Queves Type: |IP Tumel ey ]
Fles MTU: [1480 |

-Dinble
- col] ‘
Radius
Tools P Local Address: [100.1.1.2 1| copy
New Teminal /1 gem out of 4 Remote Address: [200.1.1.1 [ Remove |
ISDN Channels
o DSCP: [0 |31 | Torch
Make Supout if
Manual
Bxt

enabled running e

YvAa



v[x a7

| Address 7 [ Network
£100112/24 100110

192.168.20.1/... 192168200  etherd

P NR17.16.1.2/24)

Network: |1721610 | &

[reetece: o 3|

:R1 ,ig, ,o Static Route iy yx5
(S o0 i 425 |y 3 Static Route (R1 g, o Lan-2 ;5 59590 slo coodMT L LaN-1 ;0 592 g0 slo CogMS bLI I 5,18 » sl

[#]=|[v[x a7

[Dst. Address /| Gateway
AS P0000/0  200.1.12reachable ether3
DAC P172161.0/24 R1-R3reachable 1721611
DAC P 192.168.10.0.. ether2reachable 192.168.10.1
'P192168200/.. 172161 2reachableRIR3 1
DAC P200.110/24 etherdreachable 0 2001.1.1

Gateway: |172.16.1.2 5] [rmachable RI3

Check Gateway: [

Type: lmcast

Distance: l1
Scope: |30
Target Scope: |10
Routing Merk: |
Pref. Source: |

YA



:R3 4, ,o Static Route & =i

S 0 Ay |y 5 Static Route (R3 ,ig, joLan-1 )0 04290 b coudS LLaN-2 ;5 59540 sl oM bLI )l 65148 p sl

%) || (4| | Safe Mode V| Hide Passwords [l
Interfaces (O[]
Wireless

Routes | Nexthops Rules VRF
Bridge E
- R
PPP AR INISINN'S a |®
Mesh Dst. Address Gateway Distance |Routing Mark | Pref. Source W
AS  P0.0.0.0/0 100.1.1.1 reachable ether2 1
P DAC P100.1.1.0/24  ether2reachable 0 100.1.1.2
IPv6 DAC P 172.16.1.0/24 R3-R1reachable 0 172.16.1.2
AS P 192.168.10.0/.. 172.16.1.1 reachable R3-R1 1
MPLS DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1
Routing Route <192.168.10.0/24> =E
System General | Attibutes
Queues
Dst. Address: Cancel
Files
= Gateway ¥ | |reachable R3-R1 $ Poply |
Radius Check Gateway v Disable
Tools
Type: |unicast + Comment
New Teminal
Copy
ISDN Channels Sitems Distance: |1 .=
—— Remove
KvM Scope: |30 >
Make Supout rif Target Scope: [10
Manual
Routing Mark: v
Bt
Pref. Source v
enabled active static

oS o0 00l PiNg jgiws 1 bl yl Caund gl 9 pud (0 (ol IP b CoudS & g9 )l 3

C:A\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760811
Copyright <{c> 28089? Microsoft Corporation.

C:\Users\LanSegmetl>ping 192.168.28.2

Pinging 192.168.28.2
from 122.16 2
from 192.16
from 1922.168.208.
from 192.168.20.2:

of data:z

with

32 hbytes
bytes=32
bytes=32
bytes=32
bytes=32 time=2ms

statistics for 192.168.208.2:
Packets: Sent 4. Received
Approximate »ound trip times
Minimum ims. Maximum

4. Lost
in milli—secon
2ms . Average

IC:\Users\LanSegmetl1>

All »ights r»eserved.

6
TTL=126

8 <(Bx loss>.
ds:
ims

CAWindows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.76011
opyright <{c> 2889 Microsoft Corporation.
C:\Users\LanSegment>ping 122.168.18.2

a.2 of data:c
i time=18ms

with 32 bytes
bytes=32
bytes=32
bytes=32
bytes=32

IPing statistics for 192._.168.18.2:
ackets: Sent Received 4, Lost
Approximate r»ound trip times in milli—secon
Minimum = 1ims.,. Maximum 18ms . Average

Pinging 1922.168 .1
Reply from 19
Reply from

Reply from

Reply from time=1ms

C:\Users\LanSegment>

VAN

All »ights r»eserved.

TTL=126
TTL=126

TTL=126
TTL=126

a8 <Bx loss>.
ds:
3ms




GRE Tunnel : p253b Juad

GRE iU (guoy S asials 5o bli,yl sla g, 51 Suo S99 aiil o0 Generic Routing Encapsulation aols caiso GRE
WS o0 00l T 31 3 S g 3o AT Wil (o g <5 1 TuNNeling JSS'g 3 GRE. !

s @ IPIP 31 piis <ol 4 a5 <ol IPIP Tunnel los GRE #8lg jo.cawldly s yois dlguas Sxo 4 GRE s Encapsulation
&S o0 SLsI (Packet)

@ IP olass| yof Lules g 098 41,8 bLI,I G muiS 3,9 1y duaiio 159y IP 1 gy B,b 30 18 30 Comsl o0 o U 45 ol 5o
. Static Route wldes plxil g ooy slomy | sl g i |

il 00 GRE IS5 g5y (53w 00l « g1 s ol (omoy 31 B2 £ ) g9yl

Generic Routing Encapsulation

Internet

it \
100,

~

ether2:200.1.1.2

Lan Segment-2

200.1.1.0/24 ether1:Host Only Lan Segment-3
- 2 For Connect To R2 100.1.1.0/24
‘“9‘3-.200- : \-/ ther, 2:1,
ther1:Host Onl eR1 5? 0.1.1'2
ether1:Host Only <) etheri:Host Onl
For Connect To R1 GRE Tunnel For Connect To g:s

ether2:192.168.10.1 ether3:192.168.20.1

Lan Segment-1

192.168.10.0/24 Lan Segment-4

192.168.20.0/24

LAN-1 LAN-2
192.168.10.0/24 192.168.20.0/24
GW:192.168.10.1 GW:192.168.20.1

R1 R3
—~, 172.16.1.1 1721612 &

192.168.10.0/24 192.168.20.0/24

YAY



New Teminal
ISDN Channels
KVM

Make Supout rif
Manual

Bt

200111724 200.1.1.0

Address <192168.10.1/24>

Address: |192.168.10.1/24

Network: |192.168.10.0

-

hofce: ez ]3]

New Teminal
ISDN Channels
KVM

Make Supout if
Manual

Exit

=z | =z| L TR

g,y S b )5 & IP Cluss!

Address: |200.1.1.1/24

:R1 g,

[v] Hide Passwords l@\

Network: 200.1.1.0

7 [ Network

| Intedface

=P 100.1.1.1/24
P200.1.1.2/24

100.1.1.0
200.1.1.0

Address: |200.1.1.2/24

ether3
ether2

Network: [200.1.1.0

r'S

Inteface: |ether2 lil

Address: 100.1.1.1/24

Network: [100.1.1.0

-

ierace: [ahe3 ||

YAY



=
o
7
7| IS

New Temninal
ISDN Channels

Make Supout fif
Manual

| Address / | Network

10011224 100.1.1.0
P192.168.20.1/... 192.168.20.0

Address: 100.1.1.2/24

Network: |100.1.1.0

Reface: (e  [3]

R3 )J’)

V] Hide Passwords [l (51

Address: |192.168.20.1/24
Network: (192168200 |

:R1 ,ig, yo Default Route iy y=5

DAC 192.168.10.0/... ether2 reachable
DAC P200.1.1.0/24  ether3reachable

Dst. Address: (0.0.0.0/0

Gateway: |200.1.1.2

Check Gateway: |

Type: |uncast

Distance: |

Scope: |30

Target Scope: |10

Routing Mark: |

YAY¥



:R3 ,o Default Route iy ,=5

ot R T

Gateway: [100.1.1.1]

Check Gateway: I
Type: Itncas!

Distance: |
Scope: |30
Target Scope: 10
Routing Mark: |
Pref. Source: |

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 50 Nat ol

Fiter Rules NAT | Mangle | Service Ports  Connections | Address Lists | Layer7 Protocols |
EE llllmese«ceum o0 Reset A Couters | [ @8]

|Src. Address |Dst. Address [Proto...[Src. Pot [Dst.Pot [In.Inter..[Out. Int...[Bytes  [Packets [|v

Chain: |ma
Src. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocol: |
Sre. Port: I

Dst. Port: |
Any. Port: |
In. Interface: |

|m.mrfwe: O N+ |

Packet Mark: |

Mark: |
Routing Mark: |
Routing Table: |

jon Type: |

YAD



erf: Firewall

Bridge Fiter Rules NAT | Mangle Service Ports  Connections | Address Lists | Layer7 Protocols |

e [#][=] [ Feset Courters || 00 Reset Al Courters | a sl
::“" D # |  [Action |[Chain |Src. Address |Dst. Address |Proto... [Src. Pot [Dst. Port [In. Inter...[Out. Int... [Bytes |Packets  [|v
1Pv6 r

MPLS » | Advanced | Bxra| Action] statistics |

Foutng ! —— 0

System »

Queues

Files

Log

Radius

Tools P

New Teminal

ISDN Channels

KVM

Make Supout rf

Manual

Ext

Lol

Sl Al o i Sy | A b CoudS 4SSyl 610 R3 5gy 50 Nat ol

Bidge P = =
] ool ¥ s T
#] |Adion [Chan |Src. Address |Dat
= [ Jretin | | (1 s Advanced Bt Action |Statisics oK
P ¥ Chain: 3 Cancel
Py r S, Address: (1[192.168.20.0724 |2 Aoply
MPLS i
Dst. Address:
e | F
System N Protocol: l |v Comment
Queues Src. Pott: | ¢ Oy
z: Dst. Port: I |' Remove
| B Aoy, Pott: | | % | [ Reset Courtes

— 5 In. teface: | 17 | [ Reset AlCountens
New Terminal Out. nterace: [ |ether2 [#]a
1SDN Chanels b
= Packet Matk | |~
Make Suport Comnecion M | 7
Manudl Routing Mark: | |'
Ed Rouiing Table: >

Connection Type:l |'

enabled

YA?



Rues NAT |Mangle Service Ports Connections  Adress Lists  Layer? Protocols |
+ >
# an [Sc. Addess [Dst. —

Acton: [ |

:R1 ,ig) 59 GRE (gjlxe ool w5 by o3

9 S o0 SlS Add (g9, w0 axdy GRE Tunnel i &y ooy b 0y 31 g 00,5 oS Interface 59, Lol (so0 31 S 1 5l
Dk (o0 el ]y 15 Olendils

S o0 QLGHIPIP (6 5lo 4l )5 gl 0 o S - Name

g oo e Juddio 39y 49 bgs e IP w,sT : Remote Address

| Sefe Mode |
eface it
nterface | Bihemet | EolP Tunnel 1P Tunnel | GRE Tumnel |VLAN VRRP Bondng LTE
(]| [=l[v]
[ Name

/ Type [MTu J2mTu [ R [T« Pac... |Rx Pac... T Drops | Rx Drops | T Eors |Rx Erors |
R @RIAI GRE Tunnel 1476 65535  Obps  (Obps 0 0 0 0 0 0

R3
Traffic |
Name:
Type: |GRE Tunnel
MTU: (1476
L2 MTU: 65535

Local Address: |

Remote Address: |100.1.1.2

1item out of 4

YAY



(Find__]

7 [ Network inter I
1721611724 1721610 R1R3
9192.168.10.1/... 192168.100  ether2
200111724 2001.1.0 ether3

Network: |172.16.1.0

Interface: [R1-R3 | : ||

:R3 ,ig) ;9 GRE (gjlxe aSouls w5 by o3

| EolP Tumel 1P Tumel| GRE Tumol | VLAN VRRP Bondng LTE.
el I
R T

R 4R3RI1 GRE Tunnel

[MTu J2mTu [ [Rx [T Pac... |Rx Pac... T Drops |
65535 0 = 0 0 o 0

|65535

(200111

1item out of 4

|
|

;10

YAA



| kb ek

| | Network |
10011224 100110 ether?

P_—
192.168.20.1/... 192168200  ether3

Network: (1721610 | a

|he|face: R3R1 E] |

:R1 ,ig, ,o Static Route i yx5

p.J «° &ﬂ.!‘)# ‘) ») Static Route (R1 ).'9) o Lan-2 )0 0990 GLQ g.d.v}b’ |g Lan-1 )0 95390 ‘slb A..CUW bLfJ”)‘ 6)')§ﬁ 6').3

Dst. Address /| Gateway

AS  P00000
DAC P17216.1.0/24

DAC P200.1.1.0/24

DAC P192.168.10.0/...

200.1.1.2 eachable ether3

R1-R3 reachable 1721611
ether? reachable 192.168.10.1
12161 2rachableRIR3 1
ether3 reachable 0

Check Gateway: |

Type: [urlcw

Distance: [1

Scope: [30

Target Scope: |10

Routing Mark: |

Pref. Source: |

YAQ



:R3 4, ,o Static Route & =i

S 0 Ay |y 5 Static Route (R3 ,ig, joLan-1 )0 04290 b coudS LLaN-2 ;5 59540 sl oM bLI )l 65148 p sl

X) || 4| | Safe Mode v/ Hide Passwords [l
Interfaces o]
Wireless

Routes | Nexthops Rules VRF
Bridge
== E] = v a v FE
Mesh Dst. Address Gateway Distance |Routing Mark | Pref. Source W
AS 0.0.0.0/0 100.1.1.1 reachable ether2 1
P DAC P100.1.1.0/24  ether2 reachable 0 100.1 2
IPv6 DAC P 172.16.1.0/24 R3-R1reachable 0 172.16.1
AS P 192.168.10.0/.. 172.16.1.1reachable R3-R1 1
MPLS DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1
Routing Route <192.168.10.0/24> [= E3
System General | Attributes
Queues
Dst. Address: Cancel
Files
= Gateway ¥ |reachable R3-R1 s Aoply
Radus Check Gateway v Disable
Tools =
Type: |unicast 3 Comment
New Teminal
C
ISDN Channels Sitemq Distance: |1 ===
KVM Scope: |30 i’
Make Supout rif Target Scope: [10
Manual
Routing Mark v
Exit
Pref. Source S
enabled active static
oS o0 00l PiNg jgiws 1 byl Cand gl 9 pud (0 (plasis | IP by coudS & y.)tua d.Ja
CAWindows\system32\cmd.exe l I

Microsoft Windows [Uersion 6.1.760811
Copyright <{c> 2889 Microsoft Corporation. All »ights r»eserved.

C:\Users\LanSegmetl>ping 1922.168.28.2

Pinging 192_.168.208. 2 with 32 bytes of data.
from 192.16 28.2 bytes=32
from 2 bytes=32
from 1 -28. bytes=32
from 192.168.20.2: bytes=32 time=2ms

statistics for 192.168.28.2:
Packets: Sent = 4. Received = 4. Lost
Approximate r»ound trip times in milli-—seco
Minimum = 1ms.,. Maximum = Z2ms. Average

C:\Users\LanSegmetl1l>

BN C:A\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011
opyright <{c> 2882 Microsoft Corporation. All »ights reserved.

C:\Users\LanSegment>ping 192.168.168.2

Pinging 122.168.18.2 with 32 bytes of data:z
Reply from 192. -18.2 bytes=32 tlme =18ms
Reply from - = bytes=32
Reply from bytes=32
Reply from 192. 168 13 2 bytes=32

IPing statistics for 192.168.168.2:
ackets: Sent = 4, Received = 4, Lost = 8 <(Bx loss>.

Approximate r»ound trip times in milli—seconds:

Minimum = 1ims. Maximum

18ms.,. Average

C:\Users\LanSegment>




EOIP Tunnel : p2053ls Juad
Open ol plo.canl oo (B yro Soig S S 1l bwgi a5 alil 0 Ethernet Over Internet Protocol w.ls caiso EOIP
0,105 0929 B Joo oyl o g 39909 9 g I ! 2590 s Jole [ §O 9 S Standard
S0 g padleS 90 3 SUAIL s dnldl 0 ¢ A Y Wjauo 4 9 90 MY O jguar i paS (6 5bw 00l W jg0 90 4 puilei o | EOIP

il Broadcat Domain o o a5l po 45 (6 9b 4 pueS a2 LS 02 U 1) Al 99 oulgst 45 Cuwl b3 EOIP Tunnel s 8
Al aubly ALlls 929 59w DHCP S Ly aslols bl (SO )0 aspiliy <o (] 5302yt 0 80 599 ol 1 450l 52 50 99290 @lio 31 9
79y b EOIP 5l ooliul (gl50.0 50K s gy « yg a0 of 31 ilgi (g0 ol 00l o o g SS9 ol 31 o0liiusl b a5 K50
Tunnel ;s Bridge ;I colisiw! b (e g 35 (o0 518 0 i syl s (59, TuNNEl ol . 053 Tunnel [,SK050 4 SGig 500

S (50 5185 BLI I ol (S 10 a5l oo 1 45 g Al )8 g ooy 1,8

Wl oo ¥ Y @y EOIP SS9 (530w 0Ly « g2 ybms (32l oy 51 dn 1) g9 5 Lww

Ethernet Over Internet Protocol

Internet

Lan Segment-2
200.1.1.0/24 ether1:Host Only

For Connect To R2
e N

\J

Lan Segment-3
100.1.1.0/24

Sthe.
-10,
R3 011

— .
v ether1:Host Only
EOIP Tunnel For Connect To R3

ether3:192.168.20.1

ether1:Host Only
For Connect To R1

ether2:192.168.10.1

Lan Segment-1
192.168.10.0/24 Lan Segment-4

192.168.20.0/24

LAN-1 LAN-2
192.168.10.0/24 192.168.20.0/24
GW:192.168.10.1 GW:192.168.20.1

- %
_ g

R1 R3
P 17?.16.1.? 7 ) - 7 ,17246'1,'2 -

192.168.10.0/24 192.168.20.0/24

Y4



New Teminal
ISDN Channels
KVM

Make Supout rif
Manual

Bt

200111724 200.1.1.0

Address <192168.10.1/24>

Address: |192.168.10.1/24

Network: |192.168.10.0

-

hofce: ez ]3]

New Teminal
ISDN Channels
KVM

Make Supout if
Manual

Exit

=z | =z| L TR

g,y S b )5 & IP Cluss!

Address: |200.1.1.1/24

:R1 g,

[v] Hide Passwords l@\

Network: 200.1.1.0

7 [ Network

| Intedface

=P 100.1.1.1/24
P200.1.1.2/24

100.1.1.0
200.1.1.0

Address: |200.1.1.2/24

ether3
ether2

Network: [200.1.1.0

r'S

Inteface: |ether2 lil

Address: 100.1.1.1/24

Network: [100.1.1.0

-

ierace: [ahe3 ||

AN



=
o
7
7| IS

New Temninal
ISDN Channels

Make Supout fif
Manual

| Address / | Network

10011224 100.1.1.0
P192.168.20.1/... 192.168.20.0

Address: 100.1.1.2/24

Network: |100.1.1.0

Reface: (e  [3]

R3 )J’)

V] Hide Passwords [l (51

Address: |192.168.20.1/24
Network: (192168200 |

:R1 ,ig, yo Default Route iy y=5

DAC 192.168.10.0/... ether2 reachable
DAC P200.1.1.0/24  ether3reachable

Dst. Address: (0.0.0.0/0

Gateway: |200.1.1.2

Check Gateway: |

Type: |uncast

Distance: |

Scope: |30

Target Scope: |10

Routing Mark: |

AR



:R3 ,o Default Route iy ,=5

ot R T

Gateway: [100.1.1.1]

Check Gateway: I
Type: Itncas!

Distance: |
Scope: |30
Target Scope: 10
Routing Mark: |
Pref. Source: |

WSl Al o i Sy | g b CoudS aSCy! 610 R1 4igy 50 Nat ol

Fiter Rules NAT | Mangle | Service Ports  Connections | Address Lists | Layer7 Protocols |
EE llllmese«ceum o0 Reset A Couters | [ @8]

|Src. Address |Dst. Address [Proto...[Src. Pot [Dst.Pot [In.Inter..[Out. Int...[Bytes  [Packets [|v

Chain: |ma
Src. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocol: |
Sre. Port: I

Dst. Port: |
Any. Port: |
In. Interface: |

|m.mrfwe: O N+ |

Packet Mark: |

Mark: |
Routing Mark: |
Routing Table: |

jon Type: |

Vay



erf: Firewall

Bridge Fiter Rules NAT | Mangle Service Ports  Connections | Address Lists | Layer7 Protocols |

e [#][=] [ Feset Courters || 00 Reset Al Courters | a sl
::“" D # |  [Action |[Chain |Src. Address |Dst. Address |Proto... [Src. Pot [Dst. Port [In. Inter...[Out. Int... [Bytes |Packets  [|v
1Pv6 r

MPLS » | Advanced | Bxra| Action] statistics |

Foutng ! —— 0

System »

Queues

Files

Log

Radius

Tools P

New Teminal

ISDN Channels

KVM

Make Supout rf

Manual

Ext

Lol

Sl Al o i Sy | A b CoudS 4SSyl 610 R3 5gy 50 Nat ol

Bidge P = =
] ool ¥ s T
#] |Adion [Chan |Src. Address |Dat
= [ Jretin | | (1 s Advanced Bt Action |Statisics oK
P ¥ Chain: 3 Cancel
Py r S, Address: (1[192.168.20.0724 |2 Aoply
MPLS i
Dst. Address:
e | F
System N Protocol: l |v Comment
Queues Src. Pott: | ¢ Oy
z: Dst. Port: I |' Remove
| B Aoy, Pott: | | % | [ Reset Courtes

— 5 In. teface: | 17 | [ Reset AlCountens
New Terminal Out. nterace: [ |ether2 [#]a
1SDN Chanels b
= Packet Matk | |~
Make Suport Comnecion M | 7
Manudl Routing Mark: | |'
Ed Rouiing Table: >

Connection Type:l |'

enabled

V40



Fiter Rules NAT | Mangle | Service Ports | Connections | Address Lists | Layer? Protocols |

[#[=] [2][¢] [e5] [¥] [ Reseory

=d
Hide Passwords [ ()

:R1 yig) ) EOIP (gjlmo asuls )5 iy poi
9 S oo S5 Add (59, » a8, EOIP Tunnel i & onlis 5L 02y 31 9 00,5 S Interface gq) 5 Lol o0 31 000! 5l p

ek (o0 plil 1y 5 Oloalils
AT RWIEY lowe 4l © s b S5 : Name
0 PBGHPIP g 5lxo aSlols O, (610 o S =N

g oo aFiee Juddio yigy 49 bgs e IP w,5T : Remote Address

5 39y g0 30 Wb ojlodds cplaioly 0 0 (248 i O jguas 45 1S 5 ylg TUNNED (gl p 0 )losis S Wb Coomnd (0| o : Tunnel ID
Og (03 518 5 bl I 4 S g by

o Bl dilies s

iterface | Bthemet | EolP Tunnel | IP Tunel | GRE Tunnel | VLAN | VRRP  Bondig | LTE

il o lwss o2 b LT Tunnel ID wls ol 00,5 sl EOIP Tunnel ws a5 s KRpriers
2 s, o2 b 3L psl 00,5 ol > &5 Foge

[ s |

DE ki
| Name /[ Type MTU  J2MTU [T [Rx [Tx Pac... |Rx Pac... | T« Drops | Rx Drops | Tx Erors |Rx Errors | v
R 4RIR3 EolP Tunnel 1500 65535  Obps  Obps 0 0 0 0 0 0

1item out of 4

Name: [R1-R3

Type: |EolP Tunnel

MTU: [1500

L2 MTU: [65535

MAC Address: |02:08:A9.CA:59:69

ARP: |enabled I3

Local Address: v

dliaiiaae

Remote Address: |100.1.1.2

Tunnel ID: [0

A4




/[Network it [~
172161.1/24 1721610 R1R3
9°192.168.10.1/.. 192168.100  ether2
F200.1.1.1/24 200110 ether3

Network: [172.16.1.0

nterface: [R1-R3

Passwds lA'f

ioface Lt (I
Virgess iteace  Bhemet| EolP Tumel Jip Tumel VLA | VRRP Bondng LTE.

- [l=]TelTy]

BER [Name 7 [Type [MTU_ |L2MTU [k JRx  [TxPac..|Rx Pac..|Tx Drops | Rx Drops T Erors |Fx Erors | v
Mesh R ORI EolP Tunnel 50 655%  Obps  Obps 0 0 0 0 0 0

P r

Pv6 b

MPLS S

Routng D

System N

|
- Type: |EolP Tunnel | |
MTU: [1500 |
Log | Discble |
Radiss L2 MTU; (65535 |
Tools p MAC Address: |02:11:8C.65.8E:84 |
New Temindl Titem outof 4 ARP: [enabled [+]
ISDN Channels
KM Local Address: v m

Make Supout 1f Remote Address: |200.1.1.1
Manual Tunnel ID: [0

Exit
T —T
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v Hide Passwords [l (%1

Address
100112724 100.1.1.0

PIR161224 1721610
T192.16820.1/... 192168200 ether3

172 16.1.2/24)

Network: |172.16.1.0 |a

|He|face: RIR1 E]l

:R1 ,ig, ,o Static Route iy yx5
(S o0 i 425 |y 3 Static Route (R1 g, o Lan-2 ;5 59590 slo cooMT L Lan-1 ;5 592 g0 slo CoMS bLI )l 5,18 » sl

V| Hide Passwords [l (5)

Rl e ]

[Dst. Address |Gateway
AS  P0000O  200.1.1.2reachable ether3
DAC P172161.0/24 R1-R3reachable
DAC P192.163.100/... ether2reachable

-—_-——
DAC P200.1.1.0/24  ether3 reachable

Gateway: [172.16.1.2 %] [eachabe RIR

Type: Im‘cast

Distance: |1
Scope: |30
Target Scope: |10
Routing Mark: |
Pref. Source: |

YAA



:R3 4, ,o Static Route & =i

S 0 Ay |y 5 Static Route (R3 ,ig, joLan-1 )0 04290 b coudS LLaN-2 ;5 59540 sl oM bLI )l 65148 p sl

X) || 4| | Safe Mode v/ Hide Passwords [l
Interfaces o]
Wireless

Routes | Nexthops Rules VRF
Bridge
== E] = v a v FE
Mesh Dst. Address Gateway Distance |Routing Mark | Pref. Source W
AS 0.0.0.0/0 100.1.1.1 reachable ether2 1
P DAC P100.1.1.0/24  ether2 reachable 0 100.1 2
IPv6 DAC P 172.16.1.0/24 R3-R1reachable 0 172.16.1
AS P 192.168.10.0/.. 172.16.1.1reachable R3-R1 1
MPLS DAC P 192.168.20.0/... ether3 reachable 0 192.168.20.1
Routing Route <192.168.10.0/24> [= E3
System General | Attributes
Queues
Dst. Address: Cancel
Files
= Gateway ¥ |reachable R3-R1 s Aoply
Radus Check Gateway v Disable
Tools =
Type: |unicast 3 Comment
New Teminal
C
ISDN Channels Sitemq Distance: |1 ===
KVM Scope: |30 i’
Make Supout rif Target Scope: [10
Manual
Routing Mark v
Exit
Pref. Source S
enabled active static
oS o0 00l PiNg jgiws 1 byl Cand gl 9 pud (0 (plasis | IP by coudS & y.)tua d.Ja
CAWindows\system32\cmd.exe l I

Microsoft Windows [Uersion 6.1.760811
Copyright <{c> 2889 Microsoft Corporation. All »ights r»eserved.

C:\Users\LanSegmetl>ping 1922.168.28.2

Pinging 192_.168.208. 2 with 32 bytes of data.
from 192.16 28.2 bytes=32
from 2 bytes=32
from 1 -28. bytes=32
from 192.168.20.2: bytes=32 time=2ms

statistics for 192.168.28.2:
Packets: Sent = 4. Received = 4. Lost
Approximate r»ound trip times in milli-—seco
Minimum = 1ms.,. Maximum = Z2ms. Average

C:\Users\LanSegmetl1l>

BN C:A\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011
opyright <{c> 2882 Microsoft Corporation. All »ights reserved.

C:\Users\LanSegment>ping 192.168.168.2

Pinging 122.168.18.2 with 32 bytes of data:z
Reply from 192. -18.2 bytes=32 tlme =18ms
Reply from - = bytes=32
Reply from bytes=32
Reply from 192. 168 13 2 bytes=32

IPing statistics for 192.168.168.2:
ackets: Sent = 4, Received = 4, Lost = 8 <(Bx loss>.

Approximate r»ound trip times in milli—seconds:

Minimum = 1ims. Maximum

18ms.,. Average

C:\Users\LanSegment>

144
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192.168.10.0124 ei“°'3' =
: R1 etherd:Host Only
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192.168.10.2/24
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LAN-2
192.168.10.3/24

CoudlS yo Gateway (0,5 iy p2i 4 (55l g il (SO asil 9o Net ID Wb . ¥ 4 &9 EOIP Tunnel (g5l ool (ol - assGs

P200.1.1.1/24 200110

Address <192168.10.1/24>

Address: |192.168.10.1/24

Address: |200.1.1.1/24

Network: |192.168.10.0 -

Network: |200.1.1.0

Interface: |ether2 k2

teface: ohers 3]

New Teminal

ISDN Channels
KvM

Make Supout rif
Manual
Bt




New Teminal
ISDN Channels
KVM

Make Supout if
Manual

Exit

1001.1.1/24 100110
20011224 200110

Address: |200.1.1.2/24

Network: [200.1.1.0

Address: 100.1.1.1/24
Network: [100.1.1.0 -

Interface: |ether2 k2

atoe: s3]

S011224 100110 ether2
192168201/, 192168200 ether3

Address <100.1.1:2/24>
Address: [100.1.1.2/24

Network: |100.1.1.0

Reface: [he2 |3

Hide Passwords

Ad 4
Address: |192.168.20.1/24
Network: |192.168.20.0 -




:R1 ,ig, yo Default Route iy y=5

<
|Dst. Address  / |Gateway
DAC P192168.10.0/... ether2
DAC P200.11.0/24 ether3reachable

Dst. Address: (0.0.0.0/0

Gateway: |200.1.1.2

Check Gateway: |
Type: |uncast

Distance: |
Scope: [30
Target Scope: |10
Routing Mark: |

:R3 ,o Default Route iy y=5
|| v/ Hide Passwords [ ()
Interfaces

=
o
&
i = | =4 | =

e Gateway: [100.1.1.1]

Check Gateway: |
Radius Type: Itncas!

Tooks ) Distance: |
Scope: |30
Target Scope: 10

Make Supout f Routing Matk: |
Manual Pref. Source: |
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Fiter Rules NAT | Mangle  Service Ports | Connections | Address Lits | Layer7 Protocols |

[7] [ Reset ot | 00 st W Courtes | .

|Chain |Src. Address |Dst. Address |Proto...|Src. Port  |Dst. Port |In. Inter...|Out. Int... |[Bytes  |Packets || ¥

Sre. Address: [ 1(192.168.10.0/24
Dst. Address: |

Protocol: |

Src. Port: | |+ Copy

Dst. Pot: | |+ | [ Remove
Any. Port: | |~ I Reset Counters |
In. terace: | | [ Reset Al Counters

|°u»mrfaoe:DEIA

Packet Mark: | | v

Connection Mark: | |~

Routing Mark: | |+

Routing Table: |

Type: |

JE=E el x|
Hide Passwords [ (7

|Src. Address |Dst. Address |Proto... [Src. Pot  |Dst. Port |in. Inter... Out. Int... [Bytes |Packets || v

— [ RouterOS Wiin Box: 00—
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| reeces Bix
Wieless FiterRules NAT | Mangle  Sevi Pots Comnectons Address Lists  Laye Protocols |

= [#][=] [¢][] [a] [¥] [ remco ] =

PPP . :
= #] Jacton [Cram [Sc. Address [Dat [T AdvancedBtra Acton | Statistics il
P p Chain: [SEE 5] Cancel
IPv6 § Sre. Address: [11[192.168.20.0/24 | Aoply
MPLS S ] T~
-
s Protoca: | 7 S
Queues Sre. ot | |» Copy
Fies Dt Pot: [ |~ Remove
Log
= Any. Pott: | |7 [ ResetCouters_|
Toos p In_nerface: | || [ Reset Al Courters
New Temina — Out. teface: (] [ether2 [5]4
SDN Channels

| = Packet Mark: | |~

1 o Connection Mk | >
Marual Roting Mak: | v
Bt Routng Tale: | =

: Canea‘mType:[ |'

enabled |

Pots Connections  Address Liss  Layer? Protocols |

= Reset Co

General Advanced Bt | Action_|Siaitic

Acion: [+ |




ISDN Channels
KVM

Make Supout rif
Manual

Exit

m}wrm\ennm\m\vnﬂr\m\ﬁﬂ

+|- i
[Name 7 [Type MU [2MTU X [Rx [T Pac... |Rx Pac... T Drops | Rx Drops | Tx Erors |Rx Errors | v
R RIR3 EolP Tunnel 1500 65535  Obps  Obps 0 0 0 0 0 0
Inteface <R1-R3
|
Name: [R1-R3 | | Cancel
Type: |EolP Tumnel I 7 1
MTU: |1500 | I:
L2 MTU: [65535 | I::
MAC Address: |02:08:A9.CA59:69 | .
1item out of 4 | Copy

e T o
IIII-

ARP: [enabled

Local Address: hd

Remote Address: [100.1.1.2

Tunnel ID: [0

Keepavertona: |«

:R1 )35) e Bridge 6)‘550 M Q)U ﬁlq;l‘

oS o0 Ss Add (g9, » Bridge <o 3l ouis 3L 0 iy 31 9 ol |y Bridge Lol (saio 31 55 ol ol y

Rx

R Mbndge1

+[Type
Bridge

[2MTU %
65535 (Obps

Obps

m\mhﬁﬁcl

Tie:
MTU: {1500

[T Pac...|Rx Pac... T Drops | Rx Drops | Tx Ermors | Rx Emors | MAC Address
0 0 0 0 0 0

[Protoco..[[
none
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New Terminal
ISDN Channels
KVM

Make Supout rif
Manual

Bt

ISDN Channels
KV

Make Supout s
Manual

=3

:R1 )J’))éBridge ‘S}WMU)UlefB)&'éMQ)Kbu)‘

o2 (g0 ol 15 S G [y Sloalild 9 oS g0 S Add (595 32 9 w295 o0 POIt i 4 )15 ol (6l

inteface: [T |+ |
Bidge: |bridge =]

Priorty: (80
Path Cost: [10

Honzon|

1item (1 selected)

Edge: |auto
Point To Point: |ano
Extemal FDB: [auto

inactive

[Priorty (... |Path Cost |Horizon |Role. [Root Pat... |
80 10 designated port
80 10 designated port

Bidge Port <R1-R3

General | tatus |

Inteface: |R1-R3
Bridge: |bridge1

Prorty: (80
Path Cost: [10
Horizon: |

Edge: [auto
Point To Point: |a|10
BExtemal FDB: |amo




o] swooe

Interfaces Interface List . .
Wiirless Interface  Ethemet| EolP Tunnel |IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE.
b /Ty
EPP Name 7 [Type [MTU_ [L2MTU [Tx [Rx [T Pac... | Rx Pac... Tx Drops | Rx Drops | T Emors | R Exrors | [+
Mesh R R3RI EolP Tunnel 1500 65535  Obps  Obps 0 0 0 0 0 0
P p
IPv6 P
MPLS P Interf 3R1>
Routing ¥ General | Traffic
e I Name: [R3R1 |
L"’”" Type: |EolP Tunnel |
MTU: [1500

o | '

; L2 MTU: (65535 |
ke | Comert |
Took P MAC Address: |02:11:8C:65:8E:B4 | m
New Teminal Tiemod of 4 ARP: |enabled [=]
ISDN Channels

g

KM Local Address: v IW‘
Make Supout s Remote Address: [200.1.1.1 |
Manual Tunnel ID: [0 |
Bt

Kespavebtenal: [ |+

running

:R3 ,ig, yo Bridge (sjlxe asuis w5 sl

oS 0 Sls Add (g9, 2 Bridge <o 3l eus 3 0 oy 31 g ol |y Bridge (Lol (sg0w 31 51 opl 51

[2mMTU [ [Rx [ Tx Pac... |Rx Pac...| Tx Drops | Rx Drops | Tx Errors |Rx Emors | MAC Address
65535  Obps  Obps 0 0 0 0 0 0

[Protoco...|
none

Interface <bridge1>

Genel | STP Status Trafic.
Routing | Name: |bridge1
sl Type: |Bridge
fnre MTU: 1500 |
Fies
e L2 MTU: (65535 |
Radits MAC Address: | |
Tools p ARP: [enabled K3
New Teminal Admin. MACAddress: | |+
SN Chorres |18 0405
KVM
Make Supout of
Manual
Bit
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e E
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IP r
IPv6 P
MPLS I Bridge Port <ether3
Routng | General | Satus
Spta i Inerface: [ether3
Queves Bidge: |bridge 1
Fies
Log Priorty: (80
Radius Path Cost: |10
oo » Horizon: [
New Teminal
1SDN Channels Edge: [auto
KvM Point To Point: |auo
Make Supout i Bitemal FDB: [auto
Manual
Bit

enabled
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Fies
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Radius Path Cost: |10 | || comment
Tools P )
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ISDN Channels Edge: |auto [#]
KV Point To Point: [auto [#]
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Internet Protocol Version 4 (TCP/IPv4) Properties =2 ‘@

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@ Use the following IP address:

IP address: 192 .168 . 10 . 2

Subnet mask: 255.255.255. 0

Default gateway:

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Validate settings upon exit | Advanced J

| OK H Cancel [

Internet Protocol Version 4 (TCP/IPvd4) Properties

9=
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

@ Use the following IP address:

IP address: 192,168 . 10 . 3

Subnet mask: 255.255.255. 0

Default gateway:

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Advanced... J

[
|
L

Validate settings upon exit

Cancel }

(o]
-~

:u>¢diy5(}ﬁ-bp5)|6)b§)§¢ﬁuﬁ

C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760611
Copyright <{c> 288? Microsoft Corporation.

:\Users\ehsan>ping 192.168.16.3

Pinging 122.168.18.3 with
Reply from 1922.168.18.3:
Reply from 192 .168.16.3:
Reply from 122.168.108.3:
Reply from 1922.168.18.3:

32 bytes
bytes=32
bytes=32
bytes=32
bytes=32

time=1ms
time<ims
time=2ms
time=2ms

for 192.168.1U.3:
Sent Received
round trip times
Bms . Maximum

statistics

Packets

Approximate
Minimum

= 2ms., Average

IC:\Users\ehsan>

C:A\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760811

Copyright <{(c> 2889 Microsoft Corporation.

C:\Users\LanSegment>ping 192.168.18.2

Pinging 192.168.18.2 with 32 bytes
Reply from 192.168.18.2: bytes=32
Reply from 192.168.18.2: bytes=32
Reply from 192.168.18.2: bytes=32
Reply from 192.168.18.2: bytes=32

of data:
time=3ms
time=2ms
time=2ms
time=1ms

Ping statistics
Packets:
Approximate
Minimum

for 192.168.18.2:
Sent - Received
und trip times
ims,. Maximum

4, Lost
in milli—secon

= 3ms. Average

IC:\Users\LanSegment>

of data:

(][5 ]

All »ights reserved.

m

TTL=128
TTL=128
TTL=128
TTL=128

in milli—second

All rights reserved.

TTL=128
TTL=128
TTL=128
TTL=128

8 <(Bx lossD.
ds:

= 2ms
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v/ Hide Passwords [ ()

7 |Use P... |Add D...|IP Address
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[t - |
Hostname: Y
Cliert ID: ¥
Use Peer DNS
Use Peer NTP

v/ Add Default Route

Defout Route Disterce: [0 |
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Tools I
New Teminal
ISDN Channels
KVM

Make Supout rif
Manual

Exit
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Fiter Rules NAT | Mangle  Service Ports | Connections | Address Lists | Layer? Protocols |
[ = Reset Counters || 00 Reset Al Courters |
|Src. Address |Dst. Address |Proto... [Src. Port  |Dst. Port  |In. Inter..[Out.Int... [Bytes | Packets

Sre. Address: [1(192.168.10.0/24
Dst. Address: |

Protocol: |
Src. Port: |

Dst. Port: I
Any. Port: |
In. Interface: |

[ox wetece - E———— | -
Packet Mark: |
Mark: |

Routing Mark: |
Routing Table: |

Type: |

E=E iR
Hide Passwords [ (%)
s NAT | Service Ports  Connections | Address Liss | Layer7 Protocols |
EEI [—H_| . |§: Reset Counters ||00 Reset All Courters I @
# |  [Action [Chain |Src. Address |Dst. Address |Proto... [Src. Pot  |Dst. Pot |In. Inter..|Out. Int... [Bytes  [Packets ||¥
New NAT R
General_Advanced _Bxtra Acton] Statstes
Acion: [ S T Cancel
| Apply
[ oswe |
[ Comert |
Reset All Counters
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‘ Servers: |TFRE] $

[ssss ]

Cancel

Dynamic Servers: [200.1.1.2 |

I || Alow Remote Requests

I

Max UDP Packet Size: | 4096

!

Apply
Cache

|

Cache Sze: [2048 | kB
Cache Used: |9 |
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Fiter Rules| NAT | Mangle Service Pods Connections  Address Lists ~ Layer7 Protocols
+ [+ (1] [¥] [ = Rese Courien | 00 Reset Ml Courens

General | Advanced  Exra [[Acton | Satistics

Chain: 08

Src. Address: [1(192.168.10.0/24

Dst. Address: |

| Protocol: (16 8cp)

S Pot |

| oeeatClss C——="== rortons

Any. Port: |

In. Interface: |

Out. Interface: |

Packet Mark: |

Connection Mark: |

Rnuthak:l

Routing Table: |

Connection Type: [
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FiterRules NAT | Mange Service Pods Connections Address Lists  Layer? Protocols
(#)[=] [“][52] [@] [¥] [ Reset Courters | 00 Reset Al Counters

Py S, D390 325 53 9 S g0 w1y o 90 8 Jud 0 (a4 S o0 Sy UDPH o0 9 TCP 51 02 DNS (92 : aiie
.5l 0 DNS

FterRues NAT | Mange | Senvice Pots Comnectons  Addess Lt Layer7 Protocols
)= [ ][] ][] [= st Comten ] o0 st A Courten |
#
] Gener | advanced Bt [ cton | statstos

Chm@
Sre. Address: [1]192.168.10.0/24
Det. Address: |

Protocal: [|udp

St Pot: |
Dt Port: [1/53
Any. Pot: |

n. Interface: |
Out. Interface: |

Packet Mark: |
Connection Mark: |
Routing Mk |
Routing Table: |

Connection Type: |




Fiter Rules NAT|ll-da Service Ports  Connections  Address Lists  Layer7 Protocols
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Action: T . ¢ |
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Select interface to run DHCP server on
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DHCP | Networks | Leases Optons Al

[#][=]
[Name

+ | Interface [Relay |Lease Time |Address Pool  [Add AR..| v

ork for DHCP addresses

|DHCF Address Space: |192.168.10.0/24 |

| ook [[ Nt ][ Concel |
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