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HDD Regenerator allows to repair bad sectors on damaged hard disk \7
drives without losses of the existing data. It ignores file system \VA | g
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NTFS or any other file system.
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Scanned 114473 Mb (234441000 sectors)
B - 2649 bad sectors found The scanning is completed
R - 2649 bad sectors recovered Press any key to continue
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A+ Part 58 Monitor - Troubleshooting Monitor Part 3, Cleaning — Free
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A+ Part 59 Sound Part 1: Sound Systems, Input-Output
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A+ Part 60 Sound Part 2 - Sound in Windows Part 1
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Settings

@ Home

Find a setting

System

3 Display
[ 9) Sound
D Notifications & actions
& Focus assist
(') Power & sleep
3 Battery

=3 Storage

&

Tablet

o

Multitasking

L

Projecting to this PC

Sound

Output

Choose your output device

l Speakers and Dual Headphones (IDT...

Certain apps may be set up to use different sound devices than the one
selected here, Customize app volumes and devices in advanced sound
options.

Device properties

Master volume

D) I 10
/\ Troubleshoot

Manage sound devices

Input

Choose your input device

Integrated Microphone Array (IDT Hi...

Certain apps may be set up to use different sound devices than the one
selected here. Customize app volumes and devices in advanced sound

? Sound X
Playback Recording Sounds Communications
Select a playback device below to modify its settings:
~
Digital Audio (HDMI}
4-H tion Audio Device
$) Not ed ir
\ Digital Audio (HDMI)
z tion Audio Device
&) n
= . Speakers and Dual Headphones
IDT High Definition Audio CODEC
Default Device
Independent Dual Headphones
IDT High Definition Audio CODEC
Ready
SPDIF (Digital Out via HP Dock)
A IDT High Definition Audio CODEC
&) Disabled S
Configure SetDefault |7 | Properties
o [ o | [

!
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A+ Part 61 Sound Part 3 - Sound in Windows Part 2
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Related Settings

Output

Choose your output device

l Speakers (Realtek High Definition A...

Certain apps may be set up to use different sound devices than {}
selected here. Customize app volumes and devices in advanced §
options.

Device properties

Master volume

Q)

/\ Troubleshoot

Manage sound devices

Input

Choose your input device

? Sound

Playback Recording Sounds Communications

Select a recording device below to modify its settings:

X [th and other devices

Eontrol Panel

pone privacy settings

Microphone
" Realtek High Definition Audio

o2 $ Notp

Line In
,,,?é Realtek High Dehmmn Audio

Default Device

gged in

Stereo Mix
= High Definition Audio
d

IAccess audio settings

m the web

up a microphone

pund problems

it help

e feedback

Set Default |v

Canfigure

Properties

Apply

Line In (Realtek High Definition Audi...

Certain apps may be

set up to use different sound devices than the one

selected here. Customize app volumes and devices in advanced sound

options.

Device properties

Test your microphone
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A+ Part 62 GPU — Overview, GPU, Memory, Slot
abibl> (GPU) (I8 03551550 b s agd (o0 LdT 1S )8 L (A 0,593) At (odiygal 095 51 £ a5
o o LaT (PCI-Express AGP) ol sxias Jlasl 5

(000 0 0 25 dlge 4l dd o
ol daby g SlLS 5L I Glal o
CPU L o sla cslis 5 0 sla (S0 9 (K, 05515 ,2) GPU b plusT @
£ Al p il o) KLE S Al 55 nen sl eI 5 Kl S ol Al L ylsT e
(absl> 1L sl g abasl>
(PCI-Express AGP) l,8 o,l5" sla oaiis” (ats glgil b LT @

4285 VE ads> oley aw

CyberCE.org

TOSINS<:




l CyberCE.org, Tosinso.com A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

OLSL - SIS S s gy 9 gleil - Y Gl (KIS )5 Y Al
A+ Part 63 GPU - GPU Types, Install, difference between laptop and desktop GPU's — Free
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A+ Part 64 GPU - Nvidia - Free
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A+ Part 65 GPU - AMD and Intel
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A+ Part 66 GPU - Dual GPU, Shared Memory, See GPU Specs
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Display Driver Uninstaller (DDU) - o3

Options 7
Detected Windows Version: Windows 8.1
x64

Select Graphic Driver : NVIDIA
Using DDU in Safe Mode is recommended.

Clean and restart

, NVIDIA
(Highly Recommended)

GEFORCE’
GTX

Clean and DO NOT restart.
(May cause issues like blackscreen)

)
et Video

log: Show extended log.

DDU Version:14.0.0.1

GPU # 0000 Detected : Intel(R) HD Graphics 4600
GPU Deviceld : pci\ven_8086&dev_0412
Detected Driver(s) Version(s) : 10.18.10.3910

INF : oem14.inf Set Windows Automatic Driver
INF Section :iHSWD_w81 installation to default.

GPU # 0001 Detected : intel(R) HD Graphics 4600
GPU Deviceld : pci\ven_80864dev_0412

v
*= You ke DDU? Think about a Donation, it wil help further development. * Donate

LN
No Updates found. Program is up to date. Language : | English v Tosl N s !'u;
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A+ Part 72 CPU — Architecture, RISC, CISK, Clock Speed
sla awa e (CISK 9 RISC) ol cslw sl s leze 9 CPU L (A+ 0,93) A+ ‘_sd'u}yT 0593 5l YY aud> o
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ol b CPU oussle sla 8, 9 las,)8 9 la (S5 CISC (Sledbl (503, 0950) Golore b olsT o
Soloxs

CPU )3 it (uilS )8 9 cucy b o] @

Turbo or Boost Technology L oliT @

CPU Multiplier poeae 9 System Base Clock Speed L sil;.:fl' .
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A+ Part 73 CPU - Core, Thread, Cache, nm

(sl dwa 1> sla CPU 9 CPU sla diwa Sleguogn 4 I"'l).b/"f' s (A+ 5 ,93) A+ Ls:"}S‘T 0,95 5l VY aud> o
.CPU sla gt 5515 05153l 9590 9 (Cache) 15" abil>
G el p o0 dd> e o o bl Ol o3ge » SemalS L5515 0 Jb (5 ol 9 Cand 5900lS” 520 CPU
CPU g9
Y] r‘,.g')l.)).g ° Mb U'.’.I 29

CPU sl 13 0 el Oljun 9 sl dtwa 335 5 G sla CPU 5 Sloc o925 9 Thread pogis b oLsT o

(AMD Simultaneous Multi-Threading) AMD SMT 4 Intel Hyper-Threading (sj¢)4:G L @L;.\:,T °

0T slas )5 5 Cache glgil ((i5) Cache pogin b SLsT o

O Cacal o (MM = 2095L) Lo ygin 3515 sla ojlusl solg b SLsT @
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Intel o5 & sl CPU 4 la Socket -Y iz CPU V¥ aud>

A+ Part 74 CPU - Socket, Intel CPU's

Intel s ,& sla CPU 4  Socket 4 P‘i)'l")’“- s o Oyse 4 (At 0,90) At G&}yT 0,93 3l VF aud> s
LT Slasie g Intel sla CPU Caliswe sla Juus

G a2l o0 dds i 53 oa bl OT sdgs r SgeslS (L3505, b o5 ol 5 i Sganls” sre CPU
CPU g5.590
& oo b oS bl CPU slo S gu 5 la CPU g Intel oS pi 4 w3l (oo ool g 4 audr el o
5
:qﬁjloﬁ@wwl);
(LGA 3 PGA) ol glgil 3 CPU (5,513 J=o — CPU Socket | LT o
T slo ©olis 9 4 e Jlo dntel =8, sla CPU Socket L oLl o
T sla wolis g Intel 8,5 Core i eslpls sla CPU Calisen sla Jus b olsT @
CPU fu,gw))lfgb;,,},ﬂmfﬁxéuuu:),ﬁT,oTwl&,LJCPu gmﬁ;u:,;,ﬁ .
la CPU &5 dunlio (o9, Gisgel @
.y ®
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Processor ———

___ Name ™ Intel Core 7 720QM
CodeName | * Clarksfield  MaxTDP,| 45W
Package|  Socket 989 PGA
Technology| 45 nm
T Specification Intel(R) Core(TW) i7 CPU Q720 @ 1.60GHz
Family (] Model E Stepping 3
Ext. Family 6 Ext. Model 1E Revision B1
_Instructions» MMX, SSE (1.2, 3, 35, 4.1, 4.2), EMB4T, VTx
Clocks (Core #0) — Cache - %
| Core Speed-|  1063.96 WHz L1Data | 4x32KBytes | 8-way = Al -‘)JL-L‘-’._/
Mutiplier x8.0 Linst [ 4x32KBytes [ &way = = "
Bus Speed 13299 MHz__{+ —evel2 | 4x256KBytes | B-way | Thf\:;\d.,:si gl Y X))
QPILink —2127.91 MHz Level3 SMBytes | 12-way
= = —
Selection |Processor # v Cores | 4 Threads | 8

CPU-Z Version 1620x32 validate | ok |

— e Y
TOSINS<:

\.Y




l CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

..g IDP AMD 5,5 sla CPU 4y L Socket -f gLt CPU :v¥) aul>
A+ Part 75 CPU - AMD CPU's, TDP, CPU Coolers

AMD 5 ,i sla CPU 4 la Socket a P‘i5|°)’= * B Oje0 4 (At 0 ,90) A+ G.i;},aT 0,95 3l YO aud> )»
CPU 18 > sla piwsw 9 TPD potie b obaT
Gl oo s cdla ) pa bl Ol o3ge » SemalS L5515 0 Jb (5 ol 9 Cand 5900lS” 520 CPU
CPU ggi90
Y] M)IJ)‘:LSAWU{I)"
T sla ©olis 9 4 e Jlw AMD &S 5 sla CPU Socket b ol @
lsT sla Solis 9 AMD =S, Ryzen oslgils sla CPU Cilisn sla Juus b olaT @
CPU rals)gc\:é))lf@gjgygsl.xdfis&Lgbuu:,),.ngoTI,wl@)bﬂCPU me@u@,ﬁ .
TDP pogis b szl o

cpuom&suwu@uT .
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OO o | AMD gt cPUGu socket |
SOCKET SOCKET

AMDl 2011 FM1 2006 AM2
2012 FM2 2007 AM2+
2014 FM2+ 2009 AM3

2011 AM3+

2016 AMA4 - (Ryzen Series)

2017 TR4 — (Threadripper - EPYC)
2019 sTRX4 (Threadripper 3rd-generation)
2022 AMS — (Ryzen Series)
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A+ Part 76 CPU - TIM and Temp
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CPU (9, ool Jisl sla s 05,5 SU Jguol g, ©

s, maalys Eaiga cul 4 i 0)95 aalsl )5 andl = FAN G, oias Jlasl b olsT o

CPU sl ool los ,iSTas b olisT 9 CPU (glos ssias olis slo asb o b oLzl @

42,35 A rdud> Oloy ow Jaol 0

o Ghegor T
eIl sl saias JLdl

copper heatsink

CPU heatspreadr
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<l 9 FoalS (59, Intel &S i sl CPU cuss -F isw CPU VY aul>
A+ Part 77 CPU - Install Intel CPU

sla Ol g la sguels s Intel sla CPU cuns oudg0 4 W"ﬁ: o (A+ 5 ,93) A+ G&}yT 0,93 5l YV aud> 5

Gl oo s cdla ) pa bl Ol o3ge » SemalS L5515 0 Jb (5 ol 9 Cand 5900lS” 520 CPU
CPU ¢ 9540

CPU s 4 bgyo (LoSG 5 63,08 SIS @ o S iy plia o 9 oglite la S gm (59, il sla
.J;P.M,}o)ul

485\ 5 iand> by ow
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sl 48,5 sl 0SS Kz cwas AMD oS i sla CPU s -V isw CPU YA aul>
A+ Part 78 Install AMD CPU's, Aftermarket Air and Liquid coolers
sl sas s s AMD sl CPU s &9.,.99.9 4 f"i)'b)'z' &° (A+ 0)93) A+ ‘s&b}yT 099 SEYY ads> o
UEFI &)b)lhz,Fan )JL:))l.bJ &yaygalxibglp);@:mél 44 ,>
Gl oo s cdla ) pa bl Ol o3ge » SemalS L5515 0 Jb (5 ol 9 Cand 5900lS” 520 CPU
CPU 4540
P-”')b)% ° ﬂ) .))'9.A O du.uul? Uﬂ' PR

AMD sla CPU s i, ®

lga e sl 48,5 sla oo’ s — Aftermarket Air CPU Cooler uas (o9, @

ole sl 48> sla saiss” S5 — Aftermarket Liquid CPU Cooler cuas b9,

&le sl 48,5 sla oais” s L a0 e sl 48,5 sl oaiss” s auolie @

S Sld> 90,95 aslsl 5 axdl a5 UEFI 9 Motherboard 5 ,b i Sla Fan o)l goo50 @
313 paalys £odge ool 4 i

485 19 iaud> ol s

7 T v
AMD WCPU s by,

AMDJ

:AMD sl CPU

b

Video: 1 2 3 4 5
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Server CPU ()l sl 5l Gluiis CPU ,5 Overclock -A ise CPU :VQ auld>

A+ Part 79 CPU - Overclock, Virtualization, Server CPU
d>gie gy LPU u5,5 (Overclock) SIS gl Epoge & P‘U'L’)'l o (At 0,93) A+ Lsfb}yT 0,93 5l Y& aud> o
.9 Server sl CPU 4,5 OIS 5 gilw ()l HI CPU Slaiis b
st CPU £9090 dudlr 09,51l 9 CPU g4.040
e rv.‘:')'l.)).g' ° 4.ua.1.> wl 29
()T ol 9 la uP9) 9 CPU QJ){ Overclock &9.@9» °
overclock ;I Gu of Glul cuws sl o 0313 1,8 )lad o sla oy 5l S @

AMD-SVM L, AMD-V 5 Intel VT L sla (559)955 5 )l e sla wuils 51 CPU Slozis gguoge @
la Server l,; CPU Obsal IS @

CPUQﬁgéfdﬁoulﬂ;@ﬂ)KO)la)J{é)&é& L4

485 YF iaud> ol waw

B T T
Check Virtualization Technology

A LeoMoon CPU-V X L

CP LeoMoon CPU-V v2.0.1

—

eoMoon CPU-V

¥ LeoMoon CPU-V X

Intel(R) Core(TM) i7 CPU Q720 @ 1.60GHz

CP LeoMoon CPU-V .0

@ Hardwiare Virtusization & supported, and s ENABLED. Intel(R) Core(TM) 7-4770K CPU @ 3.50GHz

v Data Execution Prevention (DEP)
{3 v Second Level Address Transhtion (SLAT)
'l v VM Monitor Mode Extensions

© 2018 LeoMoon Studios

CPU Architecture 1  OS Architecture
) Hardware Virtualzation s supported, but is DISABLED,
6 4 b it X 6 4 CPU Architecture 0S Architecture
VT-x Supported 1 VT-x Enabled
V y VT-x Supported VT-x Enabled

v Data Execution Prevention (DEP)
x Second Level Address Translation (SLAT)

X VM Monitor Mode Extensions =] L o
© 2018 LeoMoon Studios .IN !'u;
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Motherboard s 5,5l Exe

Ol - Form Factor s la5tuwl 031451 9 3 0k sl -\ sy Motherboard A« auls

A+ Part 80 Motherboard - Motherboard Form Factor — Free

sla oslul L 5 (Motherboard) 5,555k £9090 4 ["'1)"’)'3 o (A+ 0,92) A+ @}yT 059 3l A auds> o
o o LT (EATX, ATX, Micro-ATX, Mini-ATX) of skl

FPYEY] U‘l' L) st.:litl ul.:) PRI W = s P.m (5La| Sy Dy )JLA O ‘)ﬁ))Lo &9,«09.40 L) P.l)b).» & 0090 dal sl PR
29 (# 4 w8 MOBO 5 Mainboard Motherboard

3 sl 4y s Windows 3,,b 31 0T Jse vgd (B9, 3 Motherboard s .0l b oLsT e
EATX, ATX, Micro-ATX, Mini-) .[al.xf sl uf;,_g 9 ol 3,8 5 9 ol sla Form Factor L g,-:Lhi':T °
(ATX

485 VY iad> ol ow
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(Chipset) cuumz -Y Liss Motherboard :A\ aud>
A+ Part 81 Motherboard — Chipset

Motherboard ) Chipset e jluw £3090 4 23l 0 o0 (At 8,93) At (b3gal 093 SIA) al> )5

23 ol ol 0258” us Hlaws (Motherboard a8 s 53 9 <l OT Chipset 5l a0 9 sais s
130 0 e dxbd ol 4 > )l

4y r"ijbﬁ s dd> ol )

Ol cusal 9 sy 5 Chipset L olsT o

AMD ; Intel =5 i sla Chipset L HlsT o

i 1S OY &5l 5 O caeal g aiby 9 (North Bridge Chipset) Jlod Jy v poeis puis @
PV

s S8 OV &5 el Ol cueal g aibsy 5 (South Bridge Chipset) osir Jy cunr pogis pu i ®

St

4 sy ¥ aud> by waw

a7 Motherboard
Motherboard Chipset

¥
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(BIOS) ws:l -Y iz Motherboard :AY aul>

A+ Part 82 Motherboard — BIOS

S 529 BIOS & aslsl ;5 .l o Caylby 9 BIOS/UEFI by 039 (o0 LiT (A+ 0,93) A+ )90l 5593 5IAY aud> s
'[“i)|3)iL5A QTJa.puag me,g.)g.)auag la

o2 1) BIOS aud cpl )5 5 a3 UEFl 9 s 5 (50328 BIOS 5,15 U UEFI L, BIOS 59008 ol 1581 Oleo
S, l"""bl”. BIOS & ,iiws s wlud> 5 90,95 axslsl ,5 anl I""S =
Y] P.:)I.J).: < 4.».&19 U‘.’.l 29

T Wy 5 BIOS/UEFI L LT o

Of Slasis ¢ 5 oo 9 b cus9am da (S5a9 BIOS bma b LT @

4285 \ Y rads> oley aw
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Time, Date, Hard Disk Type...
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UEFI -f i Motherboard :AY aul>

A+ Part 83 Motherboard - UEFI
b pualys LiT 0T SUIGl 9 UEFT b (A+ o 93) A+ 90l 0393 LAY ad> s

5 2332 UEFI 3 Caws 5 50235 BIOS .5 )l5 ol UEFI L BIOS guals” Lol 1381 olio

4885 YO s> 0bo) e

SN R R R 1)

s
s
N
N

Ef)

CHOS Setup Utility - Copyright (C) 1984-1999 Award Software

» Standard CHOS Features » Frequency/Uoltage Control

» Advanced BIOS Features

'
)
1

» Advanced Chipset T
MBIOS_LED &
: 3

> Integrated Per

SO P V. . 9

W3 3 @3 (3

> Power Management Setup

» PnP/PCI Configurations Save & Exit Setup

Exit Without Saving

r""'"‘"l‘

alth Status

: Select Item

Time, Date, Hard Disk Type..

\\ ¢
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...s UEFI-BIOS Passwords Secure boot .TPM -0 iz Motherboard :Af aul>
A+ Part 84 Motherboard - UEFI-BIOS TPM, Passwords, Secure boot, Lojack

25 )38 58, bg, Lojack Secure boot TPM sl (55995 (A+ 0,95) A+ G&},»T 093 | AF aud> o
A8 paalys Wil s o)l 038 Jlas e is, 9 BIOS/UEF

BIOS/UEFI Uil 51 gty 4 w3l (00 dundr ¢l 53 ands 3L 5 BIOS/UEFI ISl

0 r‘,.l)l.)).g ° dqu? U‘.’.l PR

Ol 03,5 Jled e g Jlad 29, 9 5,58 o (Trusted Platform Module) TPM L ksl o

User 4 Supervisor/Administrator password L sl g BIOS/UEFI 5 5,138 50, o9, b olsT e

password
O 05,5 Jles e 9 Jlad o9, 9 50,5 Secure boot L HksT e

Lojack 539l b olsT @
BIOS/UEFI ,3 (NIC) asies &8 03,5 Jlad ,ue o9, b olisT @

485 19 and> ol s

Trusted Platform Module - TPM

L (Secure cryptoprocessor) sl (5,135 5o, 085315 5 S
' Sanlieallaal ol
L MOBO Chipset ,5 L MOBO (5, Chip < &0 @
Y CPU V9
(Bitlocker Jio ol 55 KaS L) .Disk den (5,135 30, 4 KoS
<2l 4 s 9b 0D A3l a5 pl ;1 oluebl Platform integrity
(hebe i S5 boot s, 5l 9 ,_5)|).9|r).: RE7) JE R
D5 D ygu0
2. 0 1.2 .50 aseus 99
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BIOS/UEFI (Update) cossT i, -§ isw Motherboard :Ad awls
A+ Part 85 Motherboard - Update UEFI-BIOS
Sbessg 9 (Update) conl Cilise la (g & mild g oo (At 0593) At (Lijgel 0595 51 AD aul> )5
BIOS/UEFI

€5,5 Update |, BIOS/UEFI b sloy a> @

S3,15 5929 BIOS/UEFI lu,j9,0 sl oo gy 4> @

€55 <dl,s 1) BIOS/UEFI consT Ll b s 51 @

990 G5As pdix S L BIOS/UEFI Sluyse p (yoigel @
Programmer s&iws KoS" L BIOS/UEFI oy (s, b JS ol

.9 @

485 YY :awd> oby ow

fv- T
Update - Flash UEFI - BIOS

SUS UEFI BIOS Utility - Advanced Mode

4 Flash Info
MODEL Z287-A

» File Path: fs0:\
Drive Info Folder Info
fs0:\ 06/03/18
fsl:\ 18
fs2:\
fs3:\
08/24/18
09/29/18 16779264

07/12/18 <DIR> 1000

.T
08/24/18 <DIR> -Spotlight-U100
10/31/12 :42a 4194304 M5A97-ASUS-1605 . ROM
07?/07/18 16384 UAR . BIN
09/14/18 16779264 PRIME-A320M-K-ASUS-4023.CAP
11/16/18 <DIR> New folder
09/14/18 16779264 PRIME-B350M-A-ASUS-4023 .CAP

d File Info
MODEL: ZB7-A s DATE: 08/15/2014

© Help Info

Processing. ..

KL GAMERS NS

MOBO
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ol (Battery) 5L 9 CIMOS abil> -Y i Motherboard :A§ 4.l

A+ Part 86 Motherboard - CIMOS and Battery
L) ol (Battery) 5L 5 CIMOS abil> L magd (oo LisT (A+ 0,95) A+ (iygal 093 51 AS aud> s
Pl 5 gesls 5 5L Gangms Ghas 9 bl diby (5 50k
40 rri)'l-’)i s Aad ol )
ol 4y 9 cusal CIMOS abisl> L HLsT o
Of aisby 5 Sgunls’ 5 5L L Lzl @

Pl 9 Sgeols ) 65k Gasm (has b pLsT e
CIMOS abisl> 5,8 S Caliseo sla (o9, Gojgel ®

4285 VY iaud> by s
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(g USB) uaS” (s9k= 5,190 « Motherboarduas iy, -A Lisw Motherboard :AY aul>

A+ Part 87 10 Shield, Front Panel Ports, Install Motherboard
S 691.? sl gl Motherboard —ua; U9 L F,.”Lu ? LT A 0,93) +A L,;J.:)D.AT 0,595 3l AN aud> )s
u..u; PR I/O Shield s (99) 9 (9 ui:yob 9 w9, 408 5 Jsus USB)
LX) P.:)L)).» = 4.4.~J> U‘.’.I PR
Ol cwas b3, 3 sy s Motherboard 1/0 Shield L bl o

-9 L)*:’9)9u:’9»°l> le-‘b 44{.3 ;IM aUSB LSLQ C))% :(,u.é L‘i’«?’l’k}"'ﬂ)) )9}9"’ 3)‘9"" . . u:’9) L: L.;‘{l.u::T °

N ol 5l 3,90 sla g3l 9 Case 5 Motherboard cuas b9, b plsT o

4385 Y ads> ol o

Install Motherboard
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oK, - (Case) S b oLsT :AA auls
A+ Part 88 Case - Free

LT Dbl 5 (sl 43,5 (sl Case b gt (oo LT (At 0)93) A+ 90l 0393 I AA ad> s

A0 r‘,.l)l.)).g ° dqu? U‘.’.l PR

(Form Factor) Case s lasbwl sla o3lul b L;:L'MST .
&l @ ,> sla Case oLl b HlsT ®
Case 4,5 )5 dzg 390 OIG L GLaT o

Server sla 5guels sla Case L olsl o

43,85 4 rad> oley e

V ’Eé»' e ‘ A
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(asSy) Fan 43945 g b (2LT:AS aul
A+ Part 89 Motherboard and Case - Fan
9 la sz,J’Ai? &lyl 9 (&2.1) FAN LY) P.:)'Ls).; ° Q|9|).§ QL;):> l.» (A+ 0)9.)) A+ Ls":’)}AT 09> )| A4 Aml} PR

e N)'I.)ﬁgﬁ&u.l}wl 29

ol calise sl ojlal g (an) fan b HksT o

Sl jlsfan sluxs as @

case 4 fan Jlasl Caliseo sla (o9, b olsT o

T sla wslis 9 (Molex, 3 pin, 4 pin) Motherboard « fan Juasl calisee sla o9, b olaT @

CPU FAN, CPU OPT, CHA FAN, PCH FAN, Water Pump, AIO_PUMP fan sla &4 €|93| L @L\MT °
fan splitter L HLaT o

lsT sla ol 9 PWM 5 DC sla Fan b olsT @

Windows s UEFI ;5 FAN ey J 58 (o9, b olsT @

Fan Controller L HLsT o

oS 0993 () 6515 1099 — RGB Lights piwe b ST @

.9 @

4235 YO :aud> oley osw

Motherboard
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3,0k & ,5 9 JS s ae - Motherboard (4« auds
A+ Part 90 Motherboard and Case - Cable Management and Buy Motherboard
239 oS D ol Jleel ur9) 9 J.ng Cypde Eguog0 L P.lg,& ° LT (A+ 0,93) A+ ‘s&b}yT 0,93 514 awds> o
o ["’«’QIP 3300k X3 45 3,90 3 | SIS asls]

Ol Cueal s 5euals’ 5 (Cable Management) LIS <y 00 @
oS 890 1 e Jlesl G390l 5 7 n e Jlesl 55 3590 slaylsl @

Motherboard 1,5 5,50 ;5 SIG 28 9 la Motherboard w) s 9 ,550alS (9,8 Colw diz (g, @

4ads Y aud> ol waw

- il & B B Kkl

\YY
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(Peripherals) il> sl )l sl Eors
Keyboard - 415 a=iv 4\ aul>
A+ Part 91 Peripherals - Keyboard — Copyright

JL; sl o9 ‘gu IS Axio (AlS asio &9“"’9“’4'3["'1).|3)'~16’°(A+ 0)9.5)A+ ‘s&}yTO)g.b SHAY adds> o
w9 S Amio 3,5

A il on A ool 3
IS amio glyl b QT e
Sl sla LS amio 63,08 SIS L QUsT o
T oG 9 (Wireless USB PS2) s 43 35" axio Jlasl sla g, g9l L sl e
Al axio Olal 9 cans B9, b olaT e
S aiio 035 puas sla Ghgy b QLST e

.9 @

4> YV iaud> ol aw
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Qliﬂ) - OT Jeve Iy (Mouse) U.ogla ‘0|9.'$ Js QR ‘0|9.'$ .)S)l{ QY dud>
A+ Part 92 Peripherals - Barcode and QR code Scanner, Mouse ,... Free
9 ls> QR code (Barcode Scanner) olgs 5L 4 P‘15|°)% o (At 0,93) A+ ‘s&},ﬁ 093 3l AY aud> o

.QT X5 9 (Mouse) u»gl.o

(Barcode Scanner) olgs a5,L L oLl o

QR code Scanner L ksl o

e oo 03litwl Jlusus slanal b, sl a5 Signature Pad L LT o
w4 Mouse Jlasl sla (39, glgsl s Mouse glgil b sbsl o

Laptop Touchpad or Track pad L @L;,LT °

Mouse DPI pseae b oLsT @

oogle S eSS prasi 9 Gagas By b olsl o

Mouse Scroll e b olsT

.9 @

485 YF iaud> ol s
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Pen Tablet ; Webcam L LT QY auls
A+ Part 93 Peripherals - Webcam, Pen Tablet

Olial 9 s 59, 9 e 42 Jdlasl sla o) ‘&|95| Webcam L (A+ o,95) A+ G.D},AT 0,93 5l AY awd> o

mod o LT OT sla 3,5 9 Pen Tablet 5 Webcam

4> \Vad> Oloy e

E \ www.CyberCE.org
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o1, — Scanner ¢lgl b LaT :(Scanner) Sl AF dul

A+ Part 94 Peripherals - Scanner Part 1 - Free
Flatbed, Book ) .. P.:.ml,.& LT oliulas )8 5 la Scanner glyl b (At 0,95) A+ G&}yT 0593 51 4F aud> o
(edge, Sheet fed, Handheld, Overhead

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29

ol sla 3,8 9 la 559 9 Flatbed Scanner L @@T °

ol sla 5,5, 9 la 559 9 Book edge Scanner L oLl o

ol 6l 3,,5 9 o 559 5 Sheet fed Scanner L HbisT o

ol b 5,5 9l 559 9 Handheld or wand Scanner L oLl o

ol sla 5,5, 9 la 559 9 Overhead Scanner L Hksl o

4585\ YV iaud> ol waw

m www.CyberCE.org wslz slaylul b @L&T
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Ol — Windows Jule g 53 sbwl 03,5 (S€an) oSul Gigy b (LT 40 aul=
A+ Part 95 Peripherals - Scanner Part 2 - Free

Jole (e ) sbasl 03 57 (Scan) Sl U:,),AT 4 ol ez awgs (A+ 0 ,95) At G&}yT 0,93 51 30 aud> >

'rvﬂ' asls Windows

Y] r‘,.g')'l.)){ &° LMJJ L)?.I 29

2l OT Jawgs sliwl 03,5 oKl s Windows Jole gt 55 il G cuas b gl @
Windows and fax Scan ael ,; bawgs bl 03,8 oKl b GLsT o

PaperScan aab ,; bwgs sbwl 03,5 (Kl b olaT o

VueScan 4ol » bwgs sbwsl 05,5 oKl b olsT ®

4385 Y5 sawd> by wow

5t
Scanner Software
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USB Switch g KVM Switch (5L aiws 4§ aul>
A+ Part 96 Peripherals - Game Controller, KVM Switch, and USB Switch
KVM  sla Ll 9 Windows 5 (5L aws olsal (o9, r"*jb)i o (At 5,93) A+ G&}yT 0,93 5l 45 awd> o

b alys LiT LT sla 5,1 L 5 USB Switch 5 Switch
e rv.‘{)'l.)).g' &° 4.&.\4.1.7 wl 29
Windows  Jale E—ge (Game Controller, Game pad) ;b awws 03,5 Olxial 9 cwns 29, @

ol glgil 9 5,5 KVM Switch | yLsT o

of Elgsl 9 5,15 USB Switch L sbal o

485 VA sad> ol ow

Wl e
KVM Switch

CONNECTION DIAGRAM

Switches installation is simple, do not need to install any additional software
direct use of cable can be connected to the computer equipment.

&4

/
r USB2
(Standby)
\ keyboard __
’llnnnﬁ ISR wireless device 0N

Keyboard
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(g Mioiiogh Casluw dioiiign oS «ilid) :Mobile Devices - ol jon sl olKiws Camae

oS, - DCJack a9 by, Kensington Jis Dockstation (ol ggil -\ isk (Y awd>

A+ Part 97 Laptop Types, Dockstation, Port Replicator, ... - Free

Port Replicator .Dockstation & ot glgil 9090 4 rv%)'b)i o (A+ 0,93) A+ G&}yT 0,93 51 Y aud> >

.9 DCJack a2 (ji9, Kensington Jas
s Mobile 545 e a8 (Mobile Devices) jlus sl oKiws (iwa oluls LB ool 4 a5 Sla oKiws 4
s s 5l auds gl cpl 9 csls plss )l sla s @ dd> YF o g ol 9 5e8 asle Hlw

Lt Hlw sla

40 P‘i)l°)’v 0 dadz cpl )
Normal, Ultra book, Gaming, Workstation, ) olislas, )5 o la Sy da by glgl L Llal e
(Business, Rugged, Desktop Replacement
oy ool Glas )8 9 la 509 Laptop Dockstation L ksl e
ey opl slas 5,8 5 la S50 Port Replicator b LT e
<l ,> Memory Card Reader e
aluwy opl slas ,i,5 9 (Kensington Lock) Kensington Jas L @L;,LT .

la g:)l.:.é.] ) DC Jack L)43~9"3 U.:'ag) L: @L@T L]
4285 YO ads> ol
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(Frame, Bezel) 95 Koy OB g joube asgni -Y Lisu Ol (A aul>

A+ Part 98 Mobile Devices - Plastics Frames Bezel, Screen Replacement
9 Sl Hgle yasgas by, ub),aT & 2PN JB prz oS L (At 0 ,95) At ‘sﬁu}yT 0,93 5l QA awds> s
.P.;}I.s,.; < OT 09 ol
s Mobile 545 0 48 (Mobile Devices) jlus sla oKiws (ditwa olbuls LB ool 4 a8 Sla oKy 4
Qolbﬁ lV:AIP )l.:.w L;LQ bKlw.b L ‘LwJ? YY ). ..9 c_“)L'I.:J 9 ks“:’; susle )L:.w
4.: r‘,.g')'l.)){ ° L.u.l.> L)?.I 29

Pl ssisle sgs Sy angns L QLT

Screen Replacement - ol jeisle g b olsT @

4385 VYV iads> ol
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OT 6o 465> 9 JulS” dio ,uis Coodpad - isw Ol 49 duds
A+ Part 99 Mobile Devices - Change Laptop Keyboard, Change Laptop Key's

059, 9 Pl MS amiio jaygai €00dPad £oige 4 0l (o (At 0y93) At 90l 093 5144 aud> o
w9 IS Amio 03,5 e 0T Hl aeSs K Garges
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a5 sl s eslizwl 5,90 Cable stripper 1l b olsT o
a5 csle s eslizwl 5,90 Cable Crimper 1l b olsT ©

RIAS S g 9 TP LI Lwgs aseds S cslos 3, b obsT o

aads VY awds> ol

lV Wired Network Connection

RJ45 Connector
RJ (Registered Jack)

A8P8C — 8 Position, 8 Connector
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O - BB laso o OF 8L 9 a5l b5 03,5 bl 9 Cons —F i 4Gl -\ FA auls
A+ Part 148 Network - Cable testers — Free

9 ‘QT Sl 5l s il J.ng oo; Ol &9;.99.» a4 r‘,.l)'b).; ° (A+ o)g.b) A+ LS“B}VT 0,99 SIVEA adds> s
BB do G e SBS 5590 JIST Bl ()

.P.l)'b).; & E3o9e onl 4 duda cpl )o 390 e esliwwl (Cable Tester) (LU sla oais” Ol (sla oK

W 03 gy 5l O Tams 0lgy b o8 6,138 candle 1, LS 0T 595 b Lz 108 o0 sl |, LS a5 5
sa90 S 8L Sl 29 oo 0Ly 9 JKia iy S 38L (oudl 03 55 5,138 cuadle |y il ST 5l Gads

Tone generator and ) laus o358 5> 9 a9 0258 sl pb a5 )15 3929 )bl (Il o 9 la 0> o Lo s
28 ualys LT 5l cpl b dud> cnl 53 a5 (probe

Y] P-”')bﬂ ° 4.».4.1> U'.’.I 29
(Cable Tester) Ll sla oaus” oloial b laT @

(Tone generator and probe) las s 38" 9> 9 Cun 9 028 sl b @L;;,T °

4285 Ve awds ol

s Wired Network Connection

. (Cable Tester) s sais yloxial
Video 1 2 3
1| S L WT——

RINT

RJ45

BNC Socket —f i
]

Earphone Jack CABLE RJ45 + RJ11

|

usB—
1994 Spotlight Button TESTER 4

.
i BNC Remote

Socket(for coax
open / short)

DOV awN -

G

TER REMOTE
s NSHL468

NSHL468
CPJ20 12T 0318

LCD Multifunction
Cable Tester

e ——
EMITTER

RJ11 Socket
(for wiremap)

USB Socket
(for wiremap)

s
L ¢u45 Remote ! . I s [
Socket T

M
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RJ-11, 14, 22 sl LI Coupler Keystone b LT -0 Lisw auis -V FA dwd>
A+ Part 149 Network - Keystone, Coupler, RJ11, RJ14, RJ22
RI- sla L Coupler .07 slwl (3s, 5 Keystone uu3ls,y oo 4 (A+ )93) A+ (objgel 0593 51 1F4 aud> )5
RIF11 sla JoS sbowl bs, 5 RI-22 5 RI-14 11

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29

Ol L 03,8 8 (39, 9 las I8 Keystone b olsT @
ol L, s, s Punch down tool L oLl e

ol L, 39, 9 Coupler b HlsT o

ol 6las 5 9 RI-11 sla LIS L LT

ol 6,8 s RI-14 sla L L HlsT

ol slas,,l5 9 RI-22 sla LS L oLl o

RIF11 sla LIS sbul b LT o

4285 19 ads> ol

f Wired Network Connection

Keystone
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@TM&9)9&|}9QS|JD@L‘BT—; - TR U A R P 2
A+ Part 150 Network - PVC Trunk and Trunk

l.q.»T)| |)bdglfddlmwgdubg)gdm-rAgpg.}b)g:‘sa(A+ 0,93) A+ Gfb}yTO)g.b V0. adds o
b,&@“ﬂf&l}g&fb@Td{SM@é)
40 rva)b)-;@‘\mi?oal)ﬁ

Ol o (pi9, 5 )8 da S509 PVCTrunk) esls b olsT o

Ol s (p9, 9 s )8 o (Sss (Trunk) SSls L SlsT o

485 VA rads> ol

| AN cybercE.org Wired Network Connection

Trunk
Lo JolS" JGss! (5l (5 pammne
Jiiwa Trunk J=1s S gw 9 3 o

A0S 9 e

\AY
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2970 o JS 5 5595 pasd SIS by b -V oy ad 1 O Al
A+ Part 151 Network - Optical Fiber, Coaxial cable
Coaxial ) ;90 o2 I 9 og b Sl SHedesS w REBILE T (A+ 0,93) A+ ‘_sﬁ'u}yT 0593 31 V0 aud> s

6918 ol Sl eslizul 59, 4 5s, 3,15 (Optical Fiber) )55 ,ud $55)9S &5 (65L) Jlw la (S Juds 4 059 4l

w00 (8 Sog b Al (nl 5 > red 4 09 (0 i

0 03litl ($39)gis ol Sl 03,08 S ygu0 4 o 09 el Lel el (0003 (Coaxial cable) jgme pa JUS (554l9:sS
U‘.‘.I )09 Coans| r)y c;}’J’.«gi U‘l| La @L&T -9 u%).l}ls L;LQ UJI.)T 9 A )l.)uo Lgl.m o090 &ya,ﬁ )9 T.ao’;.a:m ‘.)9.‘:.:

Y] r‘,.g')l.)).g <° M.l.‘> U'.’.I 29

T slo S50 9 (Optical Fiber) s g b 659l obsT o

ol lizl 5 6ogi b sl B L Qs 0

LT Pl o sla S »9 9 (Single-Mode 3 Multimode) (5,45 ,ud LI elsil b slsT e
fusion 39, b o9 pud Lo 95 Jlasl @

(Coaxial cable) ,4>s NS L L @uT °

(BNC connector) BNC sazas Jlasl b olsT @

RG-6 9 RG-59 sla L L @MT °

(F-connector) F sla sxias Jlasl b SksT o

aads VA awds> ol

fa. Optical Fiber Communication W

&9 b Olbls,l — Optical Fiber Communication
JUKaw JUssl sl p o5 31 o5lazul

\C@

TOSINSS
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802.11 sl» FS90 9 Se2dly P'.‘!""".“.‘U“"IS)S sl b -A s aSSl Y OY auds
A+ Part 152 Network - Wireless Protocols 802.11 a,b,g,n,ac,ax,6E
bl sla JSg,0 L axslsl ,5 9 ol slas )8 9 (2939l sld b L (A+ 0,90) A+ G&},AT 0793 51 VOY awds> o

ed 0 L.:T 802.11 a,b,g,n,ac,ax,6E e

G o2l 5 o BB ped @ 595 e eolitul (Wireless) s 9 29291 sla Guls )6 83 Y S yguo 4 09 yal
SO TSI

A0 r‘,.l)l.)).g ° dqu? U‘.’.l PR

P 58 3,8 5 gsl, zlpel Cilisie sla ik b SiT @

900 MHZ, 2.4 GHz, 5) rn|.> o slas )l g sleS 59 9 e slo 4l glaie sla usls )3 L b_iuT °
(GHz

ol sla s w9 la L;}lg 802.11a or Wi-Fi 1 (Wireless) (o asCis > ylaslsl b L;:U-&T °

O sla s 9 b (529 802.11b Or Wi-Fi 2 (Wireless) paus 4 3)luslinl b plisT

T o e o 5 o (5529 802.11g OF Wi-Fi 3 (Wireless) g a5 3)luskial L bt @

ol sla e w9 Lo jjw 802.11n or Wi-Fi 4 (Wireless) S asCis s ylaslesl b L;:U-&T °

ol sla cue w5 la 555 802.11ac or Wi-Fi 5 (Wireless) VWL ORI ol e

ol b e w5 la 555 802.11ax or Wi-Fi 6 (Wireless) oy 45 315kl b LlsT e

ol sla cue w5 la 555 802.11ax or Wi-Fi 6E (Wireless) WL ORI ol e

aads 19 awds> ol
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Ay s 13015 amnns (51 4 AL (slay (sl JULS -8 iy 4 1 Y dudr

A+ Part 153 Network - Wireless Frequencies, Bluetooth
‘5|).3 QT le.m.)).g)lf 9 (s uwls)s sl Juls LY) Pg.}b).; < (A+ o)g.b) A+ G.‘b)yoT 093 5PV ads s
(Wireless) muus sl dSuls Cas puv i1 531
40 r‘,ﬁ)b).; s Aad ol )

Wireless s LT pubis (ig) 9 il sla 3,08 5 2.4, 5,6 GHz (slS )5 sl b slo JUIT L olisT @
l Router

Wi-Fi Analyzer sla,lzsl o5 b sbaT o

4385 Y0 :awd> ol

ar Wireless Protocols

2.4GHz and 5GHz Frequencies
Wi-Fi 6E

Band  Channels BW

2.4 GHz o 20mHz. RRA 60 MHz of Spectrum &

1 40 MHz 3 Channels Allocated
s 2o QAARAAAA AMAMAAMARMAAL AAAA £
5 GHz i i A A vV 500 MHz of Spectrum &
somrtz A AL AN BN BN BER 5 Channels Allocated
2 com: A —

5170 5330 5490 5730 5735 5835
MHz MHz MHz MHz MHz MHz
5o 2omiz ARARAAAAAAAAAAAAAAAAAAEAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAA

29 40 MHz 1,200 MHz of Spectrum &

6 GH : -‘ » ‘ .
* 16 sowwe AN AN SN NN AN NN NN BN NN BN NN BNNA MNE. 50 Channels Available
e —v v Y v v v

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz
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~ RFID, NFC, Zigbee, Z-Wave, 2G, 3G, 4G, 5G sl JSis, ~\+ Lhst a%ubs 1 0F auls
oK,

A+ Part 154 Network - Wireless Protocols, RFID, NFC, Zigbee, Z-Wave, Cellular — Free

(Wireless Protocols) paws sl 4l sla JSS9 4 w5153 (o0 (A+ 0)95) A+ el 0393 51VOF auls s
RFID, NFC, Zigbee, Z-Wave, 1G, 2G, 3G, 4G, 5G

e rv.‘{)'l.)).g' &° 4.&.\4.1.7 wl 29

ol slas )5 5 la S50 (RFID Reader o RFID sla %5) RFID (s55)eis b ks @

Of slas )5 5 la (F59 NFC (s39)eiS L sl o

Of slao,)8 5 b (S5 Zighee pun 4l g b QLT o

ol Glas 5 5 la S59 Z-Wave o 45ed JS59 0 L A

ol slas )8 9 b 539 Cellular sy 45 S5 | ol e

T s, 5 b £39 Cellular 1G, 2G, 3G, 4G, 56 paus 45 sl JiGs 5 b s @

a8 ¥ rawd> ol

Ay Wireless Protocols

(Radio-frequency identification) RFID

9290 Zlgal G,k Sl plul (o lwlils Gl 59l SO
o

Video

g Ultra-Small RFID Chip
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... Dial-up, ISDN, ADSL sla o9, b <o il 4 JLasl -1\ sty a1\ 00 dud>
A+ Part 155 Network - Internet connection types, Dial-up, ISDN, Cellular, DSL
A+ Part 155 Internet connection types, Dial-up, ISDN, Cellular,...
Gl e b ol 4 Jlasl sla e, b olal « 23155 oo (At 0)93) A+ 90T 0393 51 100 awd> s
DSL 5 Cellular 4 ISDN 4 Dial-up

o oo GBT 25zl & bl il sl oy b sm dds 5 s

i s (o0 dedr 0l 0o
of sla cusgame 5 o (S99 Diak-up (29, b ozl 4 Jlasl b sl o
Of la cysgazme s o (S50 9 ISDN (o) b szl 4 Jlasl b LT o
Of 6l (F39 9 5 puw 9 Cellular sla ats oS b syl 4 Jlasl b olsT o
ol sla 559 5 Tethering (g, b il 4 Jlasl b GLsT @
Of sl usgazme s b (S35 5 ISDN (i) b izl 4 Jlasl b Qs o

Ol Gl Cusgame 9 lo (S329 9 ADSL (s, b s il 4 Jlasl b olisT @

4285 VA ads> ol

| (I cyberceore [ Internet connection types

connection. Used in remote areas.

((( ))) o CELLULAR
Uses the same channels as
phone
Hand

home

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

s

[ S—

N/ e CABLE
One of ost

Cable?

\AA
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w9 (529 ud (D page b 5,01 4 JLasl -\ Y s aSGls 1 OF dud
A+ Part 156 Network - Internet connection types, Cable Modem, Fiber, Satellite, line-of-sight
A+ Part 156 Internet connection types, Cable Modem, Fiber,...
Gl e b ol 4 Juasl sla (oo, b olsT 4 r‘*’»)"°)’~. oo (A+ 0593) A+ Jisygal 593 51105 awls s

ol s o)l 3,9,9(5&1:.59@‘5&, 1)) C,U)Lild.adhas'l tSI)-.’ 39‘3@)1@9)1*;&@)1%' sl solawl 39, 4 59,
o o 15T ozl & Blol il sl oy b ol > 5 Al

Y] P-”')b)-: ° 4.».4.1} U'.’.I 29

ol la 539 5 (Cable Modem) LIS p3ge b9y b i pinl 4 Jlasl b SlsT o

ol sla S 59 5 (Fiber optic) 5,9 b b il & Jlasl b HLsT @

ol sl S5 9 (Satellite) o lsalo b o uul & Jlasl b SLsT o

sl 559 9 (Line-of-sight wireless Internet Service) prins 33 (39, b ol 4 Jlasl L @L;':,T .

Ol

4585 10 :ad> 0l
s Internet connection types

o DIAL-UP
o Uses
== inter

I

o
SATELLITE
/’% e Uses sa

05 satellites to provide an internet
connection. Used in remote area

((( ))) o CELLULAR \
Uses te same channels s your
Pphe
Handy when o Loading...
home and need n L —

\N/ o CABLE
One of the most common types of
connections. Uses the same coaxial
cables that deliver your cable
television.

4 o FIBER OPTIC
The t type of cor
fiber. I

ber cables to transfer data

llllllllll
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Windows ;5 o1 Slabiss jl (5, 9 (NIC) 4y &opl8 -\ ¥ iy 4o -V OV dud>
A+ Part 157 Network — NIC

5 ol Olebisd jl (S 9 a8 S5 L @WT & I"'l}b)”: o (A+ 5,95) A+ G.D),AT 0,93 5l VOV aud> o
Windows Jule i
e r,.‘:')'l.)).g' ° 4.;.\4.1.7 wl 29
ol 5,5 e 9 e b Network Interface Card (NIC) aSos )8 glgil b sl e
Windows JALC- W PR d.ii.uu C))l{ C)lA.ﬁ.b-\S L: G'{L“”T ®
03,5 Jd e 9 Jld ©
Duplex 5 e ju pubis ©
(Wireless) pums la 4l 4 Jlasl go050 0
135 (0 Ego90 cnl 4 iden Windows Jele i )3 alul 45 by 0 xlio s 4l

a5 V) ads> ol

g4 Wired Network Connection

Network Interface Card (NIC)

TOSINSS
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TCP/IP 5 OSI sla Jaw g MAC 0T b olisl -\ F i asiois 1 OA dul>
A+ Part 158 Network - MAC Address, Network Layers
5 0SI sla Jaw 9 0T slas 0,5 9 MAC Address b wsds (oo LT (A+ 0,93) A+ (djgal 0593 51 VOA aul o
4 s Sledbl Jasl g wed )2 TCP/IP

A0 P-"‘)IJ)-”‘ ° dqu? wl 29

035U sliun 9 93 Slis 03 Slus 6330 Gla i b ST @

ol S 39 5 sl 9 MAC Address L olsT @

WSt 53 el Jlasl sla gy 5 P L obal o

4 > ANl Jlasl s, wd sl OSI Sl Y Ui b 5 ol o

4 s> oledbl Jasl Gig, wod sl TCP/IP Jse Jae b S5 plusT

Encapsulation of Protocols P.:AliA L olsl o

4285 Y& ad> ol

'A Network Connection

MAC Address (Media Access Control Address)
Physical Address L

0315 yolais! NIC a4 oaijle &S b bwg 45 Cul 9 LSO ol O
31 s 1y O Olgs oo 9 g o0

MAC 03 3Lb sliae 13 (o3, VY e SO

Loaw sl 585
Media Access Control Address (Jlegwl;Sa)
CC:46:D6:BB:28:FC : JLs
00 | 1A | 3F [z " [l o 00-A0-C9-14-C8-29 : JLw,
| 1 [ 58BF.E101.1B8D :Jt.
| |
Organizationally Unique Identifier Network Interface Controller Specific Demo TOSINS!":;

141
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IP Address v4, v6 Port o,lei UDP 3 TCP sla JTg,m -1 0 Lisu aSluls -1 0% dud>
A+ Part 159 Network - TCP, UDP, IP Addressing Part 1
IP L aslsl )5 g Port o leis g UDP 9 TCP sla JGg 0 4 ["'ljb))v s (A+ 0,95) A+ G.D},AT 0,93 51 104 aud> )»

A maalys LT Address v4, v6

dl.a.'bl L):’B) 93 wlbwuﬁl )9 UDP ujaj)gTCP U'i’9) ol dl.a.bl |)l.ﬁ4.1wu|93‘50039) 934{@6[&0 0

L)il 29 as S gunn oslaul M C)‘/,.:.Q,JJ 9 la )59.3430[{ UJ.BL‘:' LSI)-? IP Address fL’ D (PR )| ).3'5.:.5..4[{ le.:.}.) )

1352 o0 IP Adress pagae 45 cam dud> 9 dul

Y] P-”')b)-: < duu.a.l? U'.‘.I 29

ol sla 539 9 (Transition Control Protocol) TCP JGg 0 b olsT @

ol sla S99 (User Datagram Protocol) UDP JSs ,, b olsT e

a5 Ol 3,0, 5 (Port Number) &g o)leis b SLsT o

Windows Jule piuw 55 Port giws b bl o

(IP Address) IP )5l b olsT o

IPV6 5 IPV4 L Ll

S oslizwl Ol yzils sebiie 4 Windows Firewall ;3 ICMP 4wy 05,5 Jlas 9 Ping sgiws b olsT @
Ping

4> VY ads> ol

fas IP Address | Networking |
IP Address
Pv4 Pve opeip Tt S
TAST F\J'\'\N_Ey IP version 4 (IPv4) :f aseus IP o1
IP version 6 (IPV6) :5 asuus IP o1

\ ‘ :1Pv4

\ 192.168.1.1 - Jts
152.62.14.141 - Jtw
:IPv6

2001:0db8:85a3:0000:0000:8a2e:0370:7334 : JLs
:1:1234:5678 : JLs

@ 2001:db8:1::ab9:C0A8:102 - Jis
TOSINS<:
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A,B,C, D, E:IP Address sla s g Subnet Mask -\ § s alis :\ §+ dud>
A+ Part 160 Network - IP Addressing IPv4, Subnet, Classes

IP Address sla Y5 9 Subnet Mask s Ed9n & P‘35|°)’v o (A+ 0,92) A+ 6&3,;,]' 0593 I \5e aud> o
.Class A, B,C,D, E)

4285 VY rads> ol

P Address

Network 192.168.4.0 Network 192.168.10.0
Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
T e e e e T e e S S S T e | | R R R = i e = e S b ]

@ 192 .168.4 .3
255.255.255 . 0 TOSINS<:
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..s Repeater, Hub, Bridge, Switch :asiis Ol -\ VY Gis 4l 1§ dd>
A+ Part 161 Network - Repeater, Bridge, Hub, Switch
Repeater :pod (oo LbT aods 53 o3kl 390 Sljueas (2l b (A+ 0,93) At (ijgal )95 51 V5) Al s

w9 Ol Cw e Ube, 9 Multilayer Switch Switch Bridge Hub
e r,.‘:')'l.)).g' &° 4.ua.1.> wl 29

ol s 3,8 5 o S50 Repeater L Ll o

Ol la 5,0, 5 la cosgame da Sy Hub b oLl o

ol sl 3,5 5l cusgame da S5y Bridge b Lol o

ol 6la 3,0, 9l (S (SWitch) gisw b GLsT o

Rack 5 Switch cuas (39, b olsT @

(Multilayer Switch) ¥ siz mige b olaT o

Managed ) <o 30 6 9 (Unmanaged Switches) <o 00 (L6 e sla Zgw sla olis b @WT .
(Switches

(Managed Switches) =y ;a0 Ji6 sla zdow o pie o9y b plaT o

(Managed Switches) =y »a0 16 sl dgw UKl b SLsT @

4285 YF rad> 0l

é:'.j}“" - Switch

Olsl® s, b Ll bridge sl
Jlyl 5 NG 4 b Seels Jlasl
MAC Address & ,b 51 Oledbl
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Wireless Access Point s Router b e :auds Oljugand VA i aSl VS Y duds>
A+ Part 162 Network - Router, WAP, WAP Controller

(Wireless Access WAP 4 (Router) b s 4 REBIESTR (A+ 0,95) A+ ‘_sﬁ'u}yT 0593 Sl V&Y auds> s
e (0 LaT of slas 0,8 L s Wireless LAN Controller 4, b3 s aalsl o
aads V) ads olo)

ub)w :Router

CCED sy SINS 5

L * U
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..y APIPA .DHCP Server . slogil g (iws 25 wid] 19 jisw 4ol 1\ SV dul>
A+ Part 163 Network - Static and Dynamic IP Addressing, DHCP, APIPA, Link Local
APIPA DHCP Server .Sl 9 (Guwd (82 U")‘DT a Pg.}l.b)g. 0 (At 0,95) A+ G&},&T 0593 5l VY aud> o

Link Local sl w37 5

e r,.‘:')'l.)).g' &° 4.;.\4.1.7 w' 2

IP Address Conflict glas L oLzl o

IP Address (Manual) s 03,5 5)ls (g, b ol o

la s 45 IP Address Sslagsl Golazs! o9, 9 DHCP Server A E-Y
Wireless Router <, ,3 DHCP Server wlodis b olsT

IP Reservation psgas b ol @

ol 5, )5 9 (Automatic Private IP Addressing) APIPA L olLiT

lsT slas 1,8 g Link Local sla w)sT b oksT o

4285 VY ads> ol

frra IP )3T gutiss AP Addressing

—
LAN Setting
» LAN Setting
Status LAN IP Address (192 |.[168 |.[1 [.[1 |
b | LAN Subnet Mask 255 .|255 . 255 |0
WAN Setting
o +» DHCP Server Settings
LAN Setting
Enable DHCP Server i
—— V]
QoS DHCP Starting IP Address 192 168 .1 .[2 |
b DHCP Ending IP Address 192 168 .1 [200
Port Management
. Primary DNS . . . From ISP
DSCP Secondary DNS . . .
" Tertiary DNS _ _ _
MGMT Service =
,.‘ DHCP Lease Time |1 |Days|0 |H0urs‘0 ‘Minules 0 beconds Is!‘.:g
\4¢
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Router <, g Windows ;5 ol b s, 9 DNS Server -Y . sy aiil A 5 F dwd
A+ Part 164 Network - DNS Server

Jole [ ) ol r,.:b...? uv9, 9 DNS Server Egd9n & P‘i).b)i ° (A+ 0 ,93) A+ C.S‘D},‘T 0593 5l V&F ad> o
.Wireless router < ,5 9 Windows
e rv.‘{)'l.)).g' &° 4.&.\4.1.7 wl 29

ol s, 5 la S5 DNS Server b Hlbsl o
Windows Jsle piuuws 5 DNS Server o.bas b, b sl e
Wireless router <G 5 DNS Server oledas b ‘_,,_ZL;;;,T °

4385 10 :ad> ol

[YFA IP o s5T waiis IP Addressing
(Domain Name System) DNS
o< » 9 IP Address as  olwl o

f eH

TTP request to 198.61.190 243 ‘

— 4. HTTP Response ‘
Web Browser

Server (IP: ﬁ*ﬁﬁ N s !,.:;
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VLAN s VPN L LT Y\ isw 4l 11 50 duls>
A+ Part 165 Network - VPN, VLAN

A ) ol sl >, 9 VLAN 9 VPN Eyo90 & P.:)'b).; o (A+ 0,95) A+ C.S‘D},‘T 0,93 51 V50 aul> s

A0 P"")IJ)-”‘ ° dqu} U‘~’~| 29

ol 3,8 o (Virtual Private Network) VPN (s5lxe (sogas a5 b olsT @

e B sl gmdge 43 O 5,1, 9 (Virtual Local Area Network) VLAN L LT e

4285 V) ads ol

XD

:(Virtual Local Area Network) VLAN
il Ah Xz ol
imios gl Switch 5 Oglise
s w9 Caniol i 1531

VLAN'd Switch

Ethernet Swilch. \

VLAN 20 Servernet
192.168.20.0/24

Video 1 2

VLAN 30 VoIP
192.168.30.0/24

VLAN 40 Wireless
192.168.40.0/24

b5 e TOSINSS:
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(Network Address Translation) NAT L LT -YY ise a1\ 55 aul>
A+ Part 166 Network — NAT

s (Network Address Translation) NAT ss.540 45 03505 5 (o0 (At 2,93) A+ 90l 093 51 V55 and> s

@09‘” 9 (P9E 6LQ U")JT

4285 \ ¥ ads> ol

fros NAT

o il a4 JLas! gl eg90e IP Address G 4 ogas sla IP Address aca ao> )5

COMPUTER NETWORK Laptop (Wi-Fi) E

192.168.0.101

sl

Desktop (Ethernet)

Public IP Address
82.10.250.19

/" 19216801

Route r Private IP Address

192.168.0.11

Printer (Ethernet)

192.168.0.100

Smartphone (Wi-Fi)

192.168.0.10

PlayStation (Ethernet)

192.168.0.102
Desktop (Ethernet)

DSINSE:
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Patch Panel L LaT -YY¥ jiow asli :\ SV auls

A+ Part 167 Network - Patch Panel
o¥9s 9 Elyl 9 las )8 S 559 [Patch Panel iyl 4 M}Io).; o (A+ 5,93) A+ G&},»T 039 5l V&V aud> o
ol & la LI Jlasl
4.: r‘,.g')'l.)){ &° L.u.l.> L)?.I 29

OT .)).E)L{ 9 Q:M”-O-Ql ‘PatCh PanEI l.: C’J“LMI)T o
(Unloaded Patch Panel 5 Loaded Patch Panel) Patch Panel glgil b P E-Y I
Patch Panel 4 o LIS Jlasl (29, b olsT @

4.5.;5.) Yy 4~.~1:> ULO) L

Networl 'lhg

P 2

Patch Panel

e ] £ m- | [}

f ' ' /;////iil /%/

AERABAARHABIASNEAEREA

RULLELLET R 1
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EoP 5 POE Loopback Plug L Uil -YF i auss -\ $A auls

A+ Part 168 Network - Loopback Plug, PoE, EoP

sl 5,,,5 L 9 EOP g POE Loopback Plug L L,il:u:,T @ p—l)lJ)i o (A+ 0,93) A+ G&},aT 0793 Sl VSN aud> o

i ol 5 o0 Al oo
4 Jlasl s g 0T sl Uv9, 9 5,5,)8 Loopback plug L @LM,T .

TP L G2,k 5l 6,0 Jlsl — oF glgil 9 5,18 (Power over Ethernet) POE L LT o

G B &b sl ks Jsl - ol 5,6 5 (Ethernet over Power) EoP L ,lsT o

4385 VYV iads> ol

vy Power over Ethernet (PoE)

Ethernet 5, 3 ,» — Power over Ethernet (PoE)
3 9 Sledbl JUsl gl JlS

[TTTTITTTICT Access Point
— = IP Phone

"' v “a.
v ¥ 9

...9

One Cable - Transfer Power and Data

Y NI RO |5 5 sbole sl culis
IP Camera AP IP Phone IPTV Led Light ) JS.J.-A (9 ‘5.25

TOSINS<:
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oS, — ol > ,Sos 0926 9 (POrt) O e P oo L @L;&T—Yé Ot SV 74 duds
A+ Part 169 Network - Ports and protocols Part 1 - Free
Oz U39y 9 5o 0925 9 Elgil (POIE) ©rpgs pagie & puils 0 (o0 (At 0593) At 90T 0795 51 154 auls s
Windows sl g 3 0T

e r,.‘:')'l.)).g' &° 4.;.\4.1.7 wl 29

T Elgil 53,5 5 (POTY) &gy pagian b LlsT @
Socket pokia L @@T °
Windows Firewall s ,b 5l la Port i (o9, b olsT @

Windows Jole s ) oIl g o ML")-) LERGETY) o ko uoLal.H 9 sl 09 L L,’_ELW,T °

aa85 V7 rad> ol

‘SA Network Ports Vet

:Port »,Ls — Port Number
TCP/80 — Web Server

UDP/5004 — VoIP Server
TCP/143 — Email Server

lawe IP: 10.0.0.1 Jwaie IP: 10.0.0.2

las IP: 10.0.0.1 ia.e TCP Port: 3000 Server

Client Rt
Auais IP: 10.0.0.2 .aie TCP Port: 80 HTTP data

las IP: 10.0.0.1 1 UDP Port: 7100

4020 IP:10.0.0.2 | s.0ie UDP Port: 5004 YelPdats
lause IP: 10.0.0.1 ia. TCP Port: 4407 i
%2iaIP:10.0.0.2 | .ai0 TCP Port: 143 Emall gqta
Pz N
1OSINSE:
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LQ.;T 93 0)ledds 9 Hopuinn sla SS9, b @LZ.J:T Y& e &S A\ Y. duds
A+ Part 170 Network - Ports and protocols Part 2 (Port Number)
93 0 ke 3,35 9 9 Hapin sla SS90 b @MT 4 w2l (o0 (A+ 0 ,93) A+ ‘s.%}yxT 0593 51 VY- aul> s
L of sla u,l5 5 (Port Number)

TCP 21 5 TCP 20 sk & o Lo ((File Transfer Protocol) FTP JSg,0 b bl @

TCP 139 4 UDP 138 9 UDP 137 sla ;9 0, e (Server Message Block) SMB G ,s L @L;.:UT °
UDP 427 5 TCP 427 sla &g o, les (Apple Filing Protocol) AFP JGg 0 b olaT e

TCP 23 & )4 o,leis (Telecommunication Network) Telnet JsGg o b olsT

TCP 22 &4 o, Lo (Secure Shell) SSH JSGg 0 b olsT o

UDP 68 9 UDP 67 sla < )4 o, (Dynamic Host Configuration Protocol) DHCP G ,s L @WT °
UDP 53 &4 o Lot (Domain Name System) DNS JSGg,, b ol o

TCP 80 &4 o ks (Hypertext Transfer Protocol) HTTP JsGg 5 L t_,’_3L;,:,T .

TCP 443 &, o ki (Hypertext Transfer Protocol Secure) HTTPS JGg 55 b t_,’_3L;,:,T °

TCP 587 3 TCP 25 sla & )9 o,k (Simple Mail Transfer Protocol) SMTP [ 5 L lel;,.:,T °

TCP 995 9 TCP 110 sla &4 o,leis (Post Office Protocol 3) POP3 S 0 L lel;,.:,T .

TCP 993 4 TCP 143 sla & ,4 o e (INnternet Message Access Protocol) IMAP Gy 5, L LsiL;,:,T °
TCP 3389 &9 o, (Remote Desktop Protocol) RDP JGg o b olsT @

TCP 389 &5 o,Leis (Lowlight Directory Access Protocol) LDAP JsGg,s b ol @

UDP 162 5 UDP 161 & )4 o,leis (Simple Network Management Protocol) SNMP JSg ,, b ol e

aads YF auds> ol

Fa Network Ports and Protocols | Networking |

(File Transfer Protocol) FTP
& piunsnr a2 1 Jlissl Protocol

(Active mode data port) TCP/20
Sl )l esiis” J,us (Control) TCP/21

75 6o pb iy e Ol

:Full-featured functionality

N List, add, delete, :ssk (JolS SUl Gaisls
i Copy, move,...

= TOSINSS:
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A+ Part 171 Network - Firewall, IPS, IDS, UTM, Legacy Systems, Embedded Systems
alia 9 UTM 5 IDS 4 IPS 5 Firewall 4 ST & 02505, (oo (A+ 093) At (ijgel 595 51 1YYl o

Embedded Systems 4 Legacy Systems

40 ["'5)"'))'3 s Aad ol )
ol s, g glyl Firewall L HLsT o
4 b bl 5l aeli 5l 5,8 sl 5 gy it GB9s GhIge] @
T slas 5 9 IDS 5 IPS b laT @
ol Glas,, 5 la S5 UTM L olal o
Legacy Systems pggae b sl e
Embedded Systems psgas b Lsl o

4385 VYV iads> ol

ST ,lgs s — Firewall
Lal 6ol 8l 5 b ol Plcsuw Klgi (o0

Windows Firewall
el slaylzel e

Firewall

wlillvwwwy i

birebox 135

[N
| vall‘ﬂ‘u;
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A&,&,a &l J.ng Sleas g b w“.»“’ﬂ <> » L @MT—YA g T @:\VY dud>
A+ Part 172 Network - Network Services

Gk 5l 0lg 0 & Glas 5 b gugmw b LT 4 wuils (oo (AF 0)93) At (GDgal 093 51 VY aud> s

2,8 bl wwless sxias a5l sla Server huwgs 9 4l

(s yiul) oy Olxio g5l> Server Web Server L ybisT o

J:6 sazas a5l Server — File Server L LT o

ol glgl g ,Xolr <y 100 Server — Print Server |y yLol o

Ly 5 Sslogil & pguo 4 (85 wys] - DHCP Server L oLl o

oK<, 9 IP Address 4 olul Jsa5 - DNS Server b oLl o

SleMbl ) 1 sl i yxiul 5 o oo bawls G - Proxy Server L obsT e
Email bl ,5 5 Jlo)l Jgiue — Mail Server L ST

<usa 5l ,>| Authentication Server —Server L LT o

Syslog pese b bl @

End-point management server L @L;;:,T °

4285 YF rad> 0l
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03,5 Rest g, 3959 49, (2] :SOHO Router -Y4  jise asiils -\ VY awls
A+ Part 173 Network - Configure SOHO Router Part 1, Enter Setup, Rest

Rest 9 39,9 b9, 9 SOHO Router sla oK L @L..LT P.:)L\).» s (A+ 0,95) A+ G.D},AT 093 HIVVYY aud> o
LT (@8 Sleghiss 4 0xls 350) 03,5
sla oKiws g 0 oolitwl Kb 5ls b K5o8 565 6l 9 diiwa oKiws cpaiz 5l o5 5 a5 ola oKiws @
25 03latwl 5,90 Abusy cpiz Sl oS 5 AT Lgb 0 S sla oKiws 4 la SOHO Router .55 (0 428 SOHO
(...9 Firewall 9 WAP 4 Switch s Router s Modem sile) ssciwa by asCois
Slediis g la oKiws ol ad> 5 s U.Jﬁu.oo)l.é;,JLmoKLu) ol ol Uﬁbg&f;ﬂs) rnLQS)J’Lg)ES 0)9)A|
V) [v.’a')'l.)).g e duul} L)‘.‘.I PR

SOHO Router pggao b olsl o

SOHO Router >3,5 53955 &l 53l e oVlasl g bl b olaT o

SOHO Router o&aws wleshiis (iso 45 39,9 (o9, b glsl o

((Kaws 035 rest) asls I8 Sledais 4 SOHO Router oKiws Slokiss 03l 350 (o, b olsT o

428> VY raud> ol

m\ install and configure a basic wired/wireless SOHO network
SOHO Router
oliws i jl oS S

Modem, Router, Switch, Wireless
Access Point, Firewall, ...

RP-SMA Wi-Fi Antenna Connectors

10V-24VDC 1xUSB2.0 Reset 4x Gigabit 1x Gigabit
Connector WAN port Button Ethernet LAN Ethernet WAN
Pz
TOSINSS
Y.%
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Wireless puws 45ib Sloghi's :SOHO Router -Y. i 4l 1\ VF dud>

A+ Part 174 Network - Configure SOHO Router Part 2 Wireless Settings

51 (Wireless Access Point) e sl OlenbS @ M}Ioﬁ o (A+ 0 93) A+ sﬁuij 0593 I VY ads> o
Juasl 50, Sleakis alis sla Guils )6 sla LI e alis sla Guils )6 35 SSID a5 SOHO Route oKiws
..9 SOHO Router 4,

sla oKiws g (o0 oolitwl Kb 5ls b K598 565 6l 9 diwa oKiws (paiz 5l o5 5 a5 ola oKiws @
25 03ltwl 5,90 Abusy cpiz Sl oS 5 AT Lgh 0 S sla oKiws 4 la SOHO Router .55 (0 428 SOHO
(...9 Firewall 3 WAP 4 Switch s Router s Modem ssb) scia o asiis

Slakis 9 b oKas ool 45l 555 Lo g o 03l o oK il 5 (S5 5 SogS 55 plas 5o Ly a5 059 4l

485 VY raud> ol

——

e T

E\ install and configure a basic wired/wireless SOHO network :
Access Point settings

S>e\tNtiIrre]:I%§s Settings 5> GHz lﬂ 2.4 GHz ‘SL“L)‘““"LYJ‘5 03; Jled InE 9 Jles
i i [ Disabe | (Service Set Identifier) SSID .k
Network Name(SSID) | AAAAAAA | . . s
Radio Channel [t ] L Wireless Access Point oy
Working Mode 802.11b/g/n v |
Bandwidth(only 11n) | 20M/40M v | . .
RTS Threshold (2347 |(range:1~2347) H(0) (el Canridg [ﬁb"
CTS Protection Mode [Auto v| WPA3 § WPA2 :cJl> ¢y o
Preamble Length | Short Preamble v | = . ) . - 0
D B (Erabe o] O 43 jey (ol 0315 9 30, K @ubiis (Pre-shared key

Al Abls 1) Sbdes e, S o :Enterprise
+ Security
Security Types Setup Channel U sl 9 Channel ol mb..}'
Authentication | WPA2-Personal v .
Encryption | TKIP/AES v | Demo

v TOSINSE:
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ADSL Modem ; SOHO Router 5 ,,5 sl IP Sloubis -\ sy a1 VO dul>
A+ Part 175 Network - Configure SOHO Router Part 3 Configure ADSL Modem
A+ Part 175 - Configure SOHO Router Part 3 Configure ADSL Modem
6w IP Address a3 by jo Olashii b (oldl 4 03515 5 (o0 (At 0593) A+ jgal 6,93 51 VYO awl> )5

b ADSL Modem (sjlasl ol 5 9 515 9 SOHO Router

6o oKiws Hgb o oolitwl Kb 5ls b g8 565 gl 9 diiwd oKiws paiz 5l o8 5 a5 ola oKiws @
23> o3lal 390 Alusy paiz Sl o8 5 AT Migh 0 4 la oKiws 4 o SOHO Router .54 0 418 SOHO
(...9 Firewall 9 WAP 4 Switch g Router s Modem k) s by ais

Slakis 5 b oKas -l sl 555 Lo 9 o 03zl o o8 (il 5 (S5 5 SogS 55 plas 5o Ly a5 059 4l
Y] P-”')b)-: < duu.a.l? U'.‘.I 29

SOHO o&sws 45 0T Lamass sgxs 9 ((sogec [P o 31) WAN / DSL Port a5 leze IP o oT b olaT o
Router
SOHO Router ,5 DNS Server wlodis b olsT

9 IP Address U.oLa.'(?l QLo.:.hJ :).g)l{ oK PR )l.:.) 3,90 “:’l"..' bss L, L53~L"“:"T °
lsT 5160 ol 9 ADSL Modem leghis b olsT @

4 s> YV iawd> ol

‘A install and configure a basic wired/wireless SOHO network let

Cable/DSL modem configuration
:P_mf@ ISP ;I a5 ADSL Modem ohis5 (sl 5l 3,90 Sledbl

i il g g w300 9 S 25 pU
VCI 5 VPI sla oL

Video 1 2 3

TOSINS <
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UPnP 4 NAT DMZ Stateful firewall ;5 sgox Y'Y s 4l 1\ V§ dwd>
A+ Part 176 Network - Configure SOHO Router Part 4 Firewall, DMZ, Port forwarding, UPnP

9 NAT DMZ Stateful firewall ;5" o9 L @U&T 4 w2l o0 (A+ 0,95) A+ G&}yT 0595 3 \ V& aud> )»
UPnP
sla oKiws g 0 oolitwl Kb 5ls b K5o8 565 6l 9 diiwa oKiws cpaiz 5l o5 5 a5 ola oKiws @
23 o3lawl 390 Alusy paiz Sl o8 5 AT Wigh 0 4 la oKy 4 o SOHO Router .54 0 418 SOHO
(...9 Firewall 9 WAP 4 Switch s Router s Modem sile) ssciwa by asCois
Slakis 5 b oKas -l 45l £ 55 Lo 9 o 03l o oK il 51 (S5 5 SogS 55 plas 5o Ly a5 059 4l
Y] P-”')b)-: < duu.a.l? U'.‘.I 29

l Firewall )5 oledbl ol ,> 153, 5 b Stateful firewall )5 (59, L ST o

ol sla cins 5 b 5,8 (Demilitarized Zone) DMZ L LT @

Firewall ,» Port Forwarding s NAT L oLl e

(Universal Plug and Play) UPnP L LsiL;,i,T °

a8 VF iad> ol

[JY install and configure a basic wired/wireless SOHO network

Stateful firewall
S o ot 9 35,8 0 LB o |y Sledbl UL > 5 Session cuasy Stateful firewalls

ias TCP Port: 3000
Juais TCP Port: 80

las IP: 192.168.1.70

Auais IP: 20.20.20.20 HTTP data

Client

[sesion | Prtocol| Soure P | sourcaPor|

rce Port
3000

lawe IP: 192.168.1.70

L)

==

Server

la.s IP: 192.168.1.70:3000
uaia IP: 20.20.20.20:80

192.168.1.70

20.20.20.20

80

/s

uaia IP: 20.20.20.20

lae IP: 20.20.20.20
Laia IP: 192.168.1.70

ia TCP Port: 80
Luaie TCP Port: 4500

HTTP data

TUSIIND %W

Y.q
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lgizo ks : SOHO Router-YY  jisu aslils :\ YV dud>
A+ Part 177 Network - Configure SOHO Router Part 5 Firewall, Content filtering

J,us 9 (Content filtering) lgixe ,ilid U:,),AT @G r"fjb)i o (A+ 5,95) A+ G&},aT 0593 S \YY aud> s
Js] 5 g0 lgime 9 oliws 4 (g i

sla oKiws g 0 oolitwl Kb 5ls b K5o8 565 6l 9 diiwa oKiws cpaiz 5l o5 5 a5 ola oKiws @
23 o3lawl 390 Alusy paiz Sl o8 5 AT Wigh 0 4 la oKy 4 o SOHO Router .54 0 418 SOHO
(...9 Firewall 9 WAP 4 Switch s Router s Modem sile) ssciwa by asCois

Slakis 5 b oKas -l 45l £ 55 Lo 9 o 03l o oK il 51 (S5 5 SogS 55 plas 5o Ly a5 059 4l
il Olgs oo SOHO Router oKiws s (Content filtering) lyxxe ,ild (39, b olsT 4 NG RSP WHESR I
G i G 2 Ole) 4z ) ola oK 4z &S 5 3 s ol e 9 Moo ) iy 25 g g L2l 5 b
@ ot sla Ol o aulgn s (ols sla oKiws a5 55 G Ol o g Al ) Slgixe 9 b cole as

aads VY awds> ol

‘W install and configure a basic wired/wireless SOHO network »

Whitelist/blacklist :Firewall settings
3)lge dudy 9 bl o yiwd )3 @S (0 pasine 45 ola IP Address 5 lacsls s :Whitelist
.\MDLJ YD S

3090 dudy 5 bl w3 )3 puiS (o0 pastiv 45T ol IP Address 5 lacsle s -Blacklist
/) | v TN s | v | weow | Bl i 3
Swesmemn

VIRTUAL SERVER Helpful Hints...
PORT FORWARDING The Website Filter option allows you to set up a list of Web sites you would like to allow or deny :
APPLICATION RULES through your network. To use this feature, you must also select the "Apply Web Fiter"
e | checkbox in the Access Control section.

B | [ save settings | [ Don't Save Settings |

QOS ENGINE

NETWORK FILTER Z

ACCESS CONTROL 24 -- WEBSITE FILTERING RULES

WEBSITE FILTER

Configure Website Fitter below:

INBOUND FILTER

DENY computers access to ONLY these sites |w| ™

Clear the list below...

FIREWALL SETTINGS
ROUTING

ADVANCED WIRELESS
WIFI PROTECTED Remaining number of rules that can be created: 24
SELE / Website URL/Domain
ADVANCED NETWORK
|ttt Poerotres it S www.google,com

GUEST ZONE

www.yahoo.com. tw|
1PV6 FIREWALL

TOSINSS

IPV6 ROUTING
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6,135 50, 9 QOS Jlecl s MAC address filtering -Yf sy 4ol A\ YA awds
A+ Part 178 Network - Configure SOHO I%outer Part 6 Firewall, MAC filtering, QoS, Security
A+ Part 178 SOHO Router Part 6 MAC filtering, QoS, Security
b9, 9 Q0S wladis la MAC address ©3,5 jild 45 p2jls (oo (At 0,593) A+ 9el 0593 51 VYA auls s
SOHO router sla oKuws 9, el I8 54,
6o oKiws Hgb o oolitwl Kb 5ls b g8 565 gl 9 diiwd oKiws paiz 5l o8 5 a5 ola oKiws @
25 03ltwl 5,90 Abusy cpiz Sl oS 5 AT Lgh 0 S sla oKiws 4 la SOHO Router .55 (0 428 SOHO

(...9 Firewall 9 WAP 4 Switch g Router s Modem k) s by ais
Slediis g la oKiws ol ad> 5 s U.Jﬁ@o)lﬁi‘JL‘bom) ol ol Uﬁbg&,f)slsa rnLQS)J’Lg)ES 0)9)A|
Y] r‘,.g')l.)).g ° M.l.‘> U'.’.I 29

MAC address filtering gso90 b (LT o

<5 il 5 4 9 SOHO Router &y sl 3l w2 i oloj ooy b sl @
QoS (Quality of Service) L asies Kl 5 g3 cuglsl (ioy b bl @
SOHO Router quuy aSud 035 gal (9, b sl e

n\‘ install and configure a basic wired/wireless SOHO network

(Quality of Service) QoS
MAC Address L Port «asb 5 wlwl Kbl 5 Cuglgl uuts

Cand 433 i sla Router 5 oKl ol

WITHOUT QOS
Bandwidth without QoS

Web Browsing

Bandwidth with QoS

Web Browsing ' '

TOSINS<E:
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Koot 5l oliwd o 10T Lubl & sl VO sy aluo 11V dud>
A+ Part 179 Network - Configure loT Devices

5 (Internet of Things) 10T Ll <yl gadse &1 ma3l5,s (oo (A+ ,95) At bjgal 8595 51 VA aul> o
LT 5150 ol Lag, 5 e 5 45es bl g5 aiadgn (sla olKaus
40 r"ijb)i s Ade ol )

Liodga sla oKiws 9 (Internet of Things) 10T Ll <o il sla oKiws b olsT @

Ll il sl olKiws Sl 5 i 95 b s o

Ll sl (sl o825 (551050 ol 0955 b 03l lidT (sl Jio 55 @

4385\ F rads> 0l

install and configure a basic wired/wireless SOHO network

E /2 CyberCE.org

loT device configuration
S sl ag s Ly (JLESH

PXIT 0| g
HORNHEY

5 Vg oo Juaie Wireless <90 45 Yoora
: 4 2o
: Slwga 5
e s
Soigr sl 9o
20 sl Jas

Fluzs s sl liws
Video ..,

TOSINS<:
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IP Conflict 5 JLasl pae Jsl oy aSius SIS @55 V5 o aSads VA + A
A+ Part 180 Network - Network Troubleshooting Part 1, No connectivity, IP conflict
A+ Part 180 Network Troubleshooting Part 1, No connectivity,...
IS 4 0515 50 (0 dda ol )3 9 aKd Db e 4 il (oo (A% 0)93) At (b5gal 0595 SI AL Al )5

P Conflict JCiuo 9 4Gl 43 JLail pae

.M@)J sl Jygdgamt}}g@li%‘éj|x| ol) ‘;WKM&éh)K PP le..al)luﬁl
2 oo 4 )3 ol Gy pges o OS> sla GB9) 4 Sam Al g Al al 5o
Y] ["'.’.)b)‘lLSAM'l}UiI 29

(Wireless) e Sla 4l (No connectivity) asus 4 Jlasl pac Jhe J> @
(Wired) el sla 4l (No connectivity) asus 45 Jlasl pac Ji J> @
la IP Address vsg alie — IP Conflict Koo J> @

485 VA rads> ol

| (VM cperceors [ Network Troubleshooting

4l us 2d, — Network Troubleshooting

Ne;:workmg_ -

Yy




l CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

P9 Ul aSul JIKS! g3, -~V sy 4Gl VA A
A+ Part 181 Network - Network Troubleshooting Part 2

WSSl 9099 LS AU o pomw o ONSes 59 U= 4 M}lo).; o (At 0,93) A+ G&}yT 0,93 SIVAY aud> o
ceg A plie Ay o yiwd pie ASSl b Juog 9 bl dgaze JLas
A 4 55 03l Se29 4 OWEe o 5 2l e (&5l o]y gl Lamsie K slaLls o 5 ol 5l
oo oo 85 53 odel Gl poes e SIS0 o sla Gl 4 kel g Al ol o
40 r"ijb)i s Ad cpl )

(Slow Transfer Speed) aui 0o 0S5 JKin J> @

NetLimiter asb ,» b oLl o

Limited or No connectivity or No internet Access — APIPA i J> @

(Limited connectivity) s>9ams Jlasl JKio J> @

(intermittent connectivity) alul Oab Juog 9 ahid (gl Jlasl Joo J> @

(Low RF signal) 9230, sl 5 o8 JiSmr JKikeo J> e

(Unavailable resources) aluis wlia 45 (gw yiws pae Jio J> @

4385 VY rad> ol

s Network Troubleshooting [ vetwortang

4l e 23, — Network Troubleshooting
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A+ Part 182 Virtualization - intro and ISOs — Free
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A+ Part 183 VirtualBox Demo, Install Windows 10 — Free

(Silme il o i 9 Sl sl VirtualBox asb 9 (s5le
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192.168.1.165

Home Share

3¢ Oracle VM VirtualBox Manager

File Machine Help

New Settings Discard
[H) General
Name: Windows 10 x86

Operating System: Windows 10 (32-bit)

F’ Windows 10 x86 Clone [x] system
[l > Running Base Memory: 1024 M8
Boot Order: Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging,
PAE/NX, Hyper-V
Paravirtualization

[ pisplay

Video Memory: 128 MB
Graphics Controller:
Remote Desktop Server: Disabled
Recording: Disabled

h Storage

Controller: SATA
OracleVM SATA ort 0: V\ndows 10 xavdl (Normal, 2.00 TB) r

VirttalBox

Getting devices ready

Q& LOEE IG @rgtcr @& 0 E @ 8@ @ rntcy

Virtual Box
Linux ubuntu 20.4 LTS Test
Linux ubuntu 20.4 LTS Test_
Linux ubuntu Test

Windiws 10 x86 21H1

Y\#




l CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

Hyper-V L sjlre gubile S e 9 sboml -5l (55l VAT dud>
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ol ,> Windows Jsle s i 9 Hyper-V b s5lre uile G slnl b kel e
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Clipboard  View  Help
Ctrl+Alt=Delete Ctrl+Alt<End |}

Turn Off... Ctrl+S

Shut Down... Ctrl+D

Save Ctrl+A

Pause Ctrl+P

Reset... Ctrl+R
i+ flows Setup
Ctrl+E
Ctri+H ing Windows

r installation (0%)
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4285 FY ads ol

@ Windows 7 x86 - VMware Workstation

File Edit View VM Tabs Hep [l ~ & | @ L 0OB 0N | b -
Library O  Power >
‘i,’ Type hereto e @  Removable Devices >
Pause Ctrl+Shift+P

= [ My Computs
[ Windows & Send Ctrl+Alt+Del
Grab Input Ctrl+G

[ Snapshot {? > (D TakeSnapshot...
trl+Alt+PrtScn

Capture Screen & Revert to Snapshot

Manage > 4B SnapshotManager Ctrl+M
Install VMware Tools...

Settings... Ctrl+D

|To direct input to this VM, click inside or press Ctrl+G,
6 items
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A+ Part 189 Windows Operating System — Free
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A+ Part 192 Windows OS - Introducing Windows 7,8,8.1
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s o sla Sglis 9 DUl Windows 7 Jele piusw sla asus b QLsT o

Lo asuns o Sluiiy OLL 5 45,2 5,6 Windows 8, 8.1 Jule piuw b plisT o
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s o sla Sgls 5 LIl Windows 8, 8.1 Jule piusw sl a5 L sbsl o

ol 3,8 9 PAE Patch 5 PAE L LT o
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Loy Microsoft Windows versions | 0S|

Windows 8
2012 ab,e b
2018 :Mainstream support LU
O y9e0 o :Extended support oL
2023 4,415 10 :8.1 a; <5l
—l Windows 8.1

2013 as ye b

2018 :Mainstream support LU

2023 a;4il5 10 :Extended support yLL

:Windows 8/8.1 sladsus
Windows 8/8.1 Core
Windows 8/8.1 Pro

Windows 8/8.1 Enter|i||rbsle,l_q~5
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A+ Part 193 Introducing Windows 10,11 and Corporate vs. personal needs - Free

A+ Part 193 Windows 10, 11 and Corporate vs. personal needs - Free
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Windows 10 Jule pium cuai )l 381w sla il b sl e
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Windows 11 Jule pium s )l 381w sla il b sl e

s o sla Slis 9 LIl Windows 11 Jule piu lo asus b QLisT o

9 Active Directory) Slojlw 9 pasd S)las ¢l esliwl 5,500 sla Jole piuow slo oyl b sbsl o
(... 9 BitLocker ¢ EFS

S8 5,8 buly 5 e p e 6 ) bl pualie L sl e
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Windows 11 ,!35] Couw slagaiols

I L

CPU - Processor 1 GHz Proseccos and 2 cores
RAM — Memory 4 GB RAM
Free Disk Space 64 GB

Video — Graphic Card  Windows Display Driver Mode ol . 4; DirectX 12
S Yoo asud

System firmware UEFI
Security Secure Boot, enabled by default and Trusted
Platform Module (TPM) version 2.0
Monitor 8-bit Color Jil 4>zl 4 51 55,5 720p
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A+ Part 194 Windows OS - Install Windows - Overview

Jole (s o dolg S 4 58 P.:.ml,:,s e B s K (A+ 5,95) At ‘siu),aT 059 5l V4F aud> o
Windows

s st WINdows Jole piucs s b @UsT il b Sgansls’ Gansin 0 a8 bl o5 mee Sl K
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Windows
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A+ Part 195 Windows OS - Install Windows - Boot Methods — Free
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(Boot Process) y5gualS Oxel Vb g 0xd b9y dusl 3 b olsT @

EasyBCD aal ,» XoS L g Internal Storage alus 45 5guals” 03,5 Boot 29, b olsT
External Storage aluvy 4 59uelS’ 03,5 Boot (39, b lal o

CD-ROM, DVD-ROM alyws 45 y5gusalS” 05,5 BOOt (jo5, b ol o
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A+ Part 196 Windows OS - Install Windows - Change boot order Part 1 - C

A+ Part 196 Install Windows - Change boot order Part 1
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General OS installation and upgrade methods

Boot <. 4lsl Ll — Boot Order / Priority
Video 123456789 10

CHOS Setup Utility - Copyright (C) 1984-2011 Award Software

» Hard Disk Boot Priority
Quick Boot
EF1 CD/DUD Boot Ontinn
First Boot Device
Second Boot Device
Third Boot Device
rasswora Uneck
HDD S.M.A.R.T. Capability
Limit CPUID Max. to 3
No-Execute Memory Protect
Delay For HDD (Secs)
Full Screen LOG0 Show
Init Display First
Onboard UGA
On-Chip Frame Buffer Size

Adva

(Press Enter)
(Disabled]
[Antnl

[Hard Disk]
[CDRONM)
(USB-FDD]
1Setupl
[Disabled]
(Disabled)
[Enabled]

[ 8]

[Enabled]
[PCI]

{futo)

[ 64MB+2MB for GTT)

Yva

nced BIOS Features

Item Help

Menu Level )

delect Hard Disk B

Device Priority
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A+ Part 197 Windows OS - Install Windows - Change boot order Part 2

A+ Part 197 Install Windows - Change boot order Part 2
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Boot <. 4lsl Ll — Boot Order / Priority
Video 123456789 10

CHOS Setup Utility - Copyright (C) 1984-2011 Award Software
fidvanced BIOS Features
» Hard Disk Boot Priority [Press Enter)
Quick Boot (Disabled)
EF1 CD/DUD Boot Ontinn [Antnl
First Boot Device [Hard Disk)
Second Boot Device (CDRON] Select Hard Disk B
Third Boot Device (USB-FDD] Device Priority
rasswora UNeck 1Setup]
HDD S.M.A.R.T. Capability [Disabled]
Limit CPUID Max. to 3 (Disabled]
No-Execute Memory Protect [Enabled)
Delay For HDD (Secs) [ 0]
Full Screen LOG0 Show (Enabled]
Init Display First (PCI)
Onboard UGA {Auto]

On-Chip Frame Buffer Size [ 64MB+2MB for GTT) OSINSE:;
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A+ Part 198 Windows OS - Install Windows - Partitioning Part 1 - Introducing Disk Management,
Minitools, EaseUS — Free

A+ Part 198 Partitioning - Disk Management, Minitools, EaseUS — Free
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W [ = |ThisPC - O X

Computer View o
|v] Properties W @ m (T Uninstall or change a program
¢ Open 3’ 1®4 system properties

Access Map network Add a network  Open = // "‘."‘ = &l ) ‘. P =
§ Rename media~  drive~ location Settings < Manage bﬁ, - !@/.'J.'/\y D“ !\‘I/\’ él\)/% B 3 JA" 93/
Location Network System
1+ =|> ThisPC v O O Search This PC
=i
7 v Devices and drives (4) - 43 S™ % a % \J'Q -~ b ; .3
= This PC 8 I A s\,%l}e} » I 29289 Jo& mRwaw 3
P 3D Objects s ¢ y; S
= e — VIiv Corr Ter ., .3 atrer )
I Desktop b ] 10.9 GB free of 79.9 GB M'./ \C’@m.“‘u't'\e" .)/“ 5“% L\e'“\e" "Jé"
{5 Documents D:SSD (D) o % | & %
: ‘ - I (22 031D (s Los
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A+ Part 200 Windows OS - Install Windows - Partitioning Part 3 - File System, Format
A+ Part 200 Install Windows - Partitioning Part 3 - File System, Format
extd 9 NTFS o FAT) b o wiwsw glgil b QUsT b ouils,0 (oo (A% 0593) At (bjgal 093 51 Y-+ aud> >

Full Format 4 Quick Format L oL T g (...

s Windows Jole pius cuas | o] Wl b el jawsie o a8 Sl)ls o s NYBEY

—was sl ,s Storage (sl ssbl 9 (Partitioning) (s ey al> e Windows cuas oo o 5 ool 51 (S

(SA el 4 P‘l)l"ﬁ P bl pix 5w Windows

V) [v.’a')'l.)).g e duul} L)‘.‘.I PR

File System L oLzl

O sl 319 9 FATLE hb piunss b QLisT @

O sl S35 9 FAT32 (L g b QLisT @

O 6l 559 9 XFAT L piuss b SLT o

O sl 5319 9 REFS Jb g b QLisT @

O 6l (5529 9 CDFS Jb pius b oLz @

of sl (Sis g extd gext3 Ll g b QUsT o

ol sla 59 9 (Network file system) NFS J,1s s Lol e
O sl 5319 9 +HFS (L pi b (olsT @

o o (S509 9 APFS (b piss b oLisT @

" T TN S O e S 5 Swap Partition b LT e
. (J28 piuw) File System :la Drive olasiu la Partition 0,5 Format L Lbal e

Drive sy, OS buwg Sledbl 55l 0 535 092 0018 Lasiu
294 Format . 55 250 Drive b (sjle 0,055 jlsle slwl ¢l Full Format 9 Quick Format o <glis @
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Operating System File System Directories i TOSINS':':i

Yrv




l CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

MBR GLA&MQJ‘S.\J{W)Q:AM‘}g&QM:Y‘\ A.m.l?

A+ Part 201 Windows OS - Install Windows - Partitioning Part 4 - MBR System, MiniTool partion
wizard

A+ Part 201 Partitioning Part 4 - MBR, MiniTool partion wizard
9 o e 9 MBR sla Suws (sai i)l UI:},AT a P.l}b).; o (A+ 0,95) A+ ‘s&b)yxT 0593 5l Y\ auds> o

MiniTool partion wizard asb » buwgs la (i)l jlisle Giol g

Zwwa Windows  Jale (s L obal il b el Lansie o a8 )l o s e S

—uas sl Storage sl ssbl 4 (Partitioning) (s e )by > 0 Windows cuas Jol e o5 Sl 51 (S

(S u@')l{ O f""")bﬁ ° 4.~...L‘> RS ) Windows

Y] r‘,..{)l.)).g < 4.;%19 U'.’.I 0

Offline Disk 4 Online Disk pgae b LT o

ol sla 559 5 (Master Boot Record) MBR (55Lu 6 555 g b LT @

lsT sla S 59 9 Logical Partition s Extended Partition Primary Partition L SlaT b Hksl e
Active Partition L LT

Partition Ui> g sbml b olaT e

MiniTool partion wizard asl » (559 @

Partition ojlal ,uas b oLl

Partition g5 plesl b HLsT e

Partition (b piuw caads () oBs) b oLl @

Partition wledbl (35, cuws 51 09 FAT 43 NTFS L pics o5 (9, b sl e
Partition wledbl o8, caws 5l 090 NTFS & FAT (Lol piew o5 ooy b sl o
sl Recovery (LB a5 (s ,9b Disk o Partition wledbl 03,5 Sb ooy b glsT ©
s 3> sla Partition (Recovery) osls 350 (o, b oksT o
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ol sla 539 9 Dynamic Partitioning L HLsT e

SleMbl 0sls cuws 5l 092 Dynamic Disk 4 MBR Disk s (o9, b olsT @
SleMbl 05l cuws 5l 0933 MBR Disk 4 Dynamic Disk a5 (o9, b oksT e
ol sla S3:9 9 GPT Partitioning L HLsT e

SleMbl 0l cuws )l 093 GPT Disk 4 MBR Disk (Jaws b olsT @

SleMbl 05l cuws )l 093 MBR Disk 4 GPT Disk (Jas b olsT @
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o1, - USB Flash L DVD <9, Windows O303,1,8 1) ¢ Jisw Hgaing wuas Y o Y duds

A+ Part 203 Windows OS - Install Windows - Make Bootable Media Part 1 - DVD — Free

A+ Part 203 Install Windows - Make Bootable Media Part 1 - DVD — Free

39290 Windows calisee sla asws 9 L ISO L ST & Pi)'b,g oo (A+ 0,93) A+ i30T 5590 51 Y- ¥ awds )5

Nero 5 Media Creation tool asb , Juwgs USB Flash Drive L DVD (9, Windows osls)l,5 (iieel 5 LT s

s Windows Jole pius cuas | o] Wl b el jawsie o a8 Sl)ls o s NYBEY

s sla b s9l> USB Flash Drive L DVD < ails o)lge ,iion 55 Windows cuas sla 5l i 51 (S

sl bootable as” USB Flash Drive L DVD G walw 05,5 (o8 G L 0lgs (o3 .t Windows  Jule T

dw y3 a5 5,15 5929 i sla hg, 2L o bootable 45" USB Flash Drive L DVD < sbxl sl 25,5 sl

w2l 0 Egoge oal 4 >

Y] P-”')b)-: < duu.a.l? U'.‘.I 29

T sla wslis o (Business Edition 3 Consumer Edition) Windows 10 Cilise sla I1SO b lsT

Media Creation tool asl , Jawgs USB Flash Drive L DVD (59, Windows osls)l 3 b obsT

ol sl 55,5 9 Windows  Jale i I LTSC a5 | st

Windows IS0}, 35kl oyiehe mun K b (plsT
Nero aab ,; bawgs DVD (59, Windows 50, b obsT

48y ¥ iawd> by wow

m* CyberCE.org

Media Creation tool 4.l

General OS installation and upgrade methods

i
ISO :Windows uai Js1 5515

digiboy.ir <L

Business Edition ,5 35250 (sladsus

Windows 10 Education
Windows 10 Education N
Windows 10 Enterprise
Windows 10 Enterprise N
Windows 10 Pro

Windows 10 Pro N

Windows 10 Pro Education
Windows 10 Pro Education N

Windows 10 Pro for Workstations
indows 10 Pro N for Workstations

Consumer Edition ;5 39> g0 sladseus

Windows 10 Home

Windows 10 Home N

Windows 10 Core Single Language
Windows 10 Pro

Windows 10 Pro N

*Windows 10 Pro for Workstations
*Windows 10 Pro N for Workstations
Windows 10 Pro Education

Windows 10 Pro Education N
Windows 10 Education

Windows 10 Educatio =
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Rufus 4sU 5 L USB Flash 5, Windows ¢sls)1,8 -1\ s H9aisg cmas ¥ o F dwds>
A+ Part 204 Windows OS - Install Windows - Make Bootable Media Part 2 - Flash, Rufus

A+ Part 204 Install Windows - Make Bootable Media Part 2, Rufus
cwas sla b s9l> USB Flash Drive <G sbl iy, 4 Pﬂ)’l.)).‘): oo (A 5,93) A+ isjgal 5590 51 Y- ¥ auds )5

Rufus 4sb 5, by 1Ll ca bootable 45 Windows

s Windows Jole pius cuas | o] Wl b el jawsie o a8 Sl)ls o s NYBEY

s sla b s9l> USB Flash Drive L DVD < ails o)lge ,iion 55 Windows cuas sla 5l i 51 (S
sl bootable as” USB Flash Drive L DVD G walw 05,5 (o8 G L 0lgs (o3 .t Windows  Jule T
dw y3 a5 5,15 5929 i sla hg, 2L o bootable 45" USB Flash Drive L DVD < sbxl sl 25,5 sl

w2l 0 Egoge oal 4 >

a5 V) ads> by ow

# Rufus 3.15. — = S T O sk )
S flhstallation and upgrade methods | 05
Drive Properties h

Windows USB sl

Flash (F:) [64 GB] v

Boot selection
en_windows_10_business_editions_version_21h1_up v @ SELECT Rt

I:;:z:;zt\i;:\dows installation v BOOta b I e I SO “x,’, 3 l%." l (5 |)J’ : R u fu S
! B Portable Storage Media (s,
Vv Show advanced drive properties S oftwa re

Format Options

Volume label
[ CPBA X64FRE_EN-US_DV9

File system Cluster size -
NTFS v 4096 bytes (Default) i V l d e o
Vv Show advanced format options
Status
READY
DO = START CLOSE

Pz N
... en_windows_10_business_editions_version_21h1_updated_jul_2021_x64... I OSI N s !‘u;
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A+ Part 205 Windows OS - Install Windows - Make Bootable Media Part 3 - Flash, Ventoy

A+ Part 205 Make Bootable Media Part 3 - Flash, Ventoy
p> s9l> USB Flash Drive <G bl o9, 4 [vi)'b)e. o (A+ 5593) A+ isjgal 5590 51 V-0 auwl> s
Ventoy 4l  Lwgs .9 Linux 9 Windows
s Windows Jole pius cuas | o] Wl b el jawsie o a8 Sl)ls o s NYBEY

s sla b s9l> USB Flash Drive L DVD < ails o)lge ,iion 55 Windows cuas sla 5l i 51 (S
sl bootable as” USB Flash Drive L DVD G walw 05,5 (o8 G L 0lgs (o3 .t Windows  Jule T

dw y3 a5 5,15 5929 i sla hg, 2L o bootable 45" USB Flash Drive L DVD < sbxl sl 25,5 sl
w2l 0 Egoge oal 4 >
Y] P-”')b)-: < duu.a.l? U'.‘.I 29

VMware Workstation ,5 USB Flash Drive o5, Boot 39, b ksl e

Ventoy asb ,; bawgs ... Linux 9 Windows ;> (ssl> USB Flash Drive <G sbwl (59, b olaT o

4> YO raud> ol waw

o i T T e —————

Windows USB sl |
Portable Storage Media 5, Bootable ISO s> slx! 1,5 :Ventoy

@ Ventoy2Disk = X
Option Language

Device

. . - - y F: [4GB] hp v225w v @
== Flash (F:) Simple Basic exFAT Healthy (Basic Data Partition) 58.70 GB
== System Reserved ~ Simple Basic NTFS Healthy (System, Active, Primary Partition) 50 MB Ventoy In Package Ventoy In Device
== VTOYEFI Simple Basic FAT Healthy (Basic Data Partition) 32 MB
1.0.49

% = Status - READY

= Disk 3 e — | —

Removable Flash (F:) VTOYEFI Install Update
58.73 GB 58.70 GB exFAT 32 MB FAT
Online Healthy (Basic Data Partition) Healthy (Basi
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A+ Part 206 Windows OS - Install Windows - Make storage identifiable
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Windows Jale piusw s P

Zwwa Windows  Jale (s L obsl il mb el Lansie o a8 Sl o s e S
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Windows Jule piwmw cwas adgl Jol o 5 adS dxin 03,55, K LoLbsT
s » Jo b
Windows s [aKm o Storage sl Jled sla o9, b @L;,:T °
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(LI Oerctors | General OS installation and upgrade methods [

DS yo9e 1, Windows 1SO : i yw ,awd o Storage driver

Select the driver to be installed.

—c

Load Driver

No device drivers were found. Make sure that the installstion media contains
' the correct drivers, and then chick OK.
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03,5 Boot 5 Bootable media “olw guso b9, 4 2135 (o0 (A+ 0 ,93) A+ sﬁuij 0593 5l Y-V aud> o

.GPT 9 MBR 6Lm &qa S9) Windows (SW-Y ‘5|).3 M

Zwwa Windows  Jale (s L elboT ol 0l S5enels jamsie ja a8 Sla)l5 o 5 e S
dder dus )5 oS 0a8ldos (pics 0393 GPT L MBR g4.590 0,1 )0 Bootable media L Storage cuxsy il
Y] P-”')b)-: ° 4.».4.1} U'.’.I 29

MBR L GPT sl g (59, Windows uss sl » Bootable media o> 5 osle] e b LT @

MBR L, GPT sl s 59, WINAOWS s (51,5 piaansns 05,5 BOOT (9, b A ER-Y

aads Y aud> by waw

ny. ~ General OS installation and upgrade methods “

2929 cuai £oi
legacy BIOS + MBR bootable media + MBR Storage :MBR (554555 L
UEFI + UEFI bootable media + GPT Storage :GPT (5j4:55 L

# Rufus 3.15.1812 - X

Drive Properties
Device

Flash (F:) [64 GB]

Boot selection

en_windows_10_business_editions_version 21h1up v () SELECT  |»
Image option

Standard Windows installation >l |
Partition scheme Target system |

GPT v UEFI (non CSM) x4 |

v Show advanced drive properties

Format Options

Volume label
[cPa xe4RE_EN-US_DVO

File system Cluster size
NTFS v 4096 bytes (Default)

v Show advanced format options

Status

READY

oO=@E START cLose
- en_windows_10_business_editions.version_21h1_updated_jul 2021 x64_. |
Software (o)
My
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A+ Part 208 Windows OS - Install Windows - GPT vs MBR Part 2 - Partitioning during windows
installation

A+ Part 208 GPT vs MBR Part 2 - Partitioning during windows installation
Jule e I = TR Y O )l U‘b),.oT 4 ["’"}b)i o (A+ 5,95) A+ ‘:Cb),ﬁ‘r 0593 Sl YA aud> s
Ol & bgs o SIS 9 GPT g MBR sla s s 5 Windows
Zwwa Windows  Jale (s L obal il b el Lansie o a8 )l o s e S
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192.168.1.246

@ 58 Windows Setup

Where do you want to install Windows?

Name Total size Free space Type

Drive 0 Partition 1: System Reserved 50.0 MB 380MB System
v
= Drive 0 Partition 2 976 GB 97.5GB Primary

7 Drive 0 Partition 3 1953 GB 1953 GB Primary

7 Drive 0 Partition 4 1953 GB 1953 GB Primary

" Drive 0 Unallocated Space 5117 GB 5117 GB

4 Refresh < De

 Load driver "'}

# Eormat

Delete
Extend

1 Collecting information 2 Installing Windows
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| Yl cybercE.org General OS installation and upgrade methods g

29429 s o
legacy BIOS + MBR bootable media + MBR Storage :MBR 6)9.‘9& L

UEFI + UEFI bootable media + GPT Storage :GPT (5495 L

Where do you want to install Windows?

L Ly cuan GPT &9: 51 Disk 99
MBR bootable , legacy BIOS
was Windows gl o media

S

Name Total size Free space | Type

— Drive 0 Unallocated Space 19558.0 GB 19558.0 GB ‘

Install Windows (LX)

Windows cannot be installed to this disk. The selected disk is of the GPT
l)\ partition style.

é3 Refresh

&% Load dniver

A\ Windows cannot be installed to Disk 0 (Show details)
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L 9 Windows ,5 (CMD) ¢l s b3 ol g 4 P.:)I.s).; o (A+ 0,92) A+ Gaj,aT 0595 5l YYA auds> s

A paalys LT ..o dir, cd, md, rd, tree, copy <l g2

o2l )3 (CMD | Command Prompt) ol b bs bu=s Windows Jole pius OGSl 0 5 63,08 51 (S
)b.b.a.él) Lﬁ)l{ksua.ub; ) |) UT9)|)§)J .bl.».':')l JALCMLQI)}MQ Ls)wgilub; b)lgla.b.z:uo

A& alys LT (Command Prompt) ole s bis 63,28 Slygiws b auds b o

Y] r‘,.l)l.)).g < du.uul} U‘.’.I 0

(Command Prompt) CMD 5 dir jeaws b slsT o
(Command Prompt) CMD s cd gaws b laT o
(Command Prompt) CMD ;5 md jeiws b SksT e
(Command Prompt) CMD ,5rd ,gzws b olsT @
(Command Prompt) CMD > tree ,gzws b oksT
(Command Prompt) CMD > copy )giws b @L;,:,T °
(Command Prompt) CMD ,> move s b @L;,:,T .
(Command Prompt) CMD ,5 Xcopy jsiws b olaT o

(Command Prompt) CMD > robocopy )giws b @L;,:,T °

485 19 iaud> ol s

| AT cyberce.org | Microsoft command line -

Command Prompt &l ygiws

mand Prompt = ] X
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¥ a.l> Windows ,> (Command Prompt) ol 3 bs Oljgiws b oLl Y Y auls
A+ Part 229 CMD Part 3 - Shutdown, SFC, DISM

L 9 Windows ,5 (CMD) ¢l s b3 ol g 4 P.i)'l.s).; o (A+ 0,92) A+ s&},ﬁ 0595 5l YY4 auds> s

8 paalys LT DISM 5 SFC 5 Shutdown ol g
o2l )3 (CMD | Command Prompt) ol b bs bu=s Windows Jole pius OGSl 0 5 63,08 51 (S
) Lass I) Lﬁb)l{ Lska.b .b; ) |) UT 9 )I):Q).: LLJ)‘ J.Al.c r‘,.lu.o.y.u l.t QI)}wa S gil ub; .3)'9 l.: .b.::uo

A& alys LT (Command Prompt) ole s bis 63,28 Slygiws b auds b o

Y] r‘?'.’.)b)'l < du.uul} U‘3~| )9

(Command Prompt) CMD > Shutdown ,giws b @L;;:,T °
(Command Prompt) CMD 5 SFC ,gtws b olsT @

(Command Prompt) CMD ,5 DISM ,g2ws b olsT @
4585 10 aud> ol s

Yho Microsoft command line . 0s

Command Prompt ol )giws

B Administrator: Command Prompt = O X

C: \WINDOWS\system32>prompt Your wish is my command:

Your wish is my command: prompt $t on $d at $p using $v:

18:34:26.08 on 13-Jul-2021 at C:\WINDOWS\system32 using Microsoft Windows [Version 10.0.19643.985]: prompt

C: \WINDOWS\system32>prompt /?
Changes the cmd.exe command prompt.

PROMPT [text]
text Specifies a new command prompt.

Prompt can be made up of normal characters and the following special codes:
$A & (Ampersand)
$8 | (pipe)

$C ( (Left parenthesis)
$D Current date

Y&y
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f a.l> Windows ,> (Command Prompt) ol 3 bs Oljgiws b olsl YV awls
A+ Part 230 CMD Part 4 - chkdsk, diskpart, tasklist, taskkill, gpupdate, format
A+ Part 230 CMD Part 4 - chkdsk, diskpart, tasklist, taskkill, ...
chkdsk, diskpart, <l guws b 9 CMD &l ygims 4 o135 o (A+ 0,95) A+ 90l 093 5 Y aud> s

A paalys Lo T tasklist, taskkill, gpupdate, format

ol »> (CMD L Command Prompt) ol s hs lxe Windows Jsle RE— DUl s 5 6,8 S (S
)Jhﬁél) LQ)L{@MJ; o e |) UT9)|)§)) .bl.o.}')l JALCWLQI))M.) LS)‘“"S?‘U-); J)'Qla.bu::u)
.J,{M'PW)M‘Q)Le/owléﬁf.)lag)wlﬂbbf@'@lﬁdou)ébhﬁm

A patlys kaT (Command Prompt) ole b bs (53,0, Slhsiws b awds jis o

e r,.g')l.)).g ° d.»ul} U'il 29

(Command Prompt) CMD 5 chkdsk jsiws b olaT e
(Command Prompt) CMD > diskpart ,guws b @L;;:,T °
(Command Prompt) CMD s tasklist ,gzws b bzl o
(Command Prompt) CMD s taskkill ,gzws b olsT
(Command Prompt) CMD > gpupdate ,suws b Gll;:uT °
(Command Prompt) CMD > gpresult ,swws b Gll;:uT °

(Command Prompt) CMD s format gzws b ksl
485 194 iaud> by s

o Microsoft command line ———

Command Prompt ol giws

Y#Y
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0 awl> Windows ,5 (Command Prompt) ol 3 bs Olpgiws b olsl YV awls
A+ Part 231 CMD Part 5 - ipconfig, ping, tracert

L 9 Windows ,5 (CMD) ¢l s b3 ol g 4 P.i)'l.s).; o (A+ 0,92) A+ s&},ﬁ 059 5l YY)\ auds s
A paalys LT ipconfig, ping, tracert ol)giws

o2l )3 (CMD | Command Prompt) ol b bs bu=s Windows Jole pius OGSl 0 5 63,08 51 (S
) Lass I) Lﬁb)l{ Lska.b .b; ) |) UT 9 )I):Q).: LLJ)‘ J.Al.c r‘,.lu.o.y.u l.t QI)}wa S gil ub; .3)'9 l.: .b.::uo
g dalgs b Hlws (D)lea cul 6,8 5L ) epl Sl ks plasil Olgs oo Ol 3 a3 Jama

A& alys LT (Command Prompt) ole s bis 63,28 Slygiws b auds b o

Y] r‘?'.’.)b)'l < du.uul} U‘3~| )9

(Command Prompt) CMD s ipconfig ,siws b @L;;:,T °
(Command Prompt) CMD 5 ping jews b HksT e

(Command Prompt) CMD > tracert ,siws b @L;;:,T °
4285 Ve rawds> oley am

Yo Microsoft command line 0s

Command Prompt ol )giws

‘ B Administrator: Command Prompt = O X

C: \WINDOWS\system32>prompt Your wish is my command:

Your wish is my command: prompt $t on $d at $p using $v:

18:34:26.08 on 13-Jul-2021 at C:\WINDOWS\system32 using Microsoft Windows [Version 10.0.19043.985]: prompt
C: \WINDOWS\system32>prompt /?

Changes the cmd.exe command prompt.

PROMPT [text]

text Specifies a new command prompt.

Prompt can be made up of normal characters and the following special codes:

$A & (Ampersand)

$8 | (pipe)

$C  ( (Left parenthesis)
$D Current date

Ys¥
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$ a.l> Windows ,5 (Command Prompt) ol 3 bs Oljygiws b oLsT :YYY auls
A+ Part 232 CMD Part 6 - netstat, nslookup

L 9 Windows ,5 (CMD) ¢l s b3 ol g 4 P.i)'l.s).; o (A+ 0,92) A+ s&},ﬁ 059 5l YYY ads s

b eualys LT nslookup 5 netstat ol gaws
o2l )3 (CMD | Command Prompt) ol b bs bu=s Windows Jole pius OGSl 0 5 63,08 51 (S
) Lass I) Lﬁb)l{ Lska.b .b; ) |) UT 9 )I):Q).: LLJ)‘ J.Al.c r‘,.lu.o.y.u l.t QI)}wa S gil ub; .3)'9 l.: .b.::uo

A& alys LT (Command Prompt) ole s bis 63,28 Slygiws b auds b o

Y] r‘?'.’.)b)'l < du.uul} U‘3~| )9

(Command Prompt) CMD > netstat ,4uws b GIL;J,T °

(Command Prompt) CMD > nslookup ,siws b GIL;J,T °
aads A ads> ol aw

[ \[sJll CyberCE.org Microsoft command line os

Command Prompt oil)giws

B Administrator: Command Prompt — O X

C: \WINDOWS\system32>prompt Your wish is my command:

Your wish is my command: prompt $t on $d at $p using $v:

18:34:26.08 on 13-Jul-2021 at C:\WINDOWS\system32 using Microsoft Windows [Version 10.0.19043.985]: prompt
C: \WINDOWS\system32>prompt /?
Changes the cmd.exe command prompt.
PROMPT [text]
text Specifies a new command prompt.
Prompt can be made up of normal characters and the following special codes:
$A & (Ampersand)
$8 | (pipe)

$C ( (Left parenthesis)
$D Current date

Y#o




CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw

olfgb— Lt,'ﬁ)ls sl k,)l.m’ L @'LMBT :\ 4....1.-;Windows 29 Lt,'ﬁ)ls sl g.;l.w: YYY awd>
A+ Part 233 Windows OS - User Accounts Part 1 - User Profile - Free

Local Users .(mmc) Console sl !5l L Gil;uxT @G I"’J‘")’v 0 (A+ 0,92) A+ G&},»T 0593 I YYY aud> o

Windows ,> User Profile #5440 5 User Accounts  and Groups

ol el (User Accounts) s )8 sy Clus <o e culslb Windows  Jsle [ 0 Sl 51 S
38 0lil g 5,8 didis b cuslize Jale i S5l (pasid glio 4 (s 387 1y Ol o0 5208 Sla
Windows  Jsle RE—g S sl ol faog0 Iﬁ)bﬁ 0 Al i )0

40 P‘ijb)ﬁ s dd> cpl )

ol ©las,,5 9 Windows Jale piss > (MMC) Console L1l L sl e

ol s, s Windows Jule w5 Local Users and Groups L1l b bsT e
o s, s Windows Jule s 55 User Accounts 15l b ksl e

ol slas )5 9 Windows Jole gt ,5 User Profile psgas b obil o

4ads YV iad> ol wow

ey ~ Microsoft operating system features and tools |

Local Users and Groups - s 3 s, — Administrative

: 6 )5 olus> - User account

r
A Computer Management S

file Action View Help ‘S)J‘)K ru = User Name
s 2@ XD = HE
0 — Password

A C.omputerManagement(Lo:al Name Full Name Description Actions
4 [f} System Tools

I
(@ Task Schedul #, Administrator Built-in account for admin... Users - ‘ = ~ M
ask Scheduler #3 Guest Built-i of est . i - o u b P f I
Howronllil | 1 oo o » Slaubis g — Profile
- g test test e o
23] Shared Folders T test - ‘
4 & Local Users and Groups|| on i
More... »

1 Users

G 89,5 K yd Cuguac :Group
e (et Windows sl saiS jasiw — SID

¢ Disk Management
Fls Services and Applications

«

@ TOSINSS

Y&s
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Windows 7, 8.1 ,5 User Accounts :Y awl> Windows ;5 55,5 sl Olus :YYVF auls>
A+ Part 234 Windows OS - User Accounts Part 2 - User Accounts in Windows 7 and 8.1
A+ Part 234 User Accounts Part 2 -User Accounts in Windows 7, 8.1
sla Jole piuss 5 User Accounts L1l b gbal & eils 0 (o (A+ 0,95) At dijgal 095 5 VPP auls o

Ol by e Sleukiss 9 Windows 7, 8.1

olus I .cwwl (User Accounts) s o) sy Ol co pae ot Windows  Jsle e oo DUl 51 (S
35 oliul g 5,8 Al b cuslie Jule s (5l (pasld iplio 4 o s S 6l Ol 0 5208 sla
Windows  Jsle eNw—Ige S8 sl ol o090 4 P.:)'I;).; ° dudr = )0
A 3ls s on A ol 5
ol wlenhsss 9 Windows 7 Jule s > User Accounts )15l b Jals P E-Y
Windows 7 Jale g 13 5 20l Slas slonl 39, L sbsl o
g K kS 5oy e pl ueis WINdOws 7 Jale gt 13 5,00l Glas cupda b sl @
Administrator ¢ Standard User sla wolis b lal o
£9 9 Ol il 39250 9 U,aS sl sl )15l &5 (lly U u8) Parental Control bl b HLsT o
Windows 7 Jale g 0T bgs yo Slosdiss 9 5900l 51 03latual
CMD ;> whoami ,gaws b lsl e
ol wlensss s Windows 8.1 Jule (g ) User Accounts 5l L JolS @L;LT .
ol slas 2,8 g Microsoft account pgeae b HLsT @
Windows 8.1 Jule piuwss 13 5 )l Slu sl 29, b A E-Y
g S i ) S ipl ats Windows 8.1 Jole gt )5 6,8 Clas cu e b GlisT o
€9 9 Ol Sl s9ama 9 S8 slp cwl ©olnl &5 (olgls wul) Family Safety <ol L olal o
Windows 8.1 Jule piuw 0T by po Sloukiis 5 j5g00als” 1 o3l

4285 VY ads> oley aw

Y&V
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Windows 10 ,s User Accounts :¥ aud> Windows s 5,55 sl Ol YV aud>
A+ Part 235 Windows OS - User Accounts Part 3 - User Accounts in Windows 10

A+ Part 235 User Accounts Part 3 - User Accounts in Windows 10

sl Jale i > User Accounts b sl a r,,_)'b,g oo (A+ 0,93) At Jirgel 0393 51 YO auld> )5
0T by o Sleiss 9 Windows 10
olus .l (User Accounts) s )8 sy Ol co paw ot Windows  Jsle e DLl 51 S
3,8 ookl g 5,8 dida b cunlie Jole pis S5l pased plie 4 g s J5S ln Ol (0 508 la
Windows JALC W 29 L;).g)lf le.m ul.awo &9...09.40 Le |’°‘.’.)|‘3)'.’. = ‘Lw.l? c‘g 29

ol wlenss 9 Windows 10 Jule s > User Accounts )1l b Jals P E-Y

Windows 10 Jule pimw 13 6,208 ol sbul (o, b sbsl o

-9 u.uic- ).x.&? R ) S ‘fbl.) ).:.:.’3 :‘Windows 10 JALC W 29 LS)'.’)K UL\AA? o e L» LS{L‘":’T L

ol DLl 9 Windows 10 Jole g Settings isu 3 Accounts )1l b olsT e

Olee &5l 39950 9 U8 sl o el )15l &5 (o3lgls ssl) Family and other users —obb b SLsT o

Windows 10 Jole R Ol by yo loskiis 9 59000l 5l o3lizul E9 9

.9 @

485 Y awd> ol wow

- 8 x

@ Home Your info

Find a setting Hel
Log
Accounts Creat
A2 Yourinfo i
Get help

=1 Email & account ts &L Give feedback

€ Sign-in options WINDOWS 10 VMWARE
B3 Access work or school ’
A, Family & other users

< Sync your settings.
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Local Users and Groups !l :f awl> Windows ;5 55,15 sla Olus :YV$ awd>
A+ Part 236 Windows OS - User Accounts Part 4 - Local Users and Groups
A+ Part 236 User Accounts Part 4 - Local Users and Groups
sla L1l oS L b og,8 5 5,0l Sl Dlus u e 4 il (o0 (At 095) At (b5gal 0,93 51 TYS aul> )5

.net user 5 Local Users and Groups

olus I .cwwl (User Accounts) s o) sy Ol co pae ot Windows  Jsle e DLl 51 S

3,5 oslawl .9 3)54.6.31,..;l.3ww&kwdjb@aﬁ&‘emgwﬁmgd,ﬁélﬁo@LSALgﬁ)lngLm
Windows J.ALC W}J L;).g)lf le.m ul.awo &yoyobpg.)lbﬁ@w @.;)J
e [V'.{).I')){GAA“J’L)‘:I 29

Local Users and Groups Ll L oksT e

(s i b)) Local Users and Groups 1l dlews 45 65 5,5 sla Ol <y pae b olsT o
Local Users and Groups || ,> User account Properties oblal b ol o

Local Users and Groups 15l b s, gla Ol 05,8 Jlas e g Jlad (jog, b oksT o

Of las )5 5 (Group) o9 3 psgie b Lzl o

Guest 5 Users g Administrator sla o5 5L bzl o

Local Users and Groups 1l b cilisee sla 09,8 )5 Cuguac (oo, b sl o

Local Users and Groups 15l b 5,08 Clus jo) puis (o9, b o] @

CMD Luss ,s netuser ,guws b s, o Ol G bl s (hg, b szL'JvT °

485 YF iaud> ol waw

Ll oo icrosoh oprstin o festures oo |0

Local Users and Groups - i, 4 sla 11 — Administrative

= B | ol s — Users

e 8 = Administrator
e d G2 pad GRbls

Ologe o 5 — Guest
bl Jlab JS1) 05 Lo oo awd 2l

e Ol 5,18 — “Regular” Users
Xl azws gl 51 51,81 25T A 55

Agds o0 0,53 SAM (Security Account Manager) o515 slSL y5 Sledbl ol

@
N2 Demo TOSINS<

Y#4
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SID 9 UAC L @L.I:T 0 dad> Windows PL) Lgﬁ)ls sl ol YYV dud>
A+ Part 237 Windows OS - User Accounts Part 5 - UAC and SID

P oo 9 (User Account Control) UAC 151 L Gll;.:,T @ p%5|°)i s (A+ 5 ,93) A+ 6&3,{[ 0793 5l YYV aud> >

ol el (User Accounts) s )8 sy Clus <o e culslb Windows  Jsle [ 0 Sl 51 S

5,5 oalawl g sj.édiﬁ.l.wLgWL;JAJALCML;)L»M‘ebﬁd.gw);wsd)xft_;lﬂd,s@g_;ﬁ)Kgsh
Windows LJ.ALC M)J LS)-’)K le.ﬁ ul.m} &9‘«05.40 Le P-"')b)’" e 4.w.1> @)J

V) P.g')'l.)).g. e daul} L)‘.‘.I PR

ol slas 5,5 9 Windows Jele s > (User Account Control) UAC 150 L A E-Y
OTJﬁ)KngJLﬂj)gS'D fWLLglL-*:‘T ]
Sysprep 15l L Windows 4, bgs 0 SID s (o9, b @U&T °

4585 YO raud> ol waw

192.168.1.246

v 4 8 « AllControl ... > User Accounts Search Control Panel

Contt @ User Account Control Settings

Mang

Creat Choose when to be notified about changes to your computer

Mand User Account Control helps prevent potentially harmful programs from making changes to your computer.
certif Tell me more about User Account Control settings

O Confil
profill Always notify
Chan|
varial

Notify me only when apps try to make changes to my
computer (default)

® Don't notify me when | make changes to Windows
settings

o Recommended if you use familiar apps and visit
- - familiar websites.

Never notify
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oK1, — Local Security Policy L o LiT :Windows sla 150 : Y YA auls
A+ Part 238 Windows OS - Local Security Policy - Free
Co e 9, 9 Local Security Policy 151 L L;:L'@T @G P‘ljbﬁ o (A+ 0,93) A+ G.b},a'l' 0793 5l YYA auds> o

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29

Local Security Policy )15l b olsT

Local Security Policy )15l <KaS™ a5 e, olaisl 03,5 3)ls b s 5l dmy 6,8 Olas 03,8 Jb b olaT o

G5 Sl 035 25 Jid o Sl Gagy b plsT o

Local Security 15l KoS" &0 Windows 5,0, sla olus 50, 4 bgs o sl cavlaw uis b SksT o
Policy

G sl Slas (59, ja) (2138 sl g o slaws JSlas uas @

S oslaiwl o, Sl asles (e Ol AST Sla g, slaxs Jblas g iSTas Olsue s @

SIS Gla e, Sl eslawl Oljwe ,iSTas uues @

LSS sla 50, 5l eolanl sl Ol Llal oy, @

.9 @
485 VA sad> ol ow

IYFA Microsoft operating system features and tools ﬁ

Local Security Policy - & 30 sl — Administrative

Group Policy 131 5l Cu e sld Cawlw Jlesl 5l p S )3 oLl
(Cuwluw :Policy) .ais oo o5liiwl Active Directory ;s 59>90

f Local Security Policy - o X - | ° | * AD Lot o - lS
e gk, W, 9 BIEIREPIRY I ¥ E e P ey v
e 2m 3 o] . I I' H
.o -

& e ——— S oo 03lizwl Local policies
v K8 Account Policies . Enforce password history 0 passwords remembered

& Possword Policy - Maximum password age 42 days

i Aocouint Lockout Polkcy 2 Minimum password age 0days

& Local Policies
. Minimum password length 0 characters

Windows Defender Firewall with Advai| = e Ree o s .

Newor s g ks it s (s hOMe asus s

Public Kay Poliies st meet complexity requirements  Disabled -

T e = Professional / sla aseus y3 39250

. .l Pro, Ultimate , Enterprise

@ Run = secpol.msc Demo TOSINS:
Yvi




CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw

Performance Monitor I3l L oLaT :Windows sla 150 : YV auls

A+ Part 239 Windows OS - Performance Monitor

oIS a5 9 0T 03,5 Lgisle 5 i 2 Sl & @315, (o (A% 093) At (bjgal )95 I VP4 aul> )5
Performance Monitor ;| sslizwl b 0T curdy
) BT pie Jud> 4 alaslie a5 Performance Monitor 15 Windows Jule piww sla)linl on i Sl (S
Pl 2 Ol (o aalp cpl dlwy @0 5,8 (o LB Seuals slos Jlal sy90 o7 s Ol gl s o SUIK
A 3 b ol o 5l #Bge 4y 9 s )l prcns 2l 2
ZNSTIESTRT R ORE JUABE

Performance Monitor 15l L oksl e

W;I};I’&s&ﬂg)lﬁs oo b gl e

s by 3l Gl g ey b gldT e

485 V5 iand> by ow

E“ Microsoft operating system features and tools g

Performance Monitor - % 5 3s s, — Administrative
s Cordg 5l Dde SYgb Ll o9l ez — (S LE g Oy
Run = perfmon Control panel / Administrative Tools

(@) Performance Monitor - o Z

®) File Action View Window Help
e 2 Eoew [31]
® Performance P E

~ @ Monitoring Tools
B Performance Monitor

:P'M - iz gsl.b‘,u."u:' )LoT
CPU, Disk, Memory,...

2 Data Collector Sets
@ Reports

Silagil sla ol puSe 5 jlas| slol

12:18:44 PM

12:19:15 PM

b o AL

12:19:45 PM

— 1
12:18:43 PM

Sl (g5l o 5253 LSl

Last 12909 Average 13036 Minimum 2749 & | }f .>| | A |§ |
Maximum 100000 Duration 1:40 ur) A A
[Show Color Scale Counter Instance Parent  Object Computer *

4
12

‘ <

——— 00001 File Read Bytes/sec ---

System

LS

Demo -
TOSINS<:

Yvy
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Task Scheduler 4 Services sl 5l b LT :Windows sl 15l :YF+ awl>
A+ Part 240 Windows OS - Services and Task Scheduler

U9, 9 Services asb » L la Service <o 50 u:,),,oT @ P.:)'I.s)% o (A+ 0,92) A+ Gaj,AT 0793 5l YF. ads> )o

Task Scheduler asl ,; bwgs a5 sl

e rv.‘{)'l.)).g' <° 4.“‘.1.? L)'f.l 29

la Service L bl ,lnl b SkaT o

la a9 o o e sl o Services ask o b SlaT b Glsl o

LmserViceQL@.;.B.Z.?L;@@Tgﬂ.’itlg&')ql‘Q.);|R|‘Qg;b§§w:uw9ﬁl{)l§&9)[{&mT o

ol 5,5 9 Task Scheduler )5l L Ll o

Task gg.g‘ .)L?e.g‘l U»Q) Lg ‘Sg'LuI:T ®
la Task olokiss b oLzl o

aa8s YV iad> ol ow

ll CyberCE.org Microsoft operating system features and tools “

(la w9 o) Services - s »aw sla,l I — Administrative

« Services

==
& Services (Local)

® g =

File Action View Help

Hr »»muwn

- o X

Select an item to view its description.

Name Description
-Q":Mlvex Installer (AxinstSV) Provides Use...
Q;Adobe Acrobat Update Servi.. Adobe Acro...
-Q;Agen( Activation Runtime_6.  Runtime for ..
»S;":Allloyn Router Service Routes AllJo..
&), Andrea ST Filters Service
€ AnyDesk Service AnyDesk su..
{;":App Readiness Gets apps re..
&k Application Identity Determines ...
v,’_;'/;Apphahon Information Facilitates th..
& Application Layer Gateway S Provides sup.-
&), Application Management Processes in..
-Q;Appx Deployment Service (A.. Provides infr..
.Q: g Aanager Ser... g
&) Audio Service Manages au..
&) Auto Time Zone Updater Automaticall..
Q AVCTP service This is Audio..
~S;"; Background Intelligent Tran..  Transfers file..
-_‘;-‘; Background Tasks Infrastruc.  Windows inf..
Q) BFE The Base Filt..
€, BitLocker Drive Encryption S BDESVC hos...
The WBENGI.

.'.'4‘ Block Level Backup Engine S..
<

Status

Running

Running
Running

Running

Running

Running

Running
Running
Running
Running

Startup Type Loc ®

Manual Loc
Automatic Loc
Manual Loc
Manual (Trigg..  Loc
Automatic Loc
Automatic Loc
Manual Loc
Manual (Trigg-  Loc
Manual (Trigg—  Loc

Manual Loc
Manual Loc
Manual (Trigg.. Loc
Manual (Trigg.  Loc

Automatic Loc
Disabled Loc
Manual (Trigg. Loc

Automatic (De Loc
Automatic Loc
Automatic Loc
Manual (Trigg..  Loc

Manual Loc ¥
>

\ Extended /\Slandand/

S5 Bl 09 pladsl

l service  pl 5l ol sl=!
i 03D gy el
ONLie oo sl S
Startup process

Control panel /
Administrative Tools

Run: services.msc

D
*MorosiNsc
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Event Viewer 4 Print Management L o LaT :Windows sla 50 :YFY awls

A+ Part 241 Windows OS - Print Management and Event Viewer

sl Kl> co mow sl Print Management 15l o P‘ijl%ﬂ 0 (A+ 0,90) A+ G&}yT 0593 3l YF\ ads> o

P.L.u.:.w (_GLQJIA}) )1 L;I)-’ Event Viewer 9 W

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29

ol s 5,5 o Print Management 15l L Ll e

Event Viewer )15l b olsT o

»3 Audit Failure 5 Audit Success o Critical s Error 3 Warning JInformation ool b olsT e

Event Viewer |l

Security 9 System § Application :Event Viewer |5l 5 33290 sla (o)155 sla gan aws b @mT °

(Costume View) i liw o sl ()18 sbul (3o, b ol @

(uols Event) slasg, G 0olil Glasl ["l{& )e)lf @ ezl o9, L L;ll-“-:’T .

w9 @

4ids Y aud> ol waw

\" Microsoft operating system features and tools

(slasgy sasas plis) Event Viewer - i a0 sla 151 — Administrative

(@] Event Viewer

File Action View Help

e« 2m @B

F Custom Views

Date and Time
1/16/2021 6:01:58 AM
1/16/2021 5:10:34 AM
1/16/2021 457:19 AM
1/15/2021 10:5529 AM
1/15/2021 955:13 AM
1/15/2021 9.09:18 AM
17150021 8N7:31 AN

Control panie
B v o |

~ | | Setup

Source

Servicing
Servicing
Servicing
Servicing
Servicing
Servicing
Sandicina

2| / Administrative Tools

~ [ Windows Logs Lavel
{&] Application @ Information
] Security (@) Information
] setup (@ Information
[5] system () Information
] Forwarded Events (@) Information
& Applications and Services Loc| § (i) Information
% Subscriptions (D informatinn
<
Event 2, Servicing

General Details

Log Name:
Source:
Event ID:
Levek:

<

Setup
Servicing

2
Information

Logged:

Package KB4598242 was successfully changed to the Absent state.

1/16/2021 6:01:5¢

Task Category: (1)

Keywords:

Actions

& Open Saved Log..
¥ Create Custom View..
Import Custom View..
Clear Log.

¥ Filter Current Log..

[Z] Properties

88 Find-

b Save All Events As.
Attach a Task To this L.
View

G Refresh

Help

Event 2, Servicing

[Z] event Properties

] Attach Task To This Eve..

L Copy
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..y System Configuration L LT :Windows sl 15! :YFY awl>

A+ Part 242 Windows OS - Component Services, ODBC Data Sources, System Configuration
ODBC 4 Component Services sla 15l L Ls:l;u.:T QG [,%)Io)_; o (A+ 5,95) A+ G&},AT 0593 I YFY aud> o

System Configuration 4 Data Sources

e r,.‘:')'l.)).g' &° 4.;.\4.1.7 wl 29

»> Windows <UlGl 1 eslawwl sl Component Services ;| la g 4sb ,, :Component Services 5l
A8 o oalaiwl Olisla 4l 5

Oliwsledbl sla L 4 Jlasl s 500 sl ,» ODBC Data Sources |l la g 4ol ,, :ODBC Data Sources )l 3l
S < o lawl

System LIl Windows  Jule s 538 ) (vhs s sla Llsl 51 (S :System Configuration 15l
3lae &5 auds opl ,5 a8 55 Jleel Windows 5 age Ol Olgs o Hl5l ol S L .cuwa Configuration

4ads Y aud> by waw

Yov ~ Microsoft operating system features and tools |

System Configuration
Control panel / Administrative Tools

E4 System Configuration X Run )3 Msconfg Gl)?l

General Boot  Services Startup Tools

Startup selection

(@ Normal startup
Load all device drivers and services

O Diagnostic startup
Load basic devices and services only

(O selective startup
Load system services
Load startup items

Use original boot configuration

Cancel Apply Help To SI N s é:;

Yvo
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oK1, - Task Manager 151 b JolS oLaT :-Windows sla 50 :YFY awls
A+ Part 243 Windows OS - Task Manager — Free
Co pie sl Task Manager 1l b JolS @L;&T @ |°-i)'|-’)i o (A+ 0,92) A+ G&}yT 0593 5l YFY aul> o
e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29
10 9 8.1 9 7 sla Windows ,5 Task Manager )15l sla Liso dea b JolS Lzl @
.9 @

a8y ¥ iawd> by o

| 'Yl cyberCE.org Microsoft operating system features and tools g

124 Task Manager TaSk Manager
File Options View _
Processes Performance App history Startup Users Details Services - | ’ I * l u |

s 20% 7% 2% 0% l el <
Name St... cPy Memory Disk Network I I I I k
f®] Foxit PhantomPDF Printer: Printe... 0% 0.1 MB 0 MB/s 0 Mb| o Ct r +A t+ D e g se eCt Ta s M a n a ge r
> [®] Foxit PhantomPDF Update Servi... 0% 0.2 MB 0 MB/s 0 Mb) I h ‘f
e Gap Messenger (32 bit) 0% 28 MB 0.1 MB/s 0 Mby Ct r + S ' t + E S c
Q Gap Messenger (32 bit) 0.3% 6.3 MB 0 MB/s 0 Mb
& Gap Messenger (32 bit) 0.4% 92.0 MB 0 MB/s 0 Mby Ta S k &_) L".t:-ﬂ 9 Sta rt 69) (PP |) h.i*ls
& Gap Messenger (32 bit) 0% 1.6 MB 0 MB/s 0 Mb)
[ Host Process for Setting Synchr... 0% 04 MB 0 MB/s 0 Mb| M a n a g e r
[®] Host Process for Windows Tasks 0% 2.6 MB 0 MB/s 0 Mb
> [® HpService 0% 0.1 MB 0 MB/s 0 Mb|
> Bl 10T PC Audio 0% 12 MB 0 MB/s 0 Mb
@ Internet Download Manager (ID... 0% 03 MB 0 MB/s 0 Mb;
& Microsoft Distributed Transactio... 0% 0.7 MB 0 MB/s 0 Mb,
v
i conin e A S S =
Fewer details End task TOSI N s ’f‘
I  =_“s S hl -2

Yvs
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Storage Spaces 5 Disk Management L LsT :Windows s 15l :YFF awl>
A+ Part 244 Windows OS - Disk Management and Storage Spaces
4 RAID (;lw osly 9 a Partition g la Disk <o 00 4 P‘ijb)‘i o (A+ 0,93) A+ sﬁ'ujyoT 0793 5l YFF ad> o

Storage Spaces g Disk Management L ;3 P g0

e r,.‘:')'l.)).g' &° 4.ua.1.> wl 29

Disk Management )5l L bl o

Failed 5 Not Initialize Healthy (At Risk) Healthy Disk sl curss b LT o
Disk Management Lusgs RAID (5,158l p 3 (5lo ooly (oo, b ol @

aig G Olgic 4 Drive 0,57 YL :Mount Drive L oLl o

Disk Management |5l L  Drive sll g L3> 9 > 03,5 3L g PS @LLLT .

&l381 3 )90 4 RAID (s5Lu o3y sl Storage Spaces Llnl L olsl o
aads V8 awd> oy was

v T

Storage Spaces
2l slbosle ) 9 la Data center gl p o0l Sl

s :Storage pool sl
vt [ S0 s Storage ;| slasgomxs

e —— pool s 5 cilize sla Storage cus 5

v Storage spaces

pool ;| s Storage sslw u3,5 aslsl g Wi

Reduced resiliency; check the
Physical drives section

.Storage Space slox| juw
RAID sLx | ol

Hot Spare ¢l

@ Video
TOSINS<:
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SN: 2015041101185
JS8

Yvy




CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw

Windows Firewall ;151 b oUsT :Windows sl 151 :YFO awl>
A+ Part 245 Windows OS - Windows f
)3 d9>90 Windows Firewall 1l b oLl 4 w2l o (AF 0,93) A+ 9ol 093 5l YFO auls> s

Windows

e rv.‘:')'l.)).g' <° 4..w.1.> wl 29

Firewall L oLl e

Windows Firewall )5l L bl o

Windows Firewall )15l b alus 4 Jlasl sl o 4ol 5o 45 03l 3Ll 9 0sls o3lal (o9, b olsT @

Windows Firewall ,15l 055 Jd e (o9, b olsT o

Windows Firewall with Advanced Security ,l5l L SksT o

Jlasl <o 500 sl Windows Firewall with Advanced Security )15l ;3 096 5 rule sbwl b SLsT o
i 4 o (5la sl

ESET Smart Security ool )53 ¢ 5 53 39290 Firewall oS 45 )5 09368 g rule sl b A E-Y

A oy ol A3 Glogaly (el Ll381 e 5 )5 d929a Firewall Ks™ 45,5 0936 g rule slwl L A E-Y

4ids YA :aud> ol waw

‘. Microsoft operating system features and tools

s 23 sl )l — Administrative
Windows Firewall with Advanced Security
Windows OS ;5 35440

@ Windows Firewall has blocked some features of this
program s Firewall
Windows Firewall has blocked some features of Connectify on all public and private networks.

2> Name:
& puplisher:
Path: C:\program files (x86)\connectify\connectify.exe

Allow Connectify to communicate on these networks:
/] Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (ot recommended
because these networks often have litle or no security)

TOSINS<:
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Explorer s Notepad 5 Registry Editor L LsT :Windows s 15l :YF§ awl>
A+ Part 246 Windows OS - Registry Editor, Notepad, Explorer
(Regedit) Registry Editor ¢ Registry L @U&T @ P‘35|°)‘3 o (A+ 5,93) A+ @z},ﬁ 0393 5l YF& aud> o

Windows Explorer g Notepad asb ,» b sl

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29
(Gt Windows Jole i Sloghis plos 0,453 Joe Registry) ol slas o, 5 Registry L HbsT o
59 oo 03lizwl Registry (sl ue 9 < e sl a5 (Regedit) Registry Editor 15l b olsT o
Registry ;| Backup) oluiiy asws 8,8 (9, Lisgel Llpl b olsT e
UT L;l.ﬁb J).g)l{ 9 Notepad ML»)J L’ @L&T °

ole pianen sl adgy 9 b ol w0 sl &5 File Explorer L Windows Explorer 151 L sl e

39, 0 )5 4 Windows

485 V5 iand> by ow

‘\ Microsoft operating system features and tools

(Windows Registry . »1») Regedit — System utilities
Windows Sleabiss 51 S )5 sl 0315 oS L
QS 0 03Lizwl 0313 L ol 51 den Ly i

. .
- | Kernel, Device Driver
|
Edit View Favorites Help | .
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Notepad\DefaultFonts S e rv I C e S
> MSDTC A || Name Type Data b3
MSF ab)(Default) REG_SZ (value not set) S ( S )
::21""5 A #iPointsize REG_DWORD 0x0000006¢ (110) ecuri ty Acc ou nt M ana ge r A M
ioensing ab|iffaceName REG_SZ Consolas
MSMQ o >
N hops Lmd.ob).g 5‘5).3)[5 .b.{‘)
MTF
MTFFuzzyFactors
MTFinputType - I
MTFKeyboardM: k h
i Backup the registry!
Multivariant S .
NET Framework S g d
NeT e Regedit 4.l » ,5 9590
Network
Non-Driver Signir
v Notepad D
DefaultFonts
oo emo
< i > < > ST
B e TOSINSS
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.. System Information 5 System Restore c.=Li :Windows sl )15l :YFY awls>

A+ Part 247 Windows OS - System Information, DirectX Diagnostic Tool, Disk Defragmenter, System
Restore

A+ Part 247 Windows OS - System Restore, System Information,...
System s System Information sla,lpl b SbsT 4 w150 (oo (A+ 0)93) A+ 90l 0593 5 YEV auds s

System Restore 4 Disk Defragmenter ¢ Information

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29

System Information )1l b piwsw Slasie sxalie b sl e
DirectX Diagnostic Tool ,l5l L HksT e
Disk Defragmenter ol 4, b HDD s o Gial381 1,0 o1l b (olisT @

ol (Restore) ouls 8, 9 Restore Point sbsl 39, 5 System Restore )15l b HlsT o

485 VA saud> by waw

IN "~ Microsoft operating system features and tools

(pimaw b 5L) System Restore - System utilities

(g gol5 L5 O plnil Driver cuai Update OS) olus aélge ,5> Windows
Restore Point G (Registry o (odwaw sla Js 1) e Cardg 9 Slenhis
P.»L);).’ d—édbbbwmg J&Mu.).n| wf&b)ébb)lﬂn@

& system Restore

Aetors o computer h st i et e oven ,& F8 — Advanced Boot Options - Repair
Current time zone: Iran Daylight Time Windows 7/8/8- 1/10
:7;;::;:;T:Z:ZSPM ::xsfg::::mswrnmm :nys(p:u | cont rol Panel / Recove ry

Al 03,5 039)1 s I, L3 sla Restore Point .15l

Video
2% TOSINSS




CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw

oK1, - Run 3 Windows Update b LsT :Windows sl 15l :YFA aul>
A+ Part 248 Windows OS - Windows Update — Free
Windows 7, 8.1, Jale piww 03,5 Update (i, 4 w113 0 0 (A+ 0,93) At 901 0393 51 YFA aud> )5
Windows Update ;I 10

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29

ol JKal @b, sla,lSal, 51 b 95 5 lekis Windows 7,5 Windows Update I3l b kil e
Windows 8.1 ,5> Windows Update )5l L bl e

ol Slebiis s Windows 10 ,5 Windows Update 15l b okl o

Windows Update ¢35 Jleé ,.é sl » Win Update Stop ael o b oksT e

Run )I).»| La L53L'“’:"T L]
485 VA saud> by waw

'YVA Microsoft operating system features and tools n

Windows Jls,)9,» — Windows Update - System utilities
sl sla alog — Security patches
SN 03,5 3 ,b 5 — Bug fixes

Choose your Windows Update settings

When your PC is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also choose to install them when you shut down your PC.

Important updates

g' Install updates automatically (recommended) v| Vi d eo 1 2

|Install updates automatically (recommended)

Download updates but let me choose whether to install them 2 metered
Check for updates but let me choose whether to download and install them

|Never check for updates (not recommended)

Updates will be automatically installed during the maintenance window.

Recommended updates
[[] Give me recommended updates the same way | receive important updates

Windows Update Stop 4L

[] Give me updates for other Microsoft products when | update Windows

Note: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

@ TOSINS<:
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Internet Options 15l L oL&T :Windows sla 150 : Y9 auls
A+ Part 249 Windows OS - Internet Options

Internet sla 39 50 9 i ,inl b bls )l ogos lanhis 4 r"*jbﬁ s (At 0 ,93) A+ 6&3,{[ 0593 5l YFQ ad> o

Internet Options Il L Firefox ¢ Edge ¢ Explorer

(History) axsu,b 03,5 SL Home Page ,ui :(Internet Browser) o sl sla 39,0 oledis b olsl
.9 proxy <ledas <Pop-up Blocker lekis da )3 59 0

4235 VY auds> oley sw

| Sl cybercE.org Control Panel g

& Internet Properties I nternet Optlons
General Security Privacy Content Connections Programs Advanced I n te r n et Ex p I o re r )S )9 ﬁ &2 b% )A Q‘ o I o

Home page
/? To create home page tabs, type each address on its own line.

W Ihttp://go.microsoft.com/fwlink/p/2Linkid=255141 & w ° b4 :General
N e OlCe ywlwl 0 el :Security

sartp » COOkiES, pop-up ‘6‘9"5 P_l)’ Privacy

(O start with tabs from the last session

(@ Start with home page
blocker, ...

Change how webpages are displayed in tabs. Tabs

Certification and auto complete :Content

Delete temporary files, history, cookies, saved passwords, and

S ... Proxy s VPN 5 o¥lasl o » 40 :COnnections
.9  Plug-in (o ,iiw ,5 9,4 :Programs

ors nguages n ocessibili rest 9 4;5 "‘l; QLQ*BJS Advanced
Cancel Apply
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oK, - Folder Options &lobis b o LsT :Windows sla iyl Y0 awls
A+ Part 250 Windows OS - Folder Options — Free

File Explore Options L Folder Options <leubiss 4, P'35|°)i oo (At 0,93) A+ )90l 0593 I YO+ aud> s

8" oo osliwl Windows Explorer ob 4 sl 4l 5l o adgy 5 la Jolb o ae sl » Windows Jule e——
;1) Folder Options Il ;I Windows Explorer ,5 la LB ol sgms Odls w9 oladas rolqal e

oS 0 oolal (55 (o0 a8 File Explorer Options |5l ¢l 4 32 4 Windows 10
Folder Options ,5 s9>90 Sladais w0 4 r,.i)b,? s dd> ol )
4585 YF iaud> ol waw

‘\" CyberCE.org Control Panel g

File Exlorer Opions Folder Options / File Explore Options

General View  Search Windows Explorer &bk
Open File Explorerto: | This PC %
Browse folders ‘5‘94_; C)LQ-:-E-;S Genera' Optlons

E (® Open each folder in the same window

(O Open each folder in its own window

s % . . - . - .V e p 2
Click items as follows Ukti LQ) 09” ULMb&” : l eW O t I 0 n S
1 (@ Single-click to open an item (point to select)
{ﬁ (O Underline icon titles consistent with my browser

(@ Underline icon titles only when | point atthem H ~ d e
(O Double-click to open an item (single-click to select) i I e eXte n S l o n S
. * * -
Privacy l_mx’.“’ J)S A0
:/_‘ - Show recently used files in Quick access b u
- "] Show frequently used folders in Quick access . = .
Clear File Explorer history Clear :VI ew h l d d e n fl I e S

Restore Defaults 6&.’.90 LSLAQJ'?. Lé ‘.qu.g. Lo.s
Attribute Changer 4.l ,
TOSINSS
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OSl) - b ddgs 9 by bbb Oad e S Jo> g, Windows sl 15l : YO\ duds
A+ Part 251 Windows OS - Solve Hidden Files and Folders Problem - Free

L dbgs 9 b Jobb Oid ase JSKhas Jo 4 02515 5 (o0 (At 0,90) A+ 90T 0593 5 YO\ ad> s
4“5}.3‘Mob)lbljlﬁQM&Qb)sgw&agwgl)gw&ouT&ﬁQl:el).;dloc\.gls

Lo ddgy g la L 0ad e i Jo 45 sl 5 (o0 A ol 5o Tagili 0ols Gloled Lad

0 P-"‘)IJ)-”‘ ° dqu? U'.’.l PR

s by 5o b ond isee Juo b olsT @

la dig 9 la b 0o e JSiw J> sl 0 Attribute Changer asb ,, L olsT o
e ddgy slml Ghey L LT @

.y @

a8 Y ad> ol ow

X
|
]

‘Y cyberCE'org h Home: Share’r View

| Ij T Preview pane @ i Larg I [ ,‘ Group by ~ [] item check boxes
5] 5 .
File Explorer Options Medium icons Small icons - Add columns [C] File name extensions t
Navigat i UL Csor o
‘ pr;%ag ([N Detalis pane List fi== Details v b;. {Size all columns to fit [ Hidden items 2 p I o n S
Panes Attribute Changer 10 X Show/hide
General vView Search * o o
| -
v i O Search USB Drive (.. Lo.ah.u
€ |- T Folder Properties Reporting Settings  About vi'e SRrch B Dmel ’ ry
Open File Explorerto: | This PC ‘ .
P P | 3 Quick access G\ E] °
Browse folders I Desktop [JRead-only [ Hidden [ Archive t I o n S
E (@ Open eachfolder inthe s & oniiis M System Compress Index
(O Openeachfolderinits o\ [ Documents — e -
&=/ Pictures e b . [
Click items as follows A+ [ Modify date and time stamps t l 0 n S
| @ Single-click to open an it Becorded files Folder Mask
‘ | e onA-PC (WA-PC) (¥
{':l O Underline icontitles| = i, Created 0y v |[An2zieM 3| 8
(@ Underline icon titles | e e 1
01192022~ | [Fo22122PM 3| B ns‘ons
(O Double-clickto openan{ Bl Desktop ) - ; .
: A 01192022 ~ 20000 AM 3| B
@ OneDrive - Personal ) L N >
- v
2 Right-click on date and time fields to display an enhanced context
anacy | & CyberCE megnu k on date and time fields to display an enhanced context W
2 [ Showrecently usedfiles| = ThisPC
et A0 —grrew
[~ Libraries
"
E==" [ Show frequently used foll S
s Flash (F:
[ Include subolders and files Advanced
Clear File Explorer history = USB Drive (G:)
¥ Network [ Simulation mode Cancel Apply
Control Panel .
& Recycle Bin
New folder
New folder (2) v
, litem  1item selected == E -
L bl s N
OK Cancel atelel i I [ l I N [ !
Wi
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System ,l5l sl yisu plas b (o LiT -Windows sla )15l :YOY aul>
A+ Part 252 Windows OS — System
JALC oo System Ll sla s [an., L G,L.wl @G [,,.»)I_s), o (A+ 0,93) A+ ‘sw,,.d 0593 5l YOV aud> o
Windows 7, 8.1, 10 sla

e rv.‘:')'l.)).g' &° 4.ua.1.> wl 29

Windows 7, 8.1, 10 sla Jule piuw ,5 System )1l cla i ples b sl e
SsmalS ol uis b9, 9 Full Computer name 5 Computer name gl b oLsT o
FoealS ol uis by, 9 Full Computer name 3 Computer name «lis | A ER-Y

Of (KL DLl 03,5 (8 oS L Windows e ial3dl (i) b ol @
(Virtual Memory) (sjlxe absl> olodiis b olsT @
Windows Jb yuw o)leds puds oo, b olbsl o

.9 @

a8y ¥ iawd> by wow

‘f' CyberCE.org Control Panel “

System

— v 4 = > Control Panel > All Control Panel ltems > System v O

Perforrr@ nce (virtual memory)
1::(:«;:saes;;:formation about your computer Re m ote settl ngs
System protection

9 Device Manager

& Remote settings Windows 10 Enterprise

ml \\/;
9 System protection © 2020 Microsoft Corporation. All .- WI n d OWS 1 O

9 Advanced system settings rights reserved.
- &
S ....))|9A Aol 0.45
Processor: Intel(R) Core(TM) i7CPU Q720 @ 1.60GHz 1.60 GHz
Installed memory (RAM):  4.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: LS QChange settings
Full computer name: LS
Computer description:
Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Security and Maintenance Product ID: 00329-00000-00003-AA043 & Change product key To sI N s
wr
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Jsl Lisw Power Options Slebiss b LT :Windows sl 15l :YOY awl>
A+ Part 253 Windows OS - Power Options Part 1
9 Sleep r,:.mlfu L 9 Power Options wlodas a4 P.l)'b).; o (A+ 0,93) A+ 6&},."]' 0593 ;l YOV awds> o

2o LT ACPI 4 Fast startup 9 Hybrid Sleep 5 Hibernate

Suspend |, Standby L Sleep pygio L LT o
Hibernate pseao b HLsT @

Hybrid Sleep pogao b LT o

Fast startup psgas b Lsl o

ACPI Calises (sla <o b s T S5l b olis] @

4285 V& ad> oley aw

mb CyberCE.org

Control Panel - os
&5l Oleakis — Power Options
Sleep / Standby / Suspend

Sleep Wb oo (SL CPU 9 RAM Sledbl
Hibernate L gy 0 b gals L“‘l_,)}:" Slebs 4,
9o o0 IS 4y 03lel @3 S gumalS
Shut down 9, = Hibernate cJl> 4 54 f"S G S|
Restart :Hibernate

S o0 Jugals YalS guals
Blueberrv Software 3 gai (50 sﬁs Storage ,5 .RAM o Ledb|
B Bs B RAM Sledbl PC Hass iy, pa

. WS
Video TodINiéc
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p9> Ui Power Options wlebis b o LiT -Windows sla )13l :YOF aul
A+ Part 254 Windows OS - Power Options Part 2
9 Power Options |5l sla jisw asa b ,_sll:.;,T @ |°%5|°)t o (A+ 0,95) A+ ,_s&},aT 0,93 5l YOF aud> s
ol Oloudass

4285 VY ads> oley aw

[Av Control Pane! o

&5l Oleukiss — Power Options

E < | Power plans

« L o 9 > Control Panel > All Control Panel items > Power Options v 0 Search Control Pa... © |
.
2 *» . | . L
Control Panel Home 3 O f d W u H
Choose or customize a power plan . - ~
Require a password on wakeup A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that manages
how your comp uses power. Tell me more about power plans
Choose what the power
buttons do Plans shown on the battery meter
§h°°“ what closing the lid (@ Balanced (recommended) Change plan settings
e ically bal; perfi with energy ption on capable hardware.
Create a power plan
2 Choose when to turn off the (O Power saver Change plan settings
display Saves energy by reducing your computer’s performance where possible.
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Windows ,5 >4>40 Remote Assistance | ;!

aads 9 ads> oley aw

¥or S Wihdow: Networking .

599 ol 31 oS — Remote Assistance
Jail )b S sl m
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Jsl s Remote Desktop ,151:Y\ iz Windows ;5 asiis YA aud>
A+ Part 281 Windows OS - Networking Part 21 - Remote Desktop Part 1

ARl L ol Jyus )i.’.é ;WK & Jlasl gy @ P.:)'L)).g o (A+ 0,93) A+ 6&}94‘]' 0793 5l YAV auds> s

Jyl G Windows ,5 34>490 Remote Desktop

Sl Windows 1 e sl a5 53 ;05 Fauals O a4 Il sl 63,0 sl sl R S
Al ol 4 adds aw o .cdils duake SeualS 59, (295 Sl J,uS Olg (0,10l (nl b .cuwa Remote Desktop

V) P.g')'l.)).g. e daul} L)‘.‘.I PR

Remote Desktop |l by ;K5 5auals G a4 dlasl 3o, b bl b olaT o
Remote Desktop Iyl wledis b olsT @
Windows 8.1 ,5 Remote Desktop L Jlasl JKiwe 03,5 b 5 (oo, b olsT o

485 VY iaud> ol waw

Yoy Windows Networking g

Remote Desktop
Run = mstsc (Remote Desktop Protocol) RDP
)9 ol )| Uob 4ol 5 3 b 5 gumels’ K J s’ TCP and UDP/3389
pedlszn a5 Sl ,a 5 Jlail
Aol ged 4 5l pae
Jlas! pla duaie dmio Ol Ji5
Video 1 2 3 4

% Remote Desktop Connection X

Remote Desktop
»¢) Connection

Computer: lF)(ampIe computer fabrikam com v

Username: None specified

The computer name field is blank. Enter a full remote computer
name.
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p9> Uisu Remote Desktop ;150 :YY isw Windows ;5 4l :YAY awl>
A+ Part 282 Windows OS - Networking Part 22 - Remote Desktop Part 2
Linux Jule (g ) RDP Protocol I eslaiwl g, 4 p%5|°)i o (A+ 0,93) A+ Gaj,AT 0793 5l YAY aud> 5

Remote Desktop b < ,anl &b 5l K5 j5auel 4 Jlasl g

3l Windows s e lo 5 53 K5 Jisals 0 & Il sl 5,15 sl $lo 3l 5

V) P.g')'l.)).g. e daul} L)‘.‘.I PR

RDP Protocol jl sslazwl b Linux Jele I~ 5l Windows Jale e & Jlasl ooy b bl @
ol U99s 9 <ol &b 5l 9 Remote Desktop il 5l eslazwl b K5 5guals” & Jlasl o9, b Gll;,;,T °
Jlasl ol 0s 5

485\ 5 raud> by s

Yoy Windows Networking g

Remote Desktop
Run = mstsc (Remote Desktop Protocol) RDP
)9 ol )| Uob 4ol 5 3 b 5 gumels’ K J s’ TCP and UDP/3389
pedlszn a5 Sl ,a 5 Jlail
Aol ged 4 5l pae
Jlas! pla duaie dmio Ol Ji5
Video 1 2 3 4

% Remote Desktop Connection X

Remote Desktop
»¢) Connection

Computer: lF)(ampIe computer fabrikam com v

Username: None specified

The computer name field is blank. Enter a full remote computer
name.
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mRemoteNG  RDCMan sla 4ol b LT Y'Y jise Windows ;o auis :YAY auls
A+ Part 283 Windows OS - Networking Part 23 - Remote Desktop Part 3 - RDCMan and mRemoteNG

b 19 oly 5l SguelS iz Cuoly J S Gbigel p2ol3 50 (o (At 0,93) A+ 3901 0795 5l YAY awld> s
.mRemoteNG 3 RDCMan sla asb s I oslaiwl
Remote ,l5l Windows , o sla als 15 55 baueld O dlasl sl 65,08 Jlaws sla L0 51 (S
o Al ol @ dds A 3 bl ke sl 595 o5 Sews S Olgs ool ol b s Desktop
-p—i)'é)g
028" =udl Remote Desktop Il f,f oLl (oS J,a8™ 95 o) 511, 5euels” (60l sluaes l"f"’li‘" o &S By
& Uogel 1) MRemoteNG g RDCMan sla deb s « 5guals i 495 oy 51 U8 gl auds> opl )3 . 0i sales
Al 6ol BBl asny ol Ho &S e
40 p—:)l-’)-: 0 dadz cpl )

RDCMan asl » 9 RDP Protocol jl esliwl b T J, 8" 9 5eamelS’ cptim a0 Jlasl og, b ol @

mRemoteNG sl s RDP Protocol jl eslizwl b lsT J 8" 9 55guals cpaim 4 Jlasl (o9, b plsT @

4> YV iaud> ol aw

For ~ WindowsNetworking | 05 |
Microsoft Remote Desktop Connection Manager (RDCMan) 5,5 asl »
Video

File Edit Session View RemoteDesktops Tools Help
=] CQ Production Servers
R Prod1 Hyper-V-1 Hyper-V-2 || Hyper-V-3

g Prod2 ; '
=% Lab Servers

=) Hyper-V-1
=) Hyper-V-2
=) Hyper-V-3

=) Hyper-V-4
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VNC Connect Enterprise o UltraVNC )90l :YF i Windows ;s asiis :YAF awls
A+ Part 284 Windows OS - Networking Part 24 - VNC, Security considerations

o3 lawl l.» QT d).Z.S 9 )ip )Swlf L) Jlasl P9 L P.l)b).» ° (A+ 0)9.3) A+ ‘s&}yT 099 )| YAY dw*l? PR

VNC Connect Enterprise 3 UltraVNC sla 4.l

e r‘,.g')'l.)){ &° L.u.l.> L)?.I 29

JiS 5 505 el 4 Jlasl cg> Remote Frame Buffer (RFB) protocol L oLl o
UltraVNC 15l 5l eslicwl b oT J 8 5 503 Senals & Juasl g, b oksT o

VNC Connect Enterprise |5l 5l oslizwl b oT J,u8 5 K05 5euals” & Jlasl o9, b olsT @
lsT U8 9,505 o 5gaels” & Jlasl el lisMa 9 SIG L ST @

4385 Y5 sawd> by wow

(YW cperceors | Windows Networking |05

VNC Connect 4l

Remote Frame Buffer (RFB) protocol ;| ssliiwl
<9, VNC Server cuas

J S S Hl 8 457 (5 5 umlS
. gabs

<9, VNC Viewer cuas
JSES Gt )l )8 457 (5 5 gumolS
Tl

MeO® e-a33agt
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oK1, - AnyDesk asl p b oLsT YO Lisw Windows 5 4l :YAD dwls>
A+ Part 285 Windows OS - Networking Part 25 - AnyDesk — Free

5 <ol Goyb Sl Ko Seuals” 4 dlasl ooy 4 peilo s (0 4 (AF 090) At so9al 0,90 31 YAD dwd> )3

AnyDesk asb ,» oslizwl b oT J s

e r,.‘:')'l.)).g' <° 4.ua.1.> U‘il 29

AnyDesk asbs 5 5l oslizwl b 0T J, 8 5 K05 Seamals & Jlasl (s, b o] @

AnyDesk aab ,» oloubis b Gil;_\:,T .

Jole i) Aiohgn g8 Bk 5l OT Ui 5 %05 igmals b siadsn o558 4 dlasl (pg, b sl o
AnyDesk axsb ,5 5l ssliwl b 9 (I0S 9 Andriod

4y Ve iawd> by wow

T obectos]  WindowsNetworking | 05

AnyDesk .U

IS - o x
+ I8 New Connection =
AnyDesk @
o
T ok Video 1 2 3
Your Desk can be accessed with this addre AnyDesk-Address:
> 'Y a
° s demo-07@ad
© ses f !
@ AnyDesk - o X
Remote Desk 8 User M support
. [ 2] :
\ A o Access all your
e = devices on the go
User How are you? .
(demo-07@ad)
like to view yor
[ Allow to hear sound
(] [Z] Allow to take control
— & Allow to use clipboard
< ' [ Allow to block keyboard and mouse
demo-08@ad v demo- L

¥4 Connedting to demo-07@ad...

»
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Linux d.ol.c- P.Zw.;w o
O - IS o jue 9 dzesny ;6 o (59 S ot b o lidT ) i LiNUX :YAS aul>
A+ Part 286 Linux OS - Introduction, History, Desktop environments — Free

da (S 5y dLinux) (uSgid Jole ot | AT 2132 (oo (At 0,95) A+ sogal 0,90 5l YAS awd> s

(...g GNnome 9 KDE) )5 (sl 50 9 4o,

Jole piass 4 @l (0 A NF s ca (LiNUX) S g Jule e o Jole gl 025 oo S (K
Linux) S gl

MacOS 5 Linux Jole piv Gisn sla Juad oo b QLT @

Linux Jule piosw sla (S5o b gLl o

Linux Jale piuc a2l b bl o

KDE, Gnome, ) Linux Jsle piww (Desktop Environment) 5" slasue ¢n 5 s b T b gbaT e

(Cinnamon, Unity, MATE, LXDE, Xfce, Deepin
4ads ¥ aud> ol waw

| B cybercEorg ——

.GNU/Linux
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O - b 5L 9 4l s (Linux Distribution)la a 565 :¥ s LiNuX -YAY aul>
A+ Part 287 Linux OS - Linux distribution, Software — Free
u.uf,.\.:J L;LQ 6)93 P{)‘J).» < qu’.a.:J Juol.c P.Zm.:.w PR &9‘.49.40 dw 4 (A+ 0)9.)) A+ G&},&T 8999 )| YAY du.«.l? )

la 5L sl,=l 9 4l » (Linux Distribution)

JALC PJ)L))JLSAM?\? )9 m(LanX)UM{MJmLCW‘LQJALCWui)SW)Ié
(Linux) S gl

A0 P.:)I.J).g ° dqu? U‘.’.l PR

(Linux Distribution) uS's:) #1595 <oy o5 b (LT o
open Fedora Mint Ubuntu RedHat Debian) Linux Jslc I~ Sl ®igs o5 sgede b sl e
(..9 Gentoo CentOS SUSE SUSE

Linux JALC- P.LM.:..»)J S9>9R LS'))'.’)K Lgl.ﬁh 4.Al.:).> )l Lf,)" Lt &L.&T ®
Linux Jule siws 3, (Game) 5k gadge b ST @

4 ds Y aud> ol waw

T oveceer | T |

= GNU/Linux a;
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s Ubuntu Linux Jule piuaw cuai ¥ Gl LINUX YA dud>
A+ Part 288 Linux OS - Install ubuntu — Copyright

s 0] cuss 9 Ubuntu Linux Jale s b bl w151 (o (A 0,95) At 3901 0393 31 YAA aul> )5
w3 b 0L
dole plass 45 02500 5 (o0 dud> 1T Lo s (Linux) uS'gid Jole pias da Jole g o5 me S S
(Linux) S gl
Y] P.:)I.J).: < 4.».&19 U‘.’.l 29

ol sl 45us 9 Ubuntu Linux Jale g b LT o

O by s a5 Ubuntu Linux Jale g cass B9y b gLl @

Ubuntu Linux Jale i 55 (o)l 0b) s (9, b sl e

.9 @
4y VY ad> ol wow

192.168.1.197

Install

B sda1 (extd) [ free space Create partition

Size: 1023742

/dev/sda Type for the new partition: Primary

/dev/sdal ext4 / © Logical
free space | Location for the new partition: @) Beginning of this space
End of this space

Useas: | swap area
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Windows Jule piugw ,US Mint Linux Jole giuwaw s :F Giow Linux YA awd=
A+ Part 289 Linux OS - Install mint alongside Windows

S Ol cuas 39, 9 Mint Linux el i bl 12,1 oo (A 0,93) A+ 3901 093 5l YA ads )
.9 Windows  Jsle T
ol g & m23l5 5 (o0 Az VF s e (LINUX) GuSgid ol g o Jole g 025 ot Sl (S
(Linux) S gl
Y] P.:)I.J).: < 4.».&19 U‘.’.l 29

Of sl a5us 9 Mint Linux Jole g b slaT o

Windows Jale (rosn LS Mint Linux Jele s s B9 L olsT o

.9 @
aads YV iad> ol wow

o268 T1ST

n

. Installation type

| ! .
[ sda1t (ntfs) [ sda2 (ntfs) [ sda3 (ntfs) M sdas (ntfs) W sdaé (Fat32) [ sda7 (ext4) [ Free space

@ Device Type Mount point Format?  Size Used System
. Jdevjsdal ntfs 104 MB 25 MB Windows /
Install Linux Mint

/dev/sda2 ntfs 104857 MB 12965 MB
/dev/sda3 ntfs 1832803 MB 227 MB
/dev/sda5 ntfs 104856 MB 93 MB
/dev/sda6 fat32 536 MB 33 MB
/dev/sda7 ext4 / 49999 MB unknown

7 i Revert
Device for boot loader installation:

/dev/sda VMware, VMware Virtual S (2.1 TB)
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Windows ,us Ubuntu uas 9 KNOPPIX Linux b L&l :0 iy Linux Y4« awds
A+ Part 290 Linux OS - Knippix Linux, Install ubuntu alongside Windows BIOS and UEFI

Ubuntu uas s KNOPPIX Linux Jule g b bl w150 50 (At 0,593) A+ 90l 093 5l YA+ auds )

Ol Jgol 33> 5 UEFI 9 BIOS (sla s > Windows s

Jole g 4 P‘ljbﬁ s Awd> VF s caa (LiNUX) S gid Jule e la Jole s (325 ol Sl
Linux) S gid

4 [“'1)|°)'3 ? > ol o
of sla 39 9 KNOPPIX LinUX Jole s b LT @
BIOS/MBR (sl g > Windows Jele wiu )L Ubuntu Linux Jale wiun cuas (i, b oLl e

BIOS/MBR (sla isusns 59, LiNUX Jole gitus Jyol B3> (39, 5
UEFI/GPT (sla g ,> Windows Jule piu ,Us” Ubuntu Linux Jole g cuas o9y b olsl o

UEFI/GPT (5la i 59,5 LINUX Jole i ool i 39, 9

4> YV iaud> ol waw

192.168.1.197

= Archive Manager
B Backups
i Calculator

T © clami
, ¢/ .
L Al [l Compiz Start
oy % Disks
|

Il @ Emacs (GUI)

| @ Emacs (Terminal)
Y & Filelight

{ B Files

= Image Viewer

¥ | [E KCalc

2| KCharSelect

32 KeePassX

< KFloppy

e A KGpg
12 Accessories

2 il \/ Kjots
& Education 4 @ Klipper [
& Games » Krusader
&% Graphics » | © Krimer
&) Intemet 4 B KWrite
¢ Knoppix * | (% Leafpad
7“‘\ Office » | @ Midnight Commander editor
<" Programming * | &) screenshot
3 sound & Video * | @ sweeper

| . System Tools 4 . TeXinfo
@ Universal Access ¥ | % vim

| * Wine * | %7 Winetricks

| %) preferences » | © wmgui
: ¢ Xarchiver
Run— © xgps
#J Logout © xgpsspeed
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Ol -\ awds (Linux Commands) Linux &lygiws :$ s Linux Y4 awds
A+ Part 291 Linux OS - Basic Linux Commands - Part 1 - man, Is, cd — Free
Slsiws Terminal s Linux olygiws b Lsll.:*:,T @G ["'3)"")% o (A+ 5,93) A+ ,s.i,},aT 0593 5l YAV auds s

g clear gcd gls g man

JALC W L P.;)l.)).g ° 4.~.~1:> \¥ 0D (Linux) uuf’.«..\..] JALC IM " o J.ALC P_:...“..., RS W )| ksi»'-
(Linux) S gl
Linux Slhgiws 45 03505 5 (o0 dudr =iy )5 . LinuX g LiNUX Jale piow sla Glsy o5 o S (S
ol o0 Al 5o

Linux Jsle s ,3 (Commands) ol gaws A E-Y

Terminal asb ,, L oLl o

Home Folder L oLl o

Linux Terminal ;5 &lygiws slaal, 033 @l man jgws b olsT o

Linux Terminal ;5 b adgs 9 b Ll cod 0s @l o ls Hgaws b olaT o

Linux Terminal ;s la adg o 0xd buls sl cd jgws b olsT @

Linux Terminal ¢s,S S§ sl clear jguws b olsT

4285 Ve awds ol e

Commandsﬁ

rYF
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Y auwl> (Linux Commands) Linux &l ygiws Y i Linux :YAY awds>
A+ Part 292 Linux OS - Basic Linux Commands - Part 2 - sudo, shutdown, pwd, mv, cp, rm, mkdir — C
9 SU Sl yerws Terminal s Linux olygaws b olsT 4 p—:)'b)-; oo (At 5,93) A+ 390l 5590 51 YAY aud> )3

.mkdir g rm g cp 9 mv g pwd 5 shutdown g sudo

Jole g 4 [H)'I.sﬁ:,_sa awd> \F s cawa (LiNUX) a8 g Jole I":“?““‘L“ J»Lcwcﬁ)swﬂug
Linux) S gid

& dwl> iy ) (Linux Commands) cuwa Linux olgiws LinuX Jole i sla Gise 25 pee Sl K

Linux wl)giws 4 I"‘ljbﬂ-

Y] P-"‘)b)-: < MJ? U'.‘.I 0

Linux Terminal ;5 ,%5 5,5 s9e b la anl o sl sl sudo g su ol ygiws b ol @

Linux Terminal ;5 ,54ual8” 03,5 Restart 5 05,5 (igals (gl 0 shutdown guws b HlsT @

Linux Terminal ,» S Adigs s 000> OLS sl pwd gws b @L;.LT °

Linux Terminal ;5 ;%5 0lKe 4 ( 5lKe 5l la digs 5 la J6 (Cut, Move) JGsl sl o mv g b olal o
Linux Terminal ;5 %5 0lKe 4 (550 5l b diogs 5 la 1 (COpy) (oS sl CP Lgiws b laT @

Linux Terminal ,s s a4 9 b 216 (Remove, Delete) (di> sl p rm Heaws b Sl o

Linux Terminal ;> aig sl &l mkdir jgaws b Gl o
.9 @
48y ¥ iawd> by wow

firr Basic Linux commands [ORER—,

shutdown giws
Windows > shutdown giws 4 aud 59ualS 03,5 Higels
Jte

sudo shutdown 2
4 ¥ 5l SenalS Oad Ghgals

sudo shutdown -r 2
4iss Y )l am Seaals ool Restart

sudo shutdown now
1031 gmalS 03,5 yigals sudo shutdown —c or Crtl+c
shutdown ;giws 93,5 JusS

L@@ TOSINS<:
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¥ aul> (Linux Commands) Linux ol ygiws :A oo Linux YAy auwl>

A+ Part 293 Linux OS - Basic Linux Commands - Part 3 - chmod, chown
Slsiws Terminal s Linux olygiws b L;:L'@T QG p—:)b;—; o (A+ 5,93) A+ G&},»T 0995 ;I YAY aul> o

chown 4 chmod

JALCP.W PJ)'))JLSAW\Y; )9 M(LanX)u.«{MJALC L“LJALC["’W“U")"WJL;J
(Linux) S gl

& awl> iy ) (Linux Commands) cuwa Linux ©lhgiws LinUX Jole i sla Gise 25 pee Sl K

Linux wl)giws 4 I"‘ljbﬂ-
Y] P-"‘)b)-: < ch.l.-> U'.‘.I 0

Linux Terminal s b ;b (Permission) jeme s sl chmod jgaws b GLsT b bl o

Linux Terminal ,s b LB (Group) s 5 9 (owner) cuSbe ,uis @l » chown gaws b GksT @

4285 VY ads> oley am

OOl obeccor]  Basclnuccommands |05
mode Owner Group chmod gws

l l l chmod mode file :05liwl b9,
chmod 744 salary.txt Jt.

-frWXr--r-- 1 root cyberce 42 Oct 23 09:31

- rwx r R— r —— 7 Read, Write, and Execute r
6 Read and Write r w -

User Group Others 5 Read and Execute ro- x

7 4 4 4 Read only Fl = =

3 Write and Execute - W X

2 Write only - W -

@ 1 Execute only = =
0 None - - - pEn

YY$
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f aud> (Linux Commands) Linux olygiws 14 iz Linux Y F awl>

A+ Part 294 Linux OS - Basic Linux Commands - Part 4 - apt-get, ifconfig, ip, iwconfig, ps, top, htop,
kill

apt- Q')}L.u.) -Terminal 09 Linux C)I)}Lw.) l; (5~’<l**:’T e P{)I.)).g. ° (A+ 0)93) A+ @I’}}AT 8999 )| Yq¥f Lgl} )

kill 9 htop ¢ top 5 ps g iwconfig 5 ip 5 ifconfig ¢ get

dole piucm 4 025l 5 (o0 aud VT Lo s (Linux) uS'ed Jule pls o Jﬁhwcﬁ)sw)l e
Linux) S gl

° dond> T 00 (Linux Commands) cuuwa Linux ol)eiws Linux Jele e sla iso op s 4 S

Linux ol)giws 4 |°‘15b)i

S8 buma o Linux Jole pian 53 sl 52 s G2, b A

apt-get )giws 3l oslatwl b 5 Terminal Lus 5o LinUx Jale g )3 4ol s 29, b olsT o

Linux Terminal s alus &, candg odalive sl if g ifconfig olygaws b SlsT o

Linux )5 (Wireless) wos 4 <)l curdy )5 ,uis 9 sdalie sl iwconfig Hgms L A E-Y

Terminal
Linux Terminal s la Process cauxsg saalice (sl htop 5 top sla asb s 9 ps seiws b SlsT o

Linux Terminal ,s Process i sl Kill yguws b LS.’.L;"“LT °

fivy Basic Linux commands N N— .y @

ifconfig ,giws
pawl saasd O,15 IP apddress § Slebis i b osalie

4> YO raud> ol waw

cyberce@test-VirtualBox: ~ QY (= - u] X

:-$ ifconfig sla @iy e A0
flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500 ) hwd C)-ZI Linux
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255 .
inet6 fe80::ble2:da2c:fad3:cf30 prefixlen 64 scopeid 0x20<link> p )92“’-3 L’ 5)'-’
ether 08:00:27:39:23:c9 txqueuelen 1000 (Ethernet) yek .
RX packets 895 bytes 1134442 (1.1 MB) el i (G o
RX errors © dropped @ overruns © frame 0
TX packets 607 bytes 50922 (50.9 KB) Ol s ¢le

TX errors © dropped © overruns © carrier ® collisions @ & o B
difconfig alin
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.6.1 netmask 255.0.0.0 I, ip address s>
inet6 ::1 prefixlen 128 scopeid 0x10<host> RRVACL g by
loop txqueuelen 1000 (Local Loopback) s -
RX packets 185 bytes 15481 (15.4 KB)
RX errors © dropped © overruns © frame 0
TX packets 185 bytes 15481 (15.4 KB)

TX errors © dropped © overruns @ carrier @ collisions © TOSINSQ’.:;

YYv




l CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

0 4uwl> (Linux Commands) Linux <lygiws <\« oo Linux Y30 awl
A+ Part 295 Linux OS - Basic Linux Commands - Part 5 - passwd, more, vi, dd
Slsiws Terminal s Linux olygiws b L;:L'@T QG [H)'Ig,; o (A+ 5,93) A+ sﬁu},nT 0595 5l YA awl> o

.dd ¢ vi g more 4 passwd

Jole g 4 f"ijbﬁ: 0 dadz VP s cwa (Linux) (S eid Jole e la Jole s (25 ok i SS
Linux) S gid

& awl> iy ) (Linux Commands) cuwa Linux ©lhgiws LinUX Jole i sla Gise 25 pee Sl K

Linux wl)giws 4 |°‘15b)i
Y] P.:)I.B).g < 4.;%19 U'.’.I 0

Linux Terminal s 5,2, olus 50, uis passwd giws b GLsT ©
Linux Jole piues (S5 buoms 53 6 ) Olu o, s Ghoy b LdT @
Linux Terminal ;s e sla o ssalice 9 03,5 ;L more Hgaws b Ll o

Linux Terminal s Vi oo ,Kial ns aab o b o2 Giul g 9 sbul b ST o
Linux Terminal ,s o, ,5 Backup 9 b 05,5 o5 dd jemws b SksT o

.9 @

4 s FY iaud> ol waw

| \Adl cybercE.org Basic Linux commands | 05

Ol S50 L 393 6, Gl ey s
passwd [username]

passwd : JLs

I cyberce@cyberce-virtual-machine: ~ Q

:~$ passwd
Changing password for cyberce.
Current password:
New password:
Retype new password:
passwd: password updated successfully

T |

N> TOSINS<:
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Timeshift s Backups :Linux sla 1501\ Gisw Linux Y45 awl>
A+ Part 296 Linux OS - Linux Tools - Part 1 - Backup, snapshot
5l Job 5l Olaidy ass 4 sl Backups asl » 4 w2315 e (A+ 0,93) A+ si9el 0595 51 Y45 aul> s

TS 51 Snapshot sbxl sl . Timeshift aal ,

dole plass 45 02500 5 (o0 dud> 1T Lo s (Linux) uS'gid Jole pias da Jole g o5 me S S
Linux) S gid

i ol o0 Al oo
olasledbl 51 (Backup) Oluiiy a5 a5 sl Backups 4ol b HLsl o
Timeshift asb 5 5l sslecwl b Linux Jale (posag 51 Snapshot sl b Lﬁl,;.:,T .

4285 10 :ad> Oloy aw

fre Basic Linux commands 05

Ol ;K0 b 295 6,5 Clus ju) s
passwd [username]

passwd : Jl.

[+ cyberce@cyberce-virtual-machine: ~ Q

S passwd
Changing password for cyberce.
Current password:
New password:
Retype new password:
passwd: password updated successfully
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Clonezilla asb 3 b gt JS 51 IMage (5,5 Y isy Linux YAV awl>

A+ Part 297 Linux OS - Linux Tools - Part 2 - Image Recovary — Clonezilla
9 i Js sl Image g4 51 Backup o8, Loy b [ﬁ)bﬁ: o (A+ 5,9) A+ @}yT 0593 5l YAV aul> o
Clonezilla asbs 5 buwgs 0T (Recover) oxls 554
L}ALC FH&NUAU Pa)lb)q < 4*&L> \f 09 (LlnlJX) Lyir9~J L}Ah: o L}Ab: pd&udﬁu LP)J FH%A )l U;;

(Linux) S gl

4285 VY iad> by wow

clomezilla.ory, clowszilla. nched

Clonezilla live (Default settiy

Clonezilla live (Default seifings ; e font)
Clonezilla live with =pa ! ]

Dther wodez of Clonezid

Local opemtiw =

Pross [dabil 0 editnupﬁtms

Free Software Labs
High-Performance Computing
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(193 ol 31 J,u8) Remmina aeb 5 g fsck jgaws AV i Linux :YAA dwd>

A+ Part 298 Linux OS - Linux Tools - Part 3 - Disk maintenance, Terminal, Remote Control
A.AL»)) 9 J.:L‘) W SV -7 W) L5|).» fsck gD l.: P.:,.Ju = l.uI;T (A+ 0)9))A+ G*D}S‘T 899 )I YaA 4.w.1.> )

L 5guals 5950l 51 J,u8" (sl o Remmina

Jole g 4 P.:}I.sﬁ:,_sa awd> \F s cawa (LiNUX) a8 g Jole I":“““?“‘L“ dﬁbwcﬁ;w;,l e
Linux) S gid

Y] P.:)I.J).g < 4.».&19 U‘.’.l 29

Linux JJLC- P.L.v.:m ) dﬂb W Qu:.b.bg W) L;I).t fsck g d Lt @L.J:T ®
o sl il 29 sl o GParted o disks ask b JS HLsT

T J a8 9 s 59um0ls” 4y 595 ol ) 31 (ow 2w 5l ,» Remmina Remote Desktop Client 4l » b bl o
4385 10 sad> by ow

[zw CyberCE.org Linux Tools ——

Screen sharing
ol K s 99 ol H U S g ow piwd

Attivita © Remmina ven 17.12¢

9

+

il G T et time isad

4> domaincon! troller1 MYCOMPANY domaincontroller1 2017-09-29-17:07:11 .

> mail MYCOMPANY mail 2017-09-29 - 17:06:41 U It rav N c Re m m l n a
s 9 3

90 service MYCOMPANY se 2017-09-29-17:08:07
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0929 BT Ll da 1581 e 5 9 LINUX Sluyig sV F ise Linux Y49 awl>
A+ Part 299 Linux OS - Linux Best Practices - Update, Driver, Printer, Antivirus

Driver 5 la 5l £ (Update) Linux glw,s 0 b 9% (2 LT (A+ o,93) A+ G.b},a'l' 0593 5l Y44 awl> o

JALC P.AM P.»)l.)f ° w \f 09 (LanX) L)M{’-MJ JALC

b Jole prasw 025 mes Sl K
Linux) S gid

A0 P-"‘)IJ)-”‘ ° dqu? U'.’.l PR

Ol )3 35250 sla Ll38l e 5 9 Linux Jole s (Update) b, 59 0 sla o9, b A ER-Y

Linux Jole piusws )3 39250 sla Firmware 4 la Driver (Update) Slu, s, sla oo, b P E-Y
Ubuntu Linux Jole gt 5o b Kl <y pie Gigy b 5 bl o

Linux Jale i 53 gstel sl L3l 03 5 o ug g 5T 9dga b (QLST @

4285 YO sawd> by ow

E‘" Linux Best Practices ﬁ

Software Updater

e Updated software is available For this computer. Do you want to
" installit now?

w Details of updates

install Download
Security updates 142.3MB
¢) Thunderbird Mail 30.4 M8

@ Email, RSS and newsgroup client (transitional package) 9k8

& English language pack for Thunderbird 346kB

& Generic Linux kernel headers 3kB

& Generic Linux kernel headers 2k8

@@ Generic Linux kernel image 2k8

@8 Generic Linux kernel image 2kB

& Generic Linux kernel image and headers 2k8

& Generic Linux kernel image and headers 2kB

@ Linux kernel version specific tools for version 3.13.0 88kB

& Python library for Apport crash report handling 75kB

& Python library to handle problem reports 10k8

& Transitional English language pack for Thunderbird 10k8

@ Transitional English language pack for Thunderbird 10k8

» @® Ubuntu base 11.3M8
Other updates 48.5M8
© Google Chrome 47.7MB

(B GObject introspection data for AccountService kB

P Technical description

B 80.0MB will be downloaded.

Settings... Remind Me Later install Now

System updates
Ole 8 b Ol yeiwd
sudo apt-get update
$,15 39>9 Update LT
sudo Apt-get upgrade
Update Jos ploxil

yum ,l 3l
Software updater sl o asl »
Video 1 2 3 4
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MacOS Jule i Cazs

O - OT i gy 9 MACOS Jule g b (o LdT A i MACOS ¥+ aude
A+ Part 300 macOS - introduction and install in VMware Workstation, overview — Free
Jole i s B9, 3 MACOS Jale piunw b (Ut T 52315 5y o0 (A 0,93) At (Liijgal 895 51 ¥+ - anl> )5

VMware Workstation ,5> macOS

Sl gesls 53 oS na Apple oS i 5l (ol T SG) MACOS. Jule piunses o Jule piunsms 25 w0 Sl K2
.mac0S  Lle (s 43 P.:)Ls).; P dadz &0 0gh oo ooliin] oS, ol sla olid 9 (Desktop) s e,
V) [v.’a')'l.)).g e duul} L)‘.‘.I PR
Ol &la cus9ams 9 Llze MacOS Jule E— L olsT o
VMware Workstation (s9, macOS Jule piwms caas (b9, b sl e
MacOS Jole pim bz b A E-Y
MacOS Jole piums )3 o) OL) uas (o9, b bl e
48 YA :aud> ol waw
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a Disk < ;30 9 545 Backup :Y iz macOS :¥.\ auls

A+ Part 301 macOS - macOS Tools Part 1 - Time Machine, Backup and Recovery snapshot, Image,
Disk maintenance utilities

(g i opiui)b) Disk o o009 Ol a5

Sl gesls 53 oS na Apple oS b 5l (ol T SG) MACOS. Jule piunses o Jule piunsms 25 w0 Sl K2
.mac0S  Lle (s 43 P%)|°)i P dadz &0 g0 oo ooliin] S, ol sla Olid 9 (Desktop) s e,

V) [v.’a')'l.)).g e duul} L)‘.‘.I PR

g )3 9290 Time Machine aab ,, b 3T 05,5 Recover 5 wledbl 5l o 5 Backup (g, b olsT o
macOS  Jole

MacOS Jole wiwws )3 39290 Disk Utility )15l L File system s 5wy » odos b ol @

MacOS Jule piuw ,3 39290 Disk Utility )15 L la Partition Giul g oe, b QUsT o

B & JKa 4 mac0S Jule pius Lol Partition )3 sgzge Sledbl 055 S ig) b olsl o
MacOS Jole piuemw 55 39290 Disk Utility )15l b sxils Recovery (oxls 350)

Disk Utility ,I5! L macOS Jsle e~ slimage Ll G oy 4 Backup ags (ig, b sil;.:,T .

L olsT o

48> VY iaud> ol waw

Rve macOs Tools ——

MacOS Jole piuww syl :Apple macOS tools
macOS s la Image 5 b Disk < , 4» :Disk Utility

oDVo . - = Disk Utility = QUKA'
e — T Video - File system ,..s

/= . Macintosh HD ot |l e ! M g

Wssseon) QL o i Video -  Partition _isl,.,

[ — Video - b Disk oledbl Q.); JL:

05,5 Restore 5 Convert (sl

Sl T Disk images

e e (03,5 3L 9 05) Glulpg O

e ——— Disk images ,5 39> 90 SleMbl
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L dol o s 9 93 ol I S aumalS” J S ¥ i MACOS Y. Y anl>
A+ Part 302 macOS - macOS Tools Part 2 - Screen sharing, Force Quit
(o /L 95 ol 5l Jlasl sla Loy, Terminal 4 P‘ijbﬁ o (A+ 5,93) A+ ,_s&},aT 0593 5l Y-V aud> o

la asb 55 (i sl o Force Quit ,l5l 9 macOS Jaole

sl 5euelS 5 a5 cuna Apple 5% (UA{JII &) macOS Jale i B Jole ol 5 we S (S
.macO0S Lle (e 4 [,,i)'b,g P dadz £ 0 00 oo oolitw] S Ll opl sla olid 9 (Desktop) s e,

1y 02500, (0 > cnl 5o
MacoS Jole phu 3 Shygiws 03,5 3)ls 9 Terminal asb, b kil o
VNC (39, 5l o3litul b MacOS Jale i 43 95 ol 51 Jlasl (29, b o] @
VNC (39, 5l eslel b macOS Jale i 5195 ol S dlasl (g, L sl e

la aob s oyt 510 Force Quit 5l b olsT o

485 V5 rads> oley e

fivy macos Tools o

MacOS Jole pivuw syl 31 Apple macOS tools
(o led Amino ibldS Srsl 4 sl slasb s :Screen sharing

RO 3« F@

& ScreenSharing Connection EdR  View Window Help
. & o
Qs -
i Comrot Cupmons
V< 0 @& Photos Fim Edt Image View Window Help

7PM Q@ =
Mama 7 ¥

B2 Gl 3 Fi437eM Mama O @ = JT

PS4
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MacOS Jule g OB b (LT F s mMacOS ¥« ¥ aul
A+ Part 303 macOS - macOS Features Part 1
9 Mission Control :macOS ,5 39250 slall 4 p—l)lJ)-: o (A+ 0,95) A+ G.i,},aT 0593 Sl V-V aud> s

...5 Gestures 5 iCloud ¢ Spotlight 5 Keychain ¢ spaces

sl 5euelS 5 a5 cuna Apple 5% (wlf&) mMacosS Jole piucm da Jule piucn o5 poe 51 S
.macO0S Lle s 4 r,i)b,g P dadz £ 0 00 oo oolitw] S Ll opl sla olid 9 (Desktop) s e,

A0 P.:)I.J).g ° dqu? U‘.’.l PR

MAcOS Jole s 3 Lzl db Lo sladal 2 @ 5 0225 sl Mission Control asl sbsl o
MacOS Jole wivws 13 ) su0 3z o pie sl SpPaces aalp b Qlsl o

MacOS Jale piucw 13 97 9 Cawx sl Keychain asl ,, L sl e

MacOS Jule piuw )5 b adgy 5 b b oo e sl Spotlight asb,y b QlsT o

MacOS Jale g 13 ICIOU gy 6 2l SUdd oy e sl iCloUd 4l o L sl e
MacOS Jole wiwss ,> Tochpad Sl oslizul b9, cu e sl Gestures asl » b oLsT o
MacOS Jule piuw ;3 b adg 5 b by pae sl Finder asl b olsT o

%53 yigualS 53 34240 Optical Drive jl osliwwl 5l ,» Remote Disk aeb o b HlsT o

MacOS Jole a5 ol &l sass o9y 9 DOck LIl b SlsT o

4> YV iaud> ol aw

D T S
mMacOoS Jole pimuw LI -Apple macOS features
Mission Control

l).?| J= 29 ‘slAMU).g & [GR YR}

YU Cow & ClaSl A OIwiS
Control+Up arrow U

:Multiple desktops — spaces
Desktop (s siz ouils

Video
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o, - Boot Camp Assistant L macOS ,us Windows uas :0 iss macOS ¥« f aud>
A+ Part 304 macOS - macOS Features Part 2 - Boot Camp — Free
L macOS LS Windows Jule piuw cuss 39, 4 ils 0 0 (At 0,95) A+ 90l 093 51 ¥ F ands s
Apple s i 33> sla 5euals’ ;5 Boot Camp Assistant asl » | > a5 ¢l 8" 9 Boot Camp Assistant | ;!

Sl Sgesls 53 oS na Apple oS i 5l (ol T SG) MAcOS. Jule piunses o Jule piunsms 25 w0 5l o2
.mac0S  Lle (s 43 P.:)Ls).; P dadz &0 g0 oo ooliin] oS, ol sla Olid 9 (Desktop) s e,

485 VO raud> by waw

‘ \ macOS Features “

macOS$S Jole piamas UL :Apple macOS features

Mac slaslKws ,5 Windows L Dual-boot ¢kl sl | :Boot Camp

dgis o0 s e BoOt Camp Assistant by ju> don

‘ oo Boot Camp partition sl
— l Driver cuas 9 Windows cuas

To install Windows, please choose the Windows ISO file, select the partition size, then
press Install button.

ISO image:  /Users/jeff/Downloads/Win10_1607_English_x64. Choose...
& “Macintosh HD* will be partitioned as: Vi d e o
x . tt——e——
L *»
macOs i Windows
399 G8 100 G8
246 GB free

Please select the Boot Camp partition size. Once the partition is created, it
_ cannot be adjusted.

i Support will be i after
installation.

Go Back install Tos I N s é:é
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mMacoS Jsle i sla Best Practices L 2ol :§ Lisw macosS ¥+ 0 auls
A+ Part 305 macOS - macOS Best Practices

s~ Sosi9 p 0dd san Oley s 5 Backup by, 4 P‘ljb)ﬂ o (A+ 5 ,93) A+ G.b},aT 099 I V-0 aud> )s

MacOS ;3 w9 19 51 9 .9 4ol » MacOS Jale
B s she sla 4,25l Ygara 5 ds9T (o s 4 Sake Lo 425 S o8 S R K b (S0 &5 B
1352 (o8 Al cpl )5 X5gd (0 4 e Best Practices Olgie s ;K05 siigel B ja b odieel ol b oS

.macOS Lle SN sl Best Practices 4,

Sla gesls 53 oS na Apple o8 b 5l (ol T SG) MACOS. Jule piunses o Jule piansas 25 w0 S| 2
.macOS  Jule - Iﬁ)bﬁ P dd> 55 00 (0 ool oS Lh ol sla Ol 9 (Desktop) (s sus)

Y] P-”')b)-: < ch.l.-> U'.‘.I 29

MacOS Jule pium )3 03 3% Oboy s 5 Backup (i, L ksl e

MacOS Jole i (Upgrade) gl )ig,n ooy b bl o

MacOS Jole piums )3 39250 App Store G ,b Sl la sl (Update) Sl )ign 9 cuas b9y b okl e
MacOS Jole i 5o Firmware o la Driver lw, 5,0 (o) b A E-Y

MacOS Jule wiums )3 (w929 Bl a5 b sl @

45\ 5 iand> ol waw

1o macOS Best Practices ———ia
System updates/App Store
Video OS update

® < i Software Update Q

macOS Big Sur
11.0.1—12.18 GB Upgrade Now
- More Info...

Software Update

Automatically keep my Mac up to date Advanced... ?
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Security - Cuisl Eorm

SOl B Sl Caial (g 11 9 il Gy Sla Judd e 1) Gy el Y P Al

A+ Part 306 Security - Overview and strategic security
) cinl e 9 (Security) il Giso sla Juad w4 P‘ijb)% oo (A+ 0593) A+ Jisrgel 8590 51 V-5 aul> s

a5k g Byl 68 ez Ol 38l (6 S el Slaag s Cuinl SigelS (slis o Slegioge )5 e 5SS

.P.l)‘b,;,_s,ogﬁ.;,d Eroge 4 Al Yo 0 gl (o bl Glas 1 Gl el ils
V) M)’IJ).?,GAWL){I PR

il £o090 Sla Jusd b 2T @
O ol 5 o351l it 3l il b olidT b lisT e

428 FY iad> by ow

Y Strategic Security

SO 31wl JBie 5l cusel - Strategic Security
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oK1, - (Physical Security) S 5ud Cuiol (Y sty Caol (Vo ¥ duds>
A+ Part 307 Security - Physical Security — Free
Physical ) SKud ©igo 4 cuial sl sla 9, P‘ljbﬁ o (A+ 0,93) A+ ,5.:,39@1' 079 I Y-V aud> s

(Security

a5k g Byl 68 ez Ol 38l (6 el Slaag s Cusnl SiguelS slos o Slegioge (5 e 5SS

A0 P"")IJ)-”‘ ° dqu} Uf-| )

e jd el sbml sla By, b QLT o

Deadbolt (sl Ji5 51 o3litul b (K 5 castol sl Lo, b lis] @

RFID 5l oslitwl b (Kb el sl (29, b olaT @

Biometric Jlge ;1 oslitwl b (Kb el slowl (29, b olsT @

USB Lock I eslizwl b (K 5w cial bl (3o, b olaT @

G385 Sol331 5 sl Token Sl asliul b (K5 cial slonl g, b olsT o
Siales 595 wogas w > sl il Sl oslatnl b (K5 il slonl Gig, b QLsT o
LSS S o3kl b (K 5d ol slonl gy b sl

Sl oslinnl b (58 caal sl i) b Gl @

09 Jib sla Rack jloslitwl b (S 5ud cuial sbml (9, b oksT @

Man trap ;1 eslazwl b (G5 cuiel sbul (oo, b sl o

Physical Security i .y ®

485 V5 rads> oley e
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Jgl duder (Cutal gualio b QLT Y jise ool ¥ e A dud
A+ Part 308 Security - Logical Security Concepts - Part 1
9 Exploit :a, P‘Ubﬁ s dd> ol ) 9 ol P.:Al.é.n L 9% (s LT (A+ 6,95) A+ G&}yT 0793 51 VA aud> s

Certificate s Smart Card 5 Port Security y MDM
a5k g Byl 68 ez Ol 38l (6 S el Slaag s casnl 5guels slos )y Dlegoge )5 pe Sl
A0 P-"‘)IJ)-”‘ ° dqu? U'.’.l PR

Exploit psgian b LsT o

ol ot (5l o> 5100 Sl g )> MDM f,e,aﬁte@mT .
lo g > Port Security pogao b olusl o

Smart Card L oLl o

Windows 5 la 59,4 ;5 OT ) » 5 Certificate pgein b HLsT @
4> YV iaud> ol waw

Logical Security Concepts

S92 - Certificate : ol pualis

Ok Rt - o x| laesls 5,li8 e, sle b Certificate
® &= 7 | & “w . B c.
Qegal EE; Permissions §ecunly OJMl "bl"")l ‘S)l)s)'! f&b )J

Website Identity 2.
Website: cyberce.org i .b 3 ‘5‘
Owner: This website does not supply ownership information.
Verified by:  Let's Encrypt View Certificate

Cu e sl Google Chrome 4 Edge 4 IE
Expireson:  Sunday, October 24, 2021 ’* ).',' 6 ){ g 9 g 9
e Ry :la Certificates
Have | visited this website prior to today? Yes, once . / / o e
Is this website storing information on my computer? No Clear Cookies and Site Dat! nlte rnEt Opt Ions conte nt Ce rt If'cates
Have | saved any passwords for this website? No View Saved Passwords " = -~ .

Camd S 59 00 395 5 Firefox

Technical Details
Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3) .
The page you are viewing was encrypted before being transmitted over the Internet. s 0 S S 43 Lb | , 9 .&,

Encryption makes it difficult for unauthorized people to view information traveling between computers. It
is therefore unlikely that anyone read this page as it traveled across the network.

Help
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£93 (ool pualio b o LdTF Gise Cuel ¥ 4 anls
A+ Part 309 Security - Logical Security Concepts - Part 2
QAAA 14 P.:)'J).» ° ‘L.»l? U'.’.l )39 CA.:.\A' M.Ql.‘u l.: P.:,.Ju ° L.J;T (A+ 0)9.)) A+ ‘5‘3}9‘-" 899 )| Y-9 ‘Lw.l.‘> PR

...g Least privilege 9 Email filtering 5 ACL 9 DLP

a5k g Byl 68 o Ol 38l (6 S el Slauag s el el slis s Dlegoge )5 e BN
-fvi)'l-’)%. 0 Saeal Epo9a 4 dud Yo ) g (o0 Gwlae] Gio Sl Gl ccainl iils
A0 P.:)I.J).g ° dqu? U‘.’.l PR
Accounting g Authorization Authentication Jdentification :cusa ;| > P.:Al!u L olaT o
2,956 Lz cusa 51| Multifactor authentication psgas b LT @
Software tokens psgas b LT @
(Data Loss Prevention) DLP pgqe | A E-Y
(Access Control List) ACL (g yiws S o pogin b olsT o
i 9 45 4 el b sla EMail 59,9 51 5,85l Email filtering pogae b QUsT o
lal33le 5 ehaal 9 yiehe mlis :Trusted/untrusted Software Sources egeie b A E-Y
o > S Least privilege poeis b SLiT o
485\ 5 iand> by ow

[y Logical Security Concepts W

25 Cuga 51>l - User authentication :cuisl gualis
(el O,5 wl) jass S Cuga 0auS ), Identification

"

i SO 5 i S eslatwl o beyT wl, a5 -Authentication
e e ols
|dent|f1cat|on_e_u <G )l esliiwl jsxe :authorization to a specific resource

ooy

(S J

.Cwuwa Authorization aul,s ;1 isw Authentication

authentication I Gl 61045 9 ays :Accounting
r“ eyl
authorization
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A+ Part 310 Security - Wireless security protocols and authentication methods
6LQ ‘L(M:J PR c_",\.:.».pl 6)')5)" le.ﬁ Jﬁgﬁ: la &L‘.&T e P.l)b).» ° (A+ 0)9.5) A+ LS‘D}"T 099 )| Y. ‘b.ml? )

... 9 RADIUS 5 WPA3 ¢ WPA2 :(Wireless) -

a5k g Byl 68 o Ol 38l (6 el Slaag s Cusnl SiguelS slos o Slegioge (5 W}I e

2l o0 el gadge A Al Yo s a0l (e el oy Sl Gl el (Ll
M[VT’.)IJ)'!LSAWU'.’J)J

ol sla S 329 9 e Slo a5 s el )13 0 5> WEP IS, b olaT e

Of 6o (S329 5 ot Sl 455 > el 51,51 )3 WPA SS9 b pliaT o

OT la (S529 5 pamesy 5o 4K 53 el (51,551 5> WPA2 S5, b LT @

ol sla S 99 (o sla aslls )y cuinl 6,158 0 5 WPA3 Gy 5 L @U&T °

OT sl 529 5 a5l 4K 55 il (5515, 53 AES 5 TKIP pualin b pisT @
WPA2-Personal / WPA2-PSK L, oLl o

WPA2-Enterprise / WPA2-802.1X L oLl o

Of 6l (F329 9 o sla 45 55 el 5,132 ,5 RADIUS Sy, L plisT @

OT la (5529 5 o Sl &5 55 Cosial (5,15 2 > TACACS+ 5 TACACS g 0 b it @

4ads ¥ aud> ol waw
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(Wireless) pus sl 4 Cuial opaals 8 ity Cuol ¥V Y A
A+ Part 311 Security - Securing SOHO Network
(o L;LQ 4.(.«.& CA.:.UOI U.:Ai}' aliseo L;Lm L):’9) L) P"")b)% < (A+ 0)9.)) A+ LS*B}’AT 0,99 )| Y\ 4«.«.19 )

(Wireless)

a5k g Byl 68 ez Ol 38l (6 el Slaag s Cusnl SiguelS slos o Slegioge (5 e 5SS

A0 P-"‘)IJ)-”‘ ° dqu? wl 29

U2 s SSID 35 @

Access point 5 5T mmo ok OKs @
@ﬁol)dbﬁyﬁ:o).&éolﬂww .
Ol &Wie g oslizl o9 WPS L Lzl o
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rod




l CyberCE.org, Tosinso.com A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

L1331 p 5 yass 9 JLail Caydgiamme slbs Jo ¥ o 5oizg JUCHI 2y FYY dude

A+ Part 327 Software Troubleshooting - Windows OS Part 2 - Limited connectivity, Application
crashes

25 9 Limited connectivity slas o585 Co,b » 4 r"if"l"f’v oo (A+ 0,93) A+ Jioygal 8593 51 ¥YV auds )3

w230 0 Egog
V) [v.’a')'l.)).g e duul} L)‘.‘.I PR

a4 Jlasl y5 cusga=e - Limited connectivity glas J> b9, ®
(Application crashes) oslsl 5" 51 sl 4l o 035 jons (o9, ®

Windows Reliability Monitor 4l ,» b bl e

4285\ F iad> ol o

‘\ Troubleshooting Windows i

Jlail 5 Cudg9ae — Limited connectivity
:Local oM
0dd la> b5 (canns Wireless Juuw
IP address  ow) »
Restart Windows

(3
Limited

Network settings

Network settings ﬁ '%)’ P
:External o)\iw

i No intemet Airplane mode A ) . "

Wireless router yai reboot L jigels

38 Ping JCie 4 O3y B 1) 3,190 (sden

7 st - ..y External IP .Default Gateway
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A+ Part 328 Software Troubleshooting - Windows OS Part 3 - WindowsRE, Startup Options Part 1
Windows Advanced Boot 9 WindowsRE L ,_sll;:uT @G r"*jb)i o (A+ 0,95) A+ Gaj,aT 0,93 I VYA ad> o

Windows ,..x5 sl » Options
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(Windows RE) Windows Recovery Environment iso b olsT o

Windows Advanced Boot Options ,s Safe Mode au, 5 L oksl o

Windows Advanced Boot Options ,s Safe Mode with Networking au 3 b oksl e
Windows Advanced Boot Options ,s Safe Mode with Command Prompt a3 b olsT e

Windows Advanced Boot Options ,> Enable Boot Logging 4. ;5 L (sil;;:,T °
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4> YO raud> ol waw

.\ Troubleshooting Windows ‘Troubleshoot

Windows Recovery Environment - Windows RE

Windows Cilegsl b (gws juens sl,e a5 Windows ;5 39390 slaylpml 5l (5] dcgome
.J,a"b‘sa oalawl!

Startup Setting

_|® Advanced options Choose an option

I
System Restore Command Prompt | F=p

System Image Startup Settings
Recovery hange Windows startup behavior

Go back to the
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A+ Part 329 Software Troubleshooting - Windows OS Part 4 - WindowsRE, Startup Options Part 2
Windows )5 34390 sl 4035 as L Lgll.z.\:,T @G P‘ijbﬁ o (A+ 5, 95) A+ 6&3,;5 0593 3l Y'Y aul> s

Windows ,..s5 sl » Advanced Boot Options

ol 4l YY s s sel s 4 )18l 5 OMEe S sl pansie K slals o5 pee Sl S

wldn 0 Ego9
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Windows Advanced Boot Options ,> Enable low-resolution video (640*480) 4. ;5 L Lgll.;.:,T °

Windows Advanced Boot ,s Last Known Good Configuration (advanced) au;8 L olsl e
Options

Windows Advanced Boot Options ,s Directory Services Restore Mode au 35 L bl o

Windows Advanced Boot Options ,> Debugging Mode a5 53 L @L;;T °

Windows Advanced Boot ,» Disable automatic restart on system failure au;3 L olsl o
Options

Windows Advanced Boot Options ,» Disable Driver Signature Enforcement as 53 L Gll;.;:,T .

Windows Advanced Boot s Disable early lunch anti-malware protection ay;8 L oLl e
Options
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Windows Advanced Boor Options
Windows RE ,s Startup Settings wlxil Windows 10 ,»

© Advanced options Startup Settings

See more recovery options
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A+ Part 330 Software Troubleshooting - Windows OS Part 5 - Startup repair Part 1
J,ol.c (s L5|).?| 9 )39.:.3./:[{ O (09 J:>|)A L rv.i}«:’ &P LT (A+ 0,93) A+ G.D},AT 0593 5l YV ads o
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Jsl pide s 00T Wb 5 0as Boot 4l )8 b olsT o

(Master Boot Record) MBR L oLl o

Boot Sector L LT o

(Windows Boot Manager) BOOTMGR (Ll L olsT

System Reserved Partition 5 Active Partition L LT e

Ol il ns sl,2 EasyBCD asb ,; 9 BCD Ll L olsT o
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! . Troubleshooting Windows W

i 03,91 YU pac — Failure to boot
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Boot sl 45 sladis ;S 4 by e oledbl :BCD (Boot Configuration Data)
el sz 50, Boot sisl,8 aslsl gy 9 «aijld 3929

TOSINS<




l CyberCE.org, Tosinso.com A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

A+ Part 331 Software Troubleshooting - Windows OS Part 6 - Startup repair Part 2, Services
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P95 Uiy e O%al b g 0d BOOt awl 3 b plisT o

winload.exe ;6 s BOOTMGR L oLl o

hiberfil.sys s winresume.exe s winload.exe ¢ ntoskrnl.exe sla Jb L slsT o

9 winlogon.exe 9 smss.exe o hal.dll : Jale - oxel I Gl pee sl 6 Koo b gl e
Isass.exe
(BOSD: Blue Screen Of Death) Blue screens ol axiw JSiwe J> 39, ®

Black screens i axin JSinw J> (i, ©

(Services fail to start) Service sz b G 0l L2l pae JShw J> (29,

4> YY iaud> ol waw

‘,’F Troubleshooting Windows | Troubleshoot |

service sl > ylal pie = Services fail to start
Service s sl,=|

) vomsnsnsamse | 3l (daiS w1 SEIViCE ol sl Permission
roe group failedto start. ,:ﬁ.ﬂ Service .h.u,: o5 Lawl )90 ) 9 ‘5).!)[5 ‘ab
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P x| slyzl &5 auS ) Service Dependencies
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A+ Part 332 Software Troubleshooting - Windows OS Part 7 - Slow bootup, Slow profile load

5 Windows ool Y o Gialsil sl Giss 4 wils oo (A 093) A+ 90T 8790 51 YTV aul> o
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(Slow bootup) Windows ¢ael Vb x5 JKie J> 59, ©

Windows oael Yb e inl33l sl o Autoruns aeb ,, b bl e

Windows oael b e iol3sl CCleaner aab o b lal o

(Slow profile load) Profile .5 (5,138,L JKie J> o9, @
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4y VY auds> by waw

(A2 cberctorg |  Troubleshooting Windows

i 03wl Y 23S — Slow bootup
JuS o)y |, Task Scheduler

(® Task Scheduler
File Action View Help
e 20 Bm

(3 Task Scheduler (Local)

Actions
3 Name Status  Triggers NA
 Task Scheduler Liby
= -— © BraveSoftwareUpdateTaskMachineCore Ready  Multiple triggers defined 4 Task Scheduler Library >
5 BraveSoftwareUpdateTaskMachineUA Ready  At10:11AM every day - After triggered, repeat every 1 hour for a duration of 1 day. & @) Creste Basic Task..
® CCleaner Update Disabled Multiple triggers defined 4 o Crote Toa.
% CCleanerSkipUAC - CyberCE Resdy
import Task...
% MicrosoftEdgeUpdateTaskMachineCore Resdy  Multiple triggers defined 4
® MicrosoftEdgeUpdateTaskMachineUA Ready At 11:03 AM every day - After triggered, repest every | hour for a duration of 1day. 4 | | @ Display All Running Tasks
@ NUAutoUpdate Ready  Atlog on of any user [7] Enable All Tasks History
% OneDrive Reporting Task-5-1-5-21-24280179... Disabled At 9:27 AM on 1/22/2022 - After triggered, repeat every 1.00:00:00 indefinitely. 4 eI
% OneDrive Standalone Update Task-5-1-5-21-... Dissbled At 10:00 AM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 4 e
(® OneDrive Standalone Update Task-S-1-5-21-... Disabled At 8:00 AM on 5/1/1952 - After triggered, repeat every 1.00:00:00 indefinitely. 4, View »
> G Refresh
5 B Hep
General Triggers Actions Conditions Settings History (dicabled)
Nome: [Opera scheduled Autoupdate 1616951582 Selected item =
» Run
Location:
Author:  WIORECORDPC\KR s End
Description: [[KaepsOpesa up to deta: & Disable
Export...
L Properties
K Delete
L Help
Security opti
When runni ing the task, use the following user account:
WIORECORDPC\KR
Run only when user is logged on
Run whethe ot
Do not store password. The task wil only have access to local resources
Run with highest privileges

Hidden Configure for:  Windows Vista™, Windows Server™ 2008 '/.fx
i
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A+ Part 333 Software Troubleshooting - Windows OS Part 8, Defragmenter, Restart Services, Roll
back update, Windows Update ...,

..9 Windows Update 4 Disk Defragmenter

ol @ audr YY s s ssel sg29 @ )18l p 3 e S igesls’ paasie S Sl 5 e S K
w230 0 Egoge
A il 1 oo s ol 5
Disk Defragmenter asb ,, L Ll o
Dgd g0 Ay 83le Dpgo 4 a5 s el 5 s Gios b ST e
la Service saxe sl (o9, b olsT o
JSie sbul cael LT 31 (Roll back Windows updates) Windows sla Update oxls S50 L oksT o
b oo
el T 31 (Roll back device drivers) 133l s sla Deiver sla Update ousls 350 L obsl o
sl oxd Koo sbowl
Windows Update 4l ,, &l s Windows os, Update (j5s, b oksl e

| 0 cybercorg |  Troubleshooting Windows e
Windows (s, update :Apply updates

03,5 Update sl 55 4l O

s Windows Updat i
Ho indows Update L Driver 4 OS

| You' d.
' | R
Rl (Active hours) culled sla celw s

Check for updates

i uia mereted oYLas| Cy e
£ Delivery Optimization
©  Windows ecurty 25" Update oo 1) 59,215 slaast »

T Backup

& Troubleshoot

& Recovery
© Activation See what's new

A Find my device

Explore new features B
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A+ Part 334 Software Troubleshooting - Windows OS Part 9, Repair application, Rebuild Windows
profiles
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(Repair application) la,l33l p 3 jsass o9y b sbaT @

(Rebuild Windows profiles) Windows profiles sasxs x5l b @L;QT .

4285 119 rads> oley e

'\' 7 CyberCE.org” Troubleshooting Windows Troubleshoot

Windows profiles sa=x c=Lls :Rebuild Windows profiles
PP
s 43 LOGIN Ll pae
el 9 Desktop (sla ol 9>y pae
Temporary profile

P.:.’L))f).g I, Profile as P.a.as"ﬂ (S |.\.I\'.3|
* You've been signed in with a temporary w“h"'l’;-! ? ML! b.)u:' dL’é )""'é Ule'yé ‘L! LL! "\:"L:,
profile.

S & < H
You can’t access your files, and files i v l-‘ 0w dl-u Te m po ra ry p rOfl I e
created in this profile will be deleted d
when you sign out. To fix this, sign out
and try signing in later. Please see the eve

The User Profile Service service failed the sign-in.

User profile cannot be loaded.

Bad Windows update cuslicl cuas: oY
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726200 W) =29 restart
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A+ Part 335 Software Troubleshooting - Troubleshooting Security Issues - Part 1
(P! ST VP PRFC R 039)T e b sl a4 el o (A 0y95) A+ g0l 0790 5l YO awd> s
(Malware symptoms)
u-ll L 4..~J:> YY o . sl 3929 4 G)I}-él f°)’ ACin J:> ‘)Swlf P I-L o gi.l L;Lm)lf S P e )| 6{1

w2l 0 0 Eyose
o P"")IJ)-”‘ ° w U'.’.l 29

ol 6la 559 0 50 T cu pse og, 9 la Pop-up L SlsT e
Browser redirection L LT e
(Security alerts) o 5l sl S )9 0 43 39750 el Glajlaza b HLaT o

(Malware symptoms) L1331 4 0o Mie p5Me b olsT o

a8 Y ads> oley e

‘ CyberCE.org Troubleshooting Security Issues Troubleshoot

sl Jilue JISaI 23, — Troubleshooting Security Issues
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A+ Part 336 Software Troubleshooting - Troubleshooting Security Issues - Part 2
Malware ) ,l6l0 4 oas dMaw r,.bl.c as b ST LT (At o0y93) A+ Géj,aT 0590 5l YV& aud> o

(symptoms
w2l 0 0 Eyose

4885\ YV iad> ol ow

Vs
i w9 9 il — Rogue antivirus

6:3'9 U¥9 9 ‘SDT L asCoe GJ.E.}' Ur9 29 LsI.:T c.xg')ﬁ.f.g antivirus Uio.h& e 5l
. AntiVirus System 2011 [?i -J-:UL: mL) | A{W

Norton Security Scan -—
Simple one-click solution to protect your PC ty X

System scan

i oY e x ¥ Scan Complete 9921 tems Scamed HIGH RISK!
@ 8LV D desBLY Critical Infected f]
% Geneicddd472a10e2ebdd  Generic dil472a10e2ebdd Criical Infected
& WR/Auon W/ Ao Crtical Infected
& WI/Autorun wor!S492696F  W32/Autorun worm! 5432636F Severe Infected
& Generic.dd02c3c3c35bdS Geneic. dd02c3c3¢350d5 Ciiical Infected
& Teopn cr cr Severe Infected
&  TropnDownloaderJS/Renos TrogrOanJSMam Severe Infected da
%  Generc.dxl20965a7157¢ Generic. dl2e036527157c Crbical Infected & o ¢
& Pigagen 321565671057  Pigax gen 81921565671057 Severe Infected
& KeygenNeoa Keygentlesos Crical Infected = m

Alert! Your system is infected! e 252 - —
" GetlicenseKey |
@ Pause #$ Stop
252 infected f ber of quarantin bjects: 249

/ e umber of quarantined object Call Support: 1-888-262-9519

@ “Trial Version” means a version of tha Software to be used oriy to review, demonstrate. Activate

\) and evauate the Software for an unimited time period. Converting to 2 ful icense is easy!
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A+ Part 337 Software Troubleshooting - Detect, remove and prevent malware - Part 1
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lb Detect, remove and prevent malware y L8] [V-.’.)I-’)-i Co 4“*1" u-ll )2

(Ransomware) , 158l L L LT o
(Trojan) olzs 5 b LbsT @
Spyware) )58l Lugwls b olsT
Keylogger L olsT e

Rootkit L ksl e

(Virus) b Gwg 9 elgil b QLsT o
(Worm) g5 L sl o

(Botnet) s b b HlsT

la 158005 b ablie sl ,; Anti-virus and Anti-Malware L ,LsT o

la 158005 b ablie ¢l ,» Windows Update L oLl o

5600 b ablie sl ,» Windows RE L LT e

la 158005 b ablie sl ,» Restore — Backup L oLsT o

Windows ke piww buwgs 0T 03 5 Recover o System Image skl b olsT o

Jole piasw )3 39290 File History )1l bug b b 51 (Backup) oluids asus o5 L olsl o
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A+ Part 338 Software Troubleshooting - Detect, remove and prevent malware - Part 2
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o133 b ablae (sl,» (Software Firewalls) s,1530 o3 (isT Jlges caeal b olsT o

o138l L abilie (sl 2 Secure DNS pogin b oLsT @
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A+ Part 339 Software Troubleshooting - Best Practice for malware removal - Part 1 —C
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A+ Part 340 Software Troubleshooting - Best Practice for malware removal - Part 2
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ol &S 529 s Windows Security b Js L bl o
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e companesaciny sctimntors % 0
« C @ me-enkaspersky.com/Mmome-securi e % ® A O QX
kaspersky O — m
ity features in each of our products below

Premium Suite

Kaspersky
Total Se
4 | 08

Windows® | macOS»

From $21.49 From $22.39 From $2974

+  Real-Time Antivirus +  Real-Time Antivirus +  Real-Time Antivirus

+  Anti-Phishing +  Anti-Phishing +  Anti-Phishing

+  Performance Optimization + Performance Optimization +  Performance Optimization
+  Payment Protection Payment Protection
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A+ Part 359 Operational Procedures - Scripting Part 2 - Windows Batch Scripting

9 Windows Batch Scripting gwsgs < Sl 0b5 b mags (o0 LT (A+ 0,99) A+ isygal 095 51 ¥O aul> )3
0Ly ol bl g5l Kslagsl g Batch file sl
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Windows Batch Scripting ol b« ,Sul (i 9 Batch file sbwl (39, b olsT

Powershell ,5 CMD &lygiws oibg (o) b obsl o

485 V) ads> ol ow

Batch Files
copy.cmd L copy.bat sl .cmd L .bat : s gus

238 DOS s Windows o sazs

— e A e

CMD oil)giws sl =l Ol

- A . ® A
- |V v Manage
Home  Share  View  Drive Tools (2]
&« v N wa > ThisPC > Work (D:) v O D Search Work (D:)
[ This PC A Name Type Size
- 3D Objects [Z] 1.bat Windows Batch File
I Desktop 71| 1.bat - Notepad - [m] X

|=| Documents File Edit Format View Help

& Downloads |@echo off
title This is your first batch script!

d Music echo Welcome to batch scripting!
&=| Pictures pausef

B Vvideos

‘& Windows (C:)

- Work (D:)

= Local Disk (E) Ln4, C 100%  Windows (CRLF) UTF-8

TOSINSS:

ray




l CyberCE.org, Tosinso.com ‘ A H ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw J

PowerShell b HLaT ¥ sy ow g Cu Kl ¥F+ duds
A+ Part 360 Operational Procedures - Scripting Part 3 - PowerShell Part 1
Ol sla S Sl slyzl g slml i, PowerShell L o (s LT (A+ 0,95) A+ G&}yT 0593 5l Y& auds> o

PowerShell asus ¢ 5 ba> cuas (g, 9 b ass
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PowerShell
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Windows PowerShell
copy.psl aib .psl :Xgmn
.Net Framework s » (0lsl,3 SUGLI L (sa> s Windows o g.azs
Az 4 Windows 7 and Server 2008R2 ,5 & 2o

2 Windows PowerShell ISE H * .
File Edit View Tools Debug Add-ons Help Wlndows (D) “.'*"a" ul‘iﬁl
A = a8 x»|9 P & B | w8 Boo|®m. - - lA
Untitled1,ps1 [ StartVM.ps1* X I Microsoft.PowerShelliSE_profile.ps1 ).’ ‘S“e-” 6
1. cls Fo
2 Write-Host Open Source 4s.; :PowerShell core
3 $X = Read-Host -Prompt ' Enter a number and press Enter'’ %
4 $Y = Read-Host -Prompt ' Enter another number and press enter' |,>| .NET core sy, 45 PowerShell ;|
5 $z = Read-Host -Prompt ' Enter one more number and press Enter' +
6 if (gsx -gt $Y) (-and)(Sy *b"i $2)) di » ) g (P
7 write-Host "Given numbers in ascending order: "$Z Sy $x . A . 5
8 e1se1{f- ((SX -gt SY)(éZ ~gt d) ($x gt $2)) " Mo Slaiis 9 2016 o cxd e
9 write-Host "Given numbers in ascenwng order: "SYy $z $X i -
10 Ubuntu 5 CentOS .macOS Windows

Enter a number and press Enter: 7 :PowerShell ax.s [WER
Enter another number and press Enter: 1

Enter one more number and press Enter: 4 $PSVerSi0nTab|e

Given numbers 1in ascending order: 1 4 7

PS E:\Users\Kari> TOSINS vy
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A+ Part 361 Operational Procedures - Scripting Part 4 - PowerShell Part 2

cueal PowerShell wljygiws ,bsle L e (s LT (A+ oy95) A+ Gﬁu},nT 0y90 l YE\ ads o
.9 VS Code g PowerShell ISE I ssliwl b s Sl slw! ExecutionPolicy
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PowerShell &l)giws sl 9 s (Commandlet) cmdlet L oLl o

PowerShell ;s Help slu,j9 2 s PowerShell )5 ol ygiws loaly 0ags (oo, b olsT o

PowerShell ;5 (leiws sla pb) Aliases pygao b LT o

Script o 35 9 s>l 9 xies b9, 9 (Integrated Scripting Environment) PowerShell ISE L @L;,:,T .
ol L PowerShell sla

o 33 9 Slyal 9 rie Lo, &l of s PowerShell cuss 5 3ghls (55, Visual Studio Code L HksT o
PowerShell sla Script

la Script >l sl,s OT ,uis o3, s PowerShell ;s ExecutionPolicy cusal b oliT @
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Windows PowerShell

S (o 0Lkl (Commandlet) cmdlet 1,15 oG PowerShell ;5 &l )55

LA (o0 (59 4 (Jad— guol) Verb-noun ,tslw ;I PowerShell &l g5
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‘Get-Command
Get-Command *

=)5.2.w.) &_ S99 T
Get-Command *process*
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A+ Part 362 Operational Procedures - Scripting Part 5 - VBScript, Script Shell, Python
9 Script Shell 9 VBScript suwsgs cuw Sl sla 0L b 2o (s LT (A+ 6,95) A+ G&},aT 093 I V&Y aud> o

LComment 4 syntax rWzlﬁm 9 JavaScript 9 Python

L 0l 0255 o oaels Olaasas 511 by iy LT plosl 9 )15 3929 6L Slasls Ygars L bayme o
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w3 n 0 g S Sl o
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Ol la S 59 5 s,k Script Shell wwgs s ,Kul 0L b ST o

Linux Jole g 53 0T |2l 9 Script Shell b b can Sl G sbul 65, b @lsT o
OT (e 529 3 10,25 PYHON (st o £l 03 b o] @

ol Gla 39 9 s, JavaScript g o Sl 0Ly b oLl o

sy 4l )5 syntax potha L lel';‘*t’T .

OF 53,5 5 (w5 4ol s (cudlssl) Comment pogie b LT @

485 \ YV iad> by waw

e R -
Unix/Linux S Jole pimms )3 (o g5 S Sl :Script Shell
(.abl asils Execute jome b b hid (s s, Ll al) copy.sh aile .sh g

Unix/Linux sla Jole gt 55 L) 95,5 Kbyl

#! sizwa b ol Script Shell Jsl & ,> 95 Ygore

9 334 o0 a:aS Hash-bang L Shebang (siwa comment a5) G ,> 90 opl &
iiwd SCript (o Ol)le 4S5 Cuwd ol sdias HLiS

#!/bin/bash
for jpg; do # use $jpg in place of each filename given, in turn
png="${Jjpg%.jpg}.png" # construct the PNG version of the filename by replacing .jpg with .png
echo converting "$jpg" ... # output status info to the user running the script
if convert "$jpg” jpg.to.png ; then # use the convert program (common in Linux) to create the PNG in a temp file
mv jpg.to.png "$png” # If it worked, rename the temporary PNG image to the correct name
else # ...otherwise complain and exit from the script
echo 'jpg2png: error: failed output saved in "jpg.to.png".' >&2
exit 1
fi # the end of the "if" test construct
done # the end of the "for" loop
echo all conversions successful # tell the user the good news
exit 0
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PowerShell ISE ,> Jts ,5'5 L (Integer variable) Integer e b @L;.:T .

PowerShell ISE ,5> Jl. S5 L (Floating point variable) Floating point . L @L;.LT °
PowerShell ISE ,> Jlw ,5'5 L (String variable) se ,uaie b @L;.:T .
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Jle 3 L PowerShell ISE buysa ,5 For di> jbslo b Hbsl o
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Sif

b i SO oAb oa)gT).g S g 0 Olygiwd b ygiws sl =|

If (b alecr) {
29w

}

$x = 40
if($x -Tle 20){
write-host("value of x is less than 20")
}else{
write-host(“value of x is greater than
=)

}
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A+ Part 364 Operational Procedures - Scripting Part 7 - Use cases for scripting - Map network drives,
Automated backups
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A+ Part 365 Operational Procedures - Scripting Part 8 - Use cases for scripting - Installation of

applications
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A+ Part 366 Operational Procedures - Scripting Part 9 - Use cases for scripting - Gathering of
information-data, Initiating updates
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A+ Part 367 Operational Procedures - Scripting Part 10 - Use cases for scripting - Restarting
machines, Scripting Considerations
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Troubleshoot Monitor

Bl e 9 ob)d g :Fuzzy image

About &

58.000 results (0.56 seconds)

New Monitor Locks Blurry | Why Does it Happen and How to Fix This issue’
1. Cleamng the Monitor.

2. Restart the Laptop/PC.

3. Check the Cables

4 Change the Advanced Scaling Settings

5 Change the DP! Scaling Settings.

6 Change Monitor Refresh Rate

7. Update Windows

Jpdate Drnivers
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A+ Part 374 Update 220-1101 CPU and GPU

(GPU) &3'/’? c_"))lf Q}Luo LSL“ LS’L“’))9)" e P.:)l.)).: ° (A+ 0)9.)) A+ ‘5‘2’},&-" 899 )I Yv¥f ‘Lm.l? PR

A0 P-"‘)IJ)-”‘ ° dqu? wl 29

AMD 4 Nvidia él,8 )8 oo glo Jus b glaT o

aids 9 ads> oley aw

Wiy Yoot o A+220-1101 b 5,

Nvidia c,S,::.. GPU oAS}Lw ,_5La. c..S,:;
aming

------
—

NVIDIA Driver Downloads

Select from the dropdown list below to identify the appropriate driver for your NVIDIA product.

Product Type: [ GeForce v

Product Series: [ GeForce RTX 40 Series v

Product: | NVIDIA GeForce RTX 4090 v

Operating System: | Windows 10 64-bit v
Download Type: | Windows 10 64-bit 2

Windows 11

Linux aarch64

Linux 64-bit

FreeBSD x64

 Windows Server gghgpabe

Language:
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(CPU) 045313 3 Cuoeno A+ 220-1101 Slw)jgp YV aud>
A+ Part 375 Update 220-1101 CPU

(CPU) o 5)ls 5 ol o gl o 4 P.l)b).» o (A+ 5 ,93) A+ GiujgnT 093 I VYO aud> )
Y] P.:)I.J).: < 4.».&19 U‘.’.l )9
AMD jintel sla 635515 5 @, o> sla Jus b olsT o

LHCER o GETVNE RN PSRV

e | utewt
Intel Core oslgils sla CPU Cdle

intel S b sl CPU Lg)L'\f Iol.; e peve ¥

Processor Number

Intel® Core™ 7 processor 150U

Intel® Core™ "i9 processor 14900K

T
' Brand Modifie Generation

Intel® Core™ Ultra 9 processor 185H

d&
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A+ Part 376 Update 220-1101 Peripherals - Capture Card Part 1 - Free

Capture Card , 15l b oUsT 4 po3ls ;o0 (A+ 0,95) At 90T 0393 HITVE ad> s

S o (Streaming) <o il &b sl ess) s b siigel lgie sl jehie 4 Giules dxio yguas baud 059
il on Ebgn ol & s Jlaz 53 5 pSan il iganals’ slis 13 &5l 3)l30 5 3,05

e o8 LaT ol cpl b awds> ¢pl 53 .ol Capture Card I cnl sl 65,08 Glaylil 51 S

A il 1 oo il ol 5

Ol s 8 9 Capture Card L HLksT o
Capture Card aliseo glgil b HLaT o

ol las 5,8 o (Serial Digital Interface) SDI J5' b olsT o

4285\ F iad> ol ow

‘\ www.CyberCE.org A+ 220-1101 lw) 55, lr slasll b LT
Capture Card

TOSINS<:
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\ Ui OBS Studio .Y isw Capture Card G A+ 220-1101 Sl g 0 :YVY dd>
A+ Part 377 Update 220-1101 Peripherals - Capture Card Part 2 - OBS Studio Part 1

.OBS Studio )I}.élro)s L GlL;:uT @G P.l)'b).; o (A+ 5 ,93) A+ ij,aT 093 I YYY aud> o
S o (Streaming) <o il &b sl ess) s b siigel lgie sl jehie 4 Giules dxio yguas baud 059
sl OBS Studio 133l e )5 T sy 9 pgwas 9 oo Lo 9 la Capture Card o e sl ys la 8l PP R
ol OBS Studio s jgel 5l awds sl ¢l s 21352 0 A58 e 5l Oo9el & dud> aw s
e [":’.)I'))'i ° d.»ul} U'il 29

OBS Studio ,l33le 3 s 9 35k1s (39, b b @

OBS Studio ,l33lp 3 Sleskass 5 (5 5 9 bwma b SLsT o

485 VY iad> by wow

e OBS 30.1.2 - Profile: Untitled - Scenes: Untitled

File Edit View Docks Profile SceneCollection Tools Help

Mo source selected

Scenes &  Sources B Audio Mixer T Scene Transitions 7 Controls

S Desktop Audi 0.0 de
- esktop Audio Fade Start Streaming
40 55 20 45 o 35 4o k5 do A5 o 5 0
H Duration 300 ms
- q) = ; Start Recording
0.0 de

H
You don't have any sources. T P e v e SO Start Virtual Camera o]
Click the + button below, e

or right click here to add one. - o) Studio Mode

Settings
Exit

CPU: 0.3% 30.00 / 30.00 FPS
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A+ Part 378 Update 220-1101 Peripherals - Capture Card Part 3 - OBS Studio Part 2
A 33le 5 5l oslizul calisee slahg, 9 lags )l b sl a4 132 (o (At 0,93) At 3901 0793 S YA aud> )3
.OBS Studio

I K (Streaming) <ozl Go,b 5l oss) (ide b sd)gel Glgime sbml jobie 4 Liules dxio pguas band 09
sl OBS Studio 133l e )5 o XT Jidu 9 gas 3 1w haus 5 la Capture Card <o e sl a8l PP e

OBS Studio 4sb »; bawgs VHS slaglsé o5 Capture b Hlsl o
OBS Studio aeb 5 bwgs &5b sladgusS ,olas 05, Capture b Hksl o
OBS Studio asl » bwgs 59l (59, 0 1l sla 5L 03,5 Capture b HlsT o

OBS Studio asb 5 bawgs Webcam s s Capture L SksT

4>\ 5 raud> ol s

iy
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A+ Part 379 Update 220-1101 Peripherals - Capture Card Part 4 - OBS Studio Part 3
5l eslawl Calises slabg, g Lm,.l)l.b.u ,(53 L ,_;gl-ul'T a [V'i)'b)'i < (A+ 0,95) A+ ‘sﬁu}’—oT 0593 5l YV awl> o

OBS Studio ,l8le 5

I K (Streaming) <ozl Go,b 5l oss) (ide b sd)gel Glgime sbml jobie 4 Liules dxio pguas band 09
sl OBS Studio 133l e )5 o XT Jidu 9 gas 3 1w haus 5 la Capture Card <o e sl a8l PP e

ol OBS Studio j5jgel 3l dwds progu ol 9 pils oo 18l p 5 ol Ooel & dud> aw s
e [V'.{).I')){GAA“J’L)‘:I)J

OBS Studio 4l ; bawgs (Streaming) o5y ise b olsT o
OBS Studio 4sl ,; bawgs (Streaming) oas) sy (.9 Bitrate) nee Sledas b sbsl o
©OBS Studio sl ,> OBS Virtual Camera culils b HLsT o

OBS Studio 4asl 5,5 Webcam olgic 4 Jibge oo sl oslizwl 2o, b gksT

4> YA :aud> ol aw

File Edit View History Bookmarks Tools Help = o « |[Ele Edit View History Bookmarks Tools Help = o %
@ | G youtub G Choose G bitrat X | 2 Brﬁdc 1906071513 G waw + W B | ™ dcheckir- cuyinl copw cos X |+ v
2> C O 8 httpsi/fwww.google.com/sea 120% 00 ©® @ O @ = @ O 8 www.speedcheckir VY @ ©® 9 0 =
1080p Reddit Audio 4K Recommended Max OE1 L_A.)).u..Jl e pw Cound
2
B calulator = o Xr) :0lyg5 Speedcheck jgpw b §483 Cunl dauis
About 1,780,000 results (0.31 seconds)
= Data
Best streaming settings for YouTube Liv¢
* 4K at 60fps: 20,000 - 51,000 Kbps. 0/\"0 "
* 4K at 30fps: 13,000 - 34,000 Kbps. Megabits v
* 1440p at 60fps: 9,000 - 18,000 Kbps. Q T\JQ i 256
* 1440p at 30fps: 6,000 - 13,000 Kbps. !
« 1080p at 60fps: 4,500 - 9,000 Kbps. e = i
About equal to
« 1080p at 30fps: 3,000 - 6,000 +/$V MB o/sE MiB |l +/F0 floppy disks
¢ 720 at 60fps: 2,250 - 6,000 Kbps. - &
e 720p: 1,500 - 4,000 Kbps.
More items... Y A g bl cue @ 3gbls eue o @ 2wl gloj {9
= . z 5.35 tbps 35.66 rops 63 ms
Restream Jitter: 8ms
e hitps://irestream.io > integrations » best-streaming-s¢ ) T v
c = beedcheck.ir
Best Streaming Settings for YouTul
/ 31 Lo 89S huwgi g 3ylas iyl gleygilpl g Bdims dll b Hbli)l cudymgl Cae p Cund culuog
IR ADOUTTEAUTETSMPIIINGES S 1,5 Lo jLis] 50 il byl casdsS g cae p piaiw gl Bpo g ool JSo @ 1810y gBuaimadewss
wawl

fiyY




CyberCE.org, Tosinso.com ‘ A u ol Sz 1 w3 CaMPTIA A+ 590 sla Juad jw

A+ 220-1101 lw,js,s :Mobile Devices - sl o sla 6lKiws o

b UKo 9 (b il G A+ 220-1101 Sl 0 YA+ aul>

A+ Part 380 Update 220-1101 Mobile Devices - Physical privacy and security, Cellular location
services

23 Lol GGl g (b cunl sla,ll b @L@T @G [‘,ﬁ}bﬂ o (At 0,95) A+ ,_s.:;},.oT 0793 Sl YA auds> )»
iOS ¢ Android GLQJALCW

0 P"")b)-”‘ ° -‘-LMJ? U'.’.l 29

(... Biometric) cusal ool slaylnl 51 (5,0 b olsT o
Windows 5l g oz 5 Sl 5L Windows Jole piues 5o ool 5le b 29y b (LT @

Hello
Windows Jale pius )3 il sl Ol 3,0, s NFC L olsT

03 0T 03,8 Jub e 9 Jlab 2y, 9 Android 5 i0S la Jule piumw 13 GLols Sl L Ll o

aads Ve aud> ol ae

! Physical privacy and security components S (5Ll
Cellular location services
(L) o) (Jobw 4Tl 1 (i (b OB Sl g oo
SRl sl @b 5l 9l ol ol
Camd 53 3485 GPS
45 9 GPS 31 Jsbge o5litwl oLl
b O sl Wi-Fi g (Jolw

Video 1 2 3

Using cell tower tri; 3 itis p to ine a phone | ion ﬁ
to within an area of “about” 1.2 square kilometer I o SI N s u

FAY
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A+ Part 381 Update 220-1101 Mobile Devices - Microsoft Account - Free

Microsoft ) Microsoft s ., Ol L G:Lz;,T @G fv%)'L’f.: o (A+ 0,93) A+ Gaj,aT 0593 Sl YAV aul> o

ol la 5,5 9

ol sl 55,5 9 Microsoft 365 (Account

e rv.‘{)'l.)).g' <° 4.“‘.1.? L)'f.l 29

(Microsoft Account) Microsoft (s 5 Gl b SksT o

Microsoft s »,l5 Glus sbel b oLl o

Microsoft &y cos slaslpl (S0 b olsl o

(..g word) Office sla,l33l p 5 )5 Microsoft (s )" Gl 5l eslawal b HlsT e

Y. [CyberCE.org/ Mobile device synchronization

A+ 220-1101 i) 59,

Microsoft 365 L oLsl e

.9 @

a8y Y awd> ol wow

(342 Office 365 d.3) Microsoft 365

S8 sl Gl

Sy pilws Obedgs &S Cuna pasd (5,5 wlus S :Microsoft account

Account Outlook Office Skype
»® b &8 ==&
Xbox Live Bing Store Windows

Laptop

i@

OneDrive

: 33 oalatwl

Windows Jole g

Outlook @39)15.” Sl g 9 poitd
Xbox (5L Jguis

, One Drive s pl Sledbl o s d a9 pw

Microsoft Store ,!;3! ¢ 5 olKig ,5

Bing =i iyl ,5 59
Skype sy gai bLi,l 1380 o

..s Teams .Todo .Office TOSINS<:

FAF
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Microsoft OneDrive L il Kaloa cawe A+ 220-1101 Sl jg e YAY duds>
A+ Part 382 Update 220-1101 Mobile Devices — Sync with OneDrive

bl g5l Kialea L Synchronization b sl 4 el o (A+ 5,93) A+ 90T 059 51 PAY aud> )3

Microsoft OneDrive |5l by cilises sla sKiws

e rv.‘{)'l.)).g' &° 4.&.\4.1.7 wl 29

Microsoft OneDrive Il L HLsl o
Microsoft OneDrive |5l cuas (o9, b oksT o

Microsoft OneDrive |5l ook b Glsl o

Microsoft OneDrive |5l kg Sledbl (zal38 STxal 4 gy b bl o

YYY/CyberCE.org/ Mobile device synchronization

A% 2200900 L e

Windows Backup ,l5l b bl e

.9 @

a8y ¥ iawd> by o

(54 Office 365 Y.3) Microsoft 365
Windows Jule piwaw ,5 Sledbl Synchronization

m_lab@outlook.com

— . n e

@ Windows Update Related support

8 e Accounts > Windows backup

Manage sync settings

About these settings and your privacy | Privacy dashboard | Privacy Statement

B System
D OneDrive S"‘ App list @ Preferences
9 Bluetooth & devices Spdng Backedip Backedup
@ Network & internet OneDrive folder syncing
@ e folders you select will be protected and available acro:
/ Personalization your devices
B Acps
—  Remember my apps
| : AcCOUR ™ Get quick access to your apps on any device
0 Time & language @ Remembe my pre efe rences
. Quickly your preferences across Microsoft experiences
#® Gaming
‘k Accessibility \; Privacy resources
J  Privacy & security

X

Video

on @D

on @D v

TOSINS<:
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A+ Part 383 Update 220-1101 Mobile Devices - Microsoft 365

01 s, g Microsoft 365 b il & pajls (o0 (At 093) A+ 90T 0393 HIYAY ad> s

4y r‘*ijbﬁ s dd> ol )
Microsoft 365 L LT e
Microsoft 365 pax> Giul;dl Gis) b oLl @
M 9 S (sl Microsoft 365 )5 pb s o9, b SIS 2LsT @
(Microsoft 365 for business) a5 5 S (sl ,» Microsoft 365 L ksl e
Microsoft 365 wledbl 6,053 > Sl oslawl (J6 g oasle 3L slad Ol e b azgie (o9, b Lsll,;.:fl' .

.9 @

48> YV iaud> by waw

vaerCE org/ Mobile device synchronization / ..
(34 Office 365 du3) Microsoft 365

Online s;Le 6 53 Ol L Microsoft sla 13l 51 (gl dcgoss
Smart Phone, PC, Web Based

EECveol @

Calendar Contacts To Do/ Tasks Viva Insights Bookings Teams
. 9 g m @ - ﬂ Video
Viva Engage Microsoft 365 Forms Word PowerPoint Excel OneNote
Copilot
Stream Lists Loop Whiteboard Sway Clipchamp Planner ll-"
Components I I N T

fis
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A+ Part 384 Update 220-1101 Mobile Devices - Google Account
(Google Account) Google s ,.,5 Clws L ,_sll.z.:,T @ I"'l)"")“v o (A+ 0,95) A+ 6&3,{[ 0593 I YAY aul> o

Ol slas )5

40 rva)b)-;@‘\mi?oal)ﬁ

(Google Account) Google s, Clus b LT o

Google s, Olus sbul b HLsT o

..9 Google Slides .Google Sheets .Google Docs sile Google Ly s slayl sl (50 L Lle:.;:,T .
S Olas Sledbl o 35 o Sl eslatul JB g saile (I sLad Olje 0ad dzgie by, b sl e

Google
Windows Jale piuw 59, 0T 4abi 2 i 29, 9 Google Drive L1l L bl o

Ol g la Ll (2138 S1yxal & yog, 5 Google Drive [l 5l osliwwl (g, b olal o

(592 G Suite 3) Google Workspace
o3liiwl sl Google sla,lyl 5l sl acgexs :(Personal) Google iasi 0,5 Ol
Sledbl Online )il o 053 Ol b asd

onai mages (3 (@) onai wages (3 (@)
© G 9 4 B B oo

Account Search Maps

' @ M . u 'j B e Ok

PRy ——. " ©
Play News Gmail : O e : g
Slides Books Blogger P l. .1 B ‘

Finance Docs Sheets & orve S O o8

“ IJ @ h Bo n a
. b Voued
. — R
- .
N [opr—
Meet Chat Contacts Keep Jamboard EEaEa )
& b S
- ¢ A O P
B o bl
Drive Calendar Translate Earth Saved Arts and 2 s,
I [
= ¢ N1 8
e y "
t : |
uPhOI?S — shoseing Gooale Ads  Gooale O... Travel TOSI I ‘ S!'l.ﬂ
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A+ Part 385 Update 220-1101 Mobile Devices - Google Workspace

01 s, 8 9 Google Workspace L olil 4y pajls 5y (o0 (At 093) A+ 901 0793 I VAL ad s

A0 P-"‘)IJ)-”‘ ° dqu} U‘~’~| 29

ol Lkl s Google Workspace L slsT o

Google Workspace ;5 pb s o9, b SIS 2LsT @

Google Workspace ¢ Microsoft 365 (50> la a8 L Sl o

Google wledbl 6,55 > Sl eolanwl (bl g ssle (BL (slad Oljs OAd d>gie o9, L &L;.:,T .
Workspace

.9 @

4y VY auds> by waw

¥vo/CyberCE.org/ Mobile device synchronization

(35 G Suite Y3) Google Workspace
link : ;15" 9 cuuS (51, GOOgle NWT sla il 51 (gl degosmo
Smart Phone, Web Based

1 E E m & obais| Juosl uyal ubls
CyberCE@Gmail.com sl mail@CyberCE.com

' Google Workspace E (Cubly paiz B) bew slad
A
A 0'){)[5 S g Ao Ol

L olCiws S0y d Ol

Olud bus g jilen Old Slaai b 5 p9a uled
Video

M o [ . Chat : Calondar -290-

B~ B o ) e B - B -
Video 1 2 5L o$ 4
1 Keep _v Appa Script @9 cowsearcn | Jres— bl r H’J ws)
l 12345 .50 Gy b
g O o L I - S S v se )5 39,9 slahs) TOSINS:
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(L )
0|NL§LQOKZMQQMwIe)bwjljﬁwh;bwl).)

TS 4z 2b 4kl iules axio ST @

.9 @

a8 Y awd> ol ow

\‘\"YCyberCE.org Troubleshoot mobile devices

SAL cwlio B 9ad j, W - Improper charging

Dgdron Gl WSl b g 03 §,Lb Yol (5 5L
250l 395 (ow )

Video 1 2
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A+ Part 387 Update 220-1101 Mobile Devices - Troubleshoot Part 2 - Free

(eds 15395 ol o sl olaws JIKEI @8, p9s i 43 w313 (o0 (A+ 0,93) At 901 0393 HIYAY ad> s
:Qﬁjlaﬁdwcﬂbo

(Cpais )l oz oKaws 95 by OT) Slule b agzlye 51 a6 olus mos Gig) b QlsT @

S8 I 4z la Port (K5 ol b ablin ,o @
4285 \ Y ads> oloy e

Y\"oCyberCE.org Troubleshoot mobile devices

 Clo b U agzlsn 1 G50 & ylus - quwd damage
' YA P.Sbul»ubapba'om)a
g 8 Ol Gl eaiiS’ iz o
1 (Cilica Gel) JsSdw sladj
L V9 daduw o

2,18 19a 42 520 50
e PUUL SIS

Video 1 2 3 4
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A+ Part 388 Update 220-1101 Printer
(S dw g G?)|).> LsLm)igL? l.: provee @LUJ;T L) P"')L’ﬁ ° (A+ o)g.b) A+ G;”}?‘T 8,99 )’I YAA dle? PR
A0 r‘,.l)l.)).g ° dqu? U‘.’.l PR
Filament g4 5l gam 4w sl Kl b iy LT @
Resin gg5 5l am aw sl Kol b ity LT @

Print bed pogas b LT @

485\ YV iad> ol ow

R[S0 i s B
A+ 220-1101 il 39, R )
esin

Stereolithography (SLA) 3D Printing
I LED J.’LA) )9 & v by Resin S LY
(UV — Ultraviolet) .59 0 Casow (.9

S Y olx g B, Gub WY SO ol

Resin &ils yags (o
02 deds 5l (5,5 ol sl 0 (Seal 4 B

Video
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A+ Part 389 Update 220-1101 Printer - Troubleshoot Part 1

ol 9 F,.l)'b).; ° )igl:g- JIKal (v:é) 9 Ls’l'?- s &9.@9.0 4 dud> 93 53 (A+ 0,95) A+ C.S‘D},‘T 0793 5l YAQ awd> o

:Qﬁjloﬁ@wcﬂbo
ilin G 031551 55 Oly JKies o ooy b oliaT @
A S Dlr sl ol plia 45 5 paiz 0ab sadS S Jo Ghey b QLAT @
oxd Olr oS, ) 4T 929 S Jo i9) b oLl e

ol pKin Cglhsl slauo Jio > (29, b olsT @

4385 10 sad> by ow

MaA Troubleshoot Printer  printer

Pz pKa ,9=U slae — Grinding noise
Video 1 2 o,)ld YKo (SIS Gl SO

); ‘M 3D F > SO L ygige Yooro
w9 03,5 1S A5 (2B (B Q05
s 57 hiss Glzuls ke 4

\ P st sl Video
rinding / Irritating Noise
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A+ Part 390 Update 220-1101 Printer - Troubleshoot Part 2 - Free
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| 2 cyberCE.org Troubleshoot Printer m

olz 0Ll OMKiw — Finishing issues: Staple jams
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Nss SOHO Multifunction Devices | Printer
olz slayi,l5S - cwiel — Security: Audit logs
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