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In this chapter, we will cover: 

1. The Phases of the PTES 

2. Types of Penetration Tests 

3. Vulnerability Scanners 
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In this chapter, we will cover: 

1. Terminology 

2. Metasploit Interfaces 

3. Metasploit Utilities 

4. Metasploit Expers and Metasploit Pro 
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In this chapter, we will cover: 

1. Intelligence Gathering 

2. Passive Information Gathering 

3. Active Information Gathering 

4. Port scanning – the Nmap way 

5. Exploring auxiliary modules for 

scanning 

6. Target service scanning with 

auxiliary modules 

7. Vulnerability scanning with Nessus 

8. Scanning with NeXpose 

9. Sharing information with the Dradis 

framework 
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In this chapter, we will cover: 

1. Exploit usage quick tips 

2. Penetration testing on a Windows XP 

SP2 machine 

3. Binding a shell to the target for 

remote access 

4. Penetration testing on the Windows 

2003 Server 

5. Windows 7/Server 2008 R2 SMB 

client infinite loop 

6. Exploiting a Linux (Ubuntu) machine 

7. Understanding the Windows DLL 

injection flaws 
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 DCOM مخفف Distributed Component Object Model مدل" آن الفظی تحت معنای اما ندارد فارسی در دقیقی معادل که باشد می 

 .است" شده توزیع عنصر گرای شی
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